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SigNature DNA 
Precision-engineered, botanical-DNA mark, applied on an 
item to provide absolute authenticity at a forensic level. 

• Cannot be copied. 

• Expert witness reporting supported. 

• Versatile - custom DNA markers can be created for each supplier.   

• Can be combined with other security features to create a unique solution. 

• Compatible with a wide range of products. 

Multi-component optical marks 

• Interactive optical centers; both solid-state and soluble. 

• Fluorescence pattern is defined by DNA & environment. 
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DLA Funded Requirement for SigNature 

DNA Marking on FSC 5962 Microcircuits 
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In Field Rapid Screening 
Original Component Manufacturer 

Red Authenticity Mark 

Legally Authorized Distributor 

Green Authorized Mark 

Independent Distributor 

Yellow Provenance Mark 

In In Lab Forensic Authentication 
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Current Status 
(March 21, 2014) 

•  29 Companies SigNature DNA marking (OCMs, OEMs, 

Authorized Distributors, QSLD / QTSL Distributors) 

•  DLA has let over 1,500 awards 

•  500,000+ DNA marked parts in circulation 

•  Three of DLA’s Industrial Product Support Vehicles 

(Lockheed Martin, SAIC and Herndon) must procure 

SigNature DNA-marked 5962 parts from SigNature DNA 

Markers 

•  Other Federal Agencies and Primes in various stages of 

briefing / consideration / adoption 
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Counterfeit Prevention Authentication 

Program 

The CPA program empowers end-users to verify the originality or provenance 

of parts which have been marked by their suppliers with SigNature® DNA. 

Prime defense contractors and commercial OEMs are now able to 

authenticate the SigNature DNA mark on incoming items even if those end-

users did not themselves initiate the marking.   

   Receive in DNA marked components and materiel 

   Mitigate counterfeit component risk through rapid read detection & 

forensic ID 

   Manufacturers can offer value-added product as market differentiator 
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CPA Program 
Forensically Secured Supply Chain 

Certificate of 

DNA Analysis 
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DOD’S Annual Industrial Capabilities 

Report to Congress for 2013 

• Within this report, DOD describes counterfeit electronic 

parts as “one of the worst trends to emerge in military 

systems spare parts”. 

• The only specific area in which DoD reports its use of 

industrial capability toward counterfeit prevention 

concerns DLA’s application of DNA marking as an 

“authenticity” taggant for microcircuits. 

• “DLA demonstrated a capability to assure the source of 

microcircuits, which will be a huge step in defeating 

counterfeiters, and will be far less expensive than the 

current approaches to guarantee the source of parts.”  
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Missile Defense Agency 
SBIR Contract – Phase I Complete 

  
Applied DNA Sciences company officials judge our progress against the 

specific tasks of our contract with the Missile Defense Agency (MDA) to be 

ahead of schedule.  

 

For example, execution against the company's technology roadmap has 

led to increases in scale needed to penetrate industry sectors from 

independent distributors, to authorized distributors, to component 

manufacturers and prime contractors. The company expects 

corresponding increments in scale for printing and marking methodologies 

to be relevant to multiple industries and federal agencies. 
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The need for a technical solution 

to counterfeit prevention 

 
 
  
 

Imagine the problems if our PCs 

did not have anti-virus and 

malware programs installed 
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Safe Harbor Disclaimer  OTCQB: APDN 

The statements made by Applied DNA Sciences, Inc. (the Company) may be forward-looking in nature and are made pursuant to the safe 

harbor provisions of the Private Securities Litigation Reform Act of 1995. Forward-looking statements describe the Company’s future 

plans, projections, strategies and expectations, and are based on assumptions and involve a number of risks and uncertainties, many of 

which are beyond the control of Applied DNA Sciences, Inc. Actual results could differ materially from those projected due to changes in 

interest rates, market competition, changes in the local and national economies, and various other factors. The Company undertakes no 

obligation to update publicly any forward-looking statements to reflect new information, events or circumstances after the date hereof to 

reflect the occurrence of unanticipated events.  

Follow us on twitter 

 

 

Find us on Facebook 

 

 

Read our Blog 

 

 

View our profile on LinkedIn 

 

 

Visit our Netvibes page 

Applied DNA Sciences 

mailto:Elizabeth.Gangone@adnas.com
mailto:militarymark@adnas.com
mailto:militarymark@adnas.com
http://twitter.com/
http://www.facebook.com/home.php
http://www.linkedin.com/company/73050
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Background Information 
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Who:  DOD, Prime Defense Contractors, Trusted Suppliers 

What:  Have counterfeit prevention and per part forensic 

traceability as part of a comprehensive inventory 

management system 

Where:  Trusted suppliers, depots, sub-contractors 

When:  As new contracts are issued; as existing contracts 

are modified and/or extended 

Why:  Be in compliance with NDAA 2012 Section 818 for 

“Detection and Avoidance of Counterfeit Electronic Parts”  

How:  Flow down the requirement for SigNature DNA 

marking protection as a contractual obligation 

Scope of Presentation  

Leverage DLA Effort 

Support and Protect the Warfighter 
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• SigNature DNA Authenticity Mark – applied by the 

manufacturer to ensure originality 

• SigNature DNA Legally Authorized Distributor Mark – 

applied by the legally authorized distributor to assure 

identity as sourced from an authorized channel 

• SigNature DNA Provenance Mark – applied by DLA’s 

QSLD / QTSL trusted supplier, but only when accompanied 

by full OCM trace documentation or successful completion 

of SAE AS6081 testing 

 

 

Scope of Presentation  

Different Optical Appearances of 

Forensic SigNature DNA Marks 
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2 Log R&D Programs 

(2010 & 2011) 



. 

Independent Assessment of 

SigNature DNA Marking 

• Battelle Labs tried to defeat the technology 

• Zero successes in over 200 attempts 

• Assessed maturity of technology 

• Literature search and data review were 

positive 



. 

SigNature DNA 
Tested on metal, ceramic and epoxy surfaces 

• Thermal Cycle* 

– MIL-STD-883 TM 1010: 100 cycles, -65oC to +150oC 

• Thermal Shock* 

–   MIL-STD-883 TM 1011: -65oC to +125oC; 15 cycles 

• Unbiased HAST* 

– JESD22-A118, 130oC/85% RH; 100 hours 

• Cyclic Moisture Resistance* 

– MIL-STD-883 TM 1004 (+25oC - 65oC, -10oC); 100 

cycles 

• Resistance to Solvents 

– MIL-STD-883 TM 2015 

*Conducted by Silicon Cert Laboratories without applied voltage. 
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• Simulated wave solder immerse in solder*; JESD22-B102E, 

Sn96.5Ag3.0Cu0.5, at  245o C for 5 seconds 

• Simulated solder reflow solder*; JESD22-B102E reflow at 

260oC 

• Ten X-ray exposures*; MIL-STD-883 TM 2012 Radiography 

• Salt Atmosphere*; MIL-STD-883 TM 1009 Condition D, 35o 

C, 240 hours 

• Resistance of Insulating Surfaces**ASTM D-257 07 Sample 

exceeded the measuring capability of the Megaohmeter. 

Surface Resistivity (Ω/square) is greater than 5.24E+15; 

SigNature DNA is non-conductive 

 

 

 

*Conducted by Silicon Cert Laboratories without applied voltage. 

**Conducted by Intertek 

SigNature DNA 
Tested on metal, ceramic and epoxy surfaces 
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• Outgas Testing***; ASTM E 595, Vacuum < 5x10-5 torr – 

24hrs @125oC, DNA falls 30-80% below the rejection criteria 

• Non nutrient for fungus****; MIL-STD-810G METHOD 508.6: 

Resistance to Fungus Test; all SigNature® DNA-embedded 

inks are NEGATIVE in 28 day test 

• Ionizing radiation*****; MIL-STD-883 METHOD 1019.7: DNA 

survives RHA level H; radiation total dose 106 

 

 

 
***Conducted by Pacific Testing Laboratories 

****Conducted by APDN Laboratories 

*****Conducted by Aeroflex-rad 

SigNature  DNA 
Tested on metal, ceramic and epoxy surfaces 
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Large Botanical DNA is acquired. 

DNA is segmented. 

Segments are shuffled and reassembled to 

form a unique, secure DNA marker.   

Creating a SigNature DNA Marker 



. 

Uncopyable?  

PCR Primer 

binding 
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First principles: 
• Probability of matching any 

single nucleotide is 1 in 4 

• Probability of matching 2 

sequential nucleotides is 

(1/4)(1/4) = 1/16 

• Probability of matching two 15-

base primers is ((1/4)15)2 = 

(1/4)30 (1 in a quintillion) 

• Probabilities radically diminished 

by multiple marks & decoy DNA 

Worse than finding a needle in a haystack, is 

trying to find a needle in a stack of needles 
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Lessons from Paleontology 

• DNA survives in amber for 

thousands of years 

(anhydrous, limited diffusion, 

etc.) 

 

• APDN mimics these 

conditions in our chemical 

hosts 

 

• Markem-Imaje mil spec inks 

~ amber 

 

• Low DNA concentration 



. 



. 



. 

SAE G-19 Committee 
Standards on Prevention and Detection of Counterfeit Parts & Materials 

 

• AS5553 Standard, “Fraudulent/Counterfeit Electronic Parts; Avoidance, 

Detection, Mitigation, and Disposition” 

• AIR6273 Aerospace Information Record, “Terms and Definitions - 

Fraudulent/Counterfeit Electronic Parts” 

• AS6171 Standard, “Test Methods Standard; General Requirements, 

Suspect/ Counterfeit Electrical, Electronic, and Electromechanical Parts” 

• AS6496 Standard, “Fraudulent/Counterfeit Electronic Parts: Avoidance, 

Detection, Mitigation, and Disposition – Authorized/ Franchised 

Distribution” 

• AS6174 Standard, “Counterfeit Materiel; Assuring Acquisition of 

Authentic and Conforming Materiel” 

• ARP6178 Aerospace Recommended Practice, “Fraudulent/Counterfeit 

Electronic Parts; Tool for Risk Assessment of Distributors” 

• AS6301 Standard, “Fraudulent/Counterfeit Electronic Parts: Avoidance, 

Detection, Mitigation, and Disposition – Independent Distribution 

Verification Criteria” 



. 
* Presented by Dave Meschel  at CMSE Conference - Feb 2014 
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* Presented by Dave Meschel  at CMSE Conference - Feb 2014 
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About Applied DNA Sciences 
• US Headquarters in Stony Brook, New York  

• 30,000 square foot, multi-story facility 

• 50+ Employees: Scientists, Engineers, Business 

Development Professionals 

• Patents: 22 Issued, 31 pending 

• Trademarks: 27 Registered, 2 pending 

• 8-years old, publicly traded OTCQB: APDN  

• Unparalleled success 

“The DNA 

Corridor” 
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 SigNature DNA Protects EU Cash-in-Transit 

Industry (>40 Billion$/year) 

• Over 50 convictions. 
• 100% authentications, 100% convictions, aggregate jail time in 

excess of 242 years. 
• Implementation across Europe. 
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2 Miles of Stockholm railway 

copper marked with 

smartDNA 

34 
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The reach of the SigNature DNA 
Marking Program for Textiles 

Farmers 

Supima 

Spinners 

Weavers 

Manufacturers 

Brand 

Owners 

Designers 

Retailers 

Trade 

Agreements 

Expanding universe of protection 
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C.F. Martin & Co.  
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Since 2009 Applied DNA has been 

actively involved: 
 

 

 

 

 

 

CALCE – Center for Advanced Life Cycle Engineering 

CMSE – Components for Military and Space Electronics 

DMC – Defense Manufacturing Conference 

DMSMS – Diminishing Manufacturing Sources & Materials Shortages 

IMAPS – International Microelectronics and Packaging Society 

ISTFA – International Symposium for Testing and Failure Analysis 

JEDEC – 2012 Special Presentation / 2013 Technical Presentation 

LIFT – Long Island Forum for Technology 

MDA PMPB - Parts Materials & Processes Board Meeting 

NASA QLF - Quality Leadership Forum 

PSMC – Parts Standardization and Management Committee 

SAE CPAS – Counterfeit Parts Avoidance Symposium 

CHASE at UConn – Parts Standardization and Management Committee 


