
Enhanced Title 10 United States Code (U.S.C.) Section 2339a Procedures for Supply Chain Risk Management in Support of 
Department of Defense Trusted Systems and Networks

THE FOLLOWING QUESTIONS ARE ADDRESSED IN THIS DOCUMENT:
· Pre-Award
Q1:    How is a determination made that the enhanced 10 U.S.C. 2339a procedures are applicable to my procurement?
Q2:    What actions am I required to take in accordance with the enhanced 10 U.S.C. 2339a Procedures?  
Q3:    How do I know if an “entity” has been determined ineligible for award?
Q4:    What is the Supplier Performance Risk System (SPRS) database?
Q5:    When do I check the 10 U.S.C. 2339a National Security Systems (NSS) Restricted List in the SPRS database?  Am I required to check SPRS on an annual basis or just prior to exercising an option?
Q6:    What do I do if an entity is listed in the 10 U.S.C. 2339a NSS Restricted List in the SPRS?
Q7:    How can a DoD Component/organization request an exception to the Class Determination?
Q8:    How should I handle the information regarding a Class Determination?  Who can I inform that an entity is ineligible for award?  
Q9:    What if the offeror is the only available source?
Q10:   How do I access the 10 U.S.C. 2339a NSS Restricted List in SPRS?
· Post-Award
Q11:   Can I exercise an option if the offeror/entity is listed in the 10 U.S.C. 2339a NSS Restricted List in the SPRS?
Q12:   What if I do not have enough time to re-compete another action before the option for my existing contract must be exercised?
· Assisted Acquisitions
Q13:   How do the enhanced 10 U.S.C. 2339a procedures apply to an assisted Acquisition?


· Notifications
Q14:   Who will be notified if the Under Secretary of Defense for Acquisition and Sustainment (USD(A&S)) or an Authorized Official for my Military Department (MILDEP) makes a Class Determination to exercise 10 U.S.C. 2339a authority for Covered Procurements? 
Q15:   What must the Component report to Director, DPC when a Covered Procurement action is taken to invoke the Class 10 U.S.C. 2339a authority as part of an award decision?
Q16:   Who will maintain/monitor the 10 U.S.C. 2339a NSS Restricted List in the SPRS?

QUESTIONS AND ANSWERS:
· Pre-Award
Q1:    How is a determination made that the enhanced 10 U.S.C. 2339a procedures are applicable to my procurement?
A1:    Enhanced procedures for enterprise use of 10 U.S.C. 2339a, as implemented at Defense Federal Acquisition Regulation Supplement (DFARS) subpart 239.73, "Requirements for Information Relating to Supply Chain Risk," are applicable to a procurement when: 
· The solicitations and contracts for a “covered system” or “covered item of supply” (as defined at DFARS 239.7301) include all of the necessary performance specifications, evaluation factors, provisions, and clauses to enable use of the authorities in 10 U.S.C. 2339a (see also A2 and DFARS 239.7302), and
· A Class Determination has been made, by the Under Secretary of Defense for Acquisition and Sustainment (USD(A&S)) or by the 10 U.S.C. 2339a Authorized Official for a Military Department (MILDEP), to exercise 10 U.S.C. 2339a authority for Covered Procurements. 
Q2:    What actions am I required to take in accordance with the enhanced 10 U.S.C. 2339a Procedures?  
A2:    Prior to procuring any “covered system” or “covered item of supply” (as defined at DFARS 239.7301), acquisition and procurement officials shall verify that an entity or product identified in, or otherwise known to be involved in, the selected offer is not listed in the 10 U.S.C. 2339a National Security Systems (NSS) Restricted List in SPRS (See also Q/A3).
When procuring or integrating information technology into DoD “national security systems” (as defined at 44 U.S.C 3552(b)(6)), acquisition and procurement officials should work with the requiring activity to ensure that solicitations and contracts, and orders or agreements, include all of the necessary performance specifications, evaluation factors, provisions, and clauses to enable use of the authorities in 10 U.S.C. 2339a pursuant to DFARS subpart 239.73.  For more information see DFARS 208.405; 208.7402(2); 212.301(c); 213.106-1(a)(2); 214.201-5(c); 214.503-l(a)(4); 215.304(c)(v); 215.503; 215.506; 233.102; and 244.201-1.  
When an entity (e.g. vendor) or product is listed in the NSS Restricted List in SPRS, acquisition and procurement officials shall not solicit offers from, award contracts to, or consent to subcontracts with, that named entity or any other source/entity for the products and conditions identified in the NSS restricted List in SPRS unless an exception has been granted (See also Q/A7). This prohibition includes placing orders under indefinite quantity contracts and Federal Supply Schedule contracts, adding new work, exercising options, or otherwise extending the duration of current contracts or orders, as allowed by FAR part 9.405-1.  The acquisition/procurement official should include a copy of the SPRS listing in the Contract file demonstrating the listing of an ineligible party.
Q3.    How do I know if an “entity” has been determined ineligible for award?
A3:    After a 10 U.S.C. 2339a Class Determination is made, the Director, Defense Pricing and Contracting (DPC) will post a notification about the entity, products, and conditions covered by the Class Determination, and the DoD Component(s)/organizations for which the Class Determination applies, in the NSS Restricted List in the Supplier Performance Risk System (SPRS) database.  Acquisition and procurement officials shall verify that an entity identified in, or otherwise known to be involved in, the selected offer is not listed in the NSS Restricted List in SPRS prior to releasing a sole source RFP, setting a competitive range, or awarding a contract, delivery/task order, federal supply schedule contract, or modification that either adds new work or exercises an option.  
Each entry in the NSS Restricted List will contain the:
· Name and address of the entity, (with cross-references when more than one name is involved in a single action);
· CAGE Code and other Unique Entity Identifier(s);
· IT product(s)/conditions which are excluded
· The DoD Components/organizations for which the action applies;
· Annual review date for each listing;
· The email address to which requests for exceptions may be submitted.
Q4:    What is the Supplier Performance Risk System (SPRS) database?
A4:    SPRS is a web-enabled application that gathers, processes, and displays data about the performance of suppliers.  SPRS is the Department of Defense's single, authorized application to retrieve supplier's performance information.  DFARS Subpart 213.106-2-70 requires contracting officers to consider this data for supply contracts valued at less than or equal to $1 million. SPRS maintains the authoritative NSS Restricted List.  
Q5:    When do I check the NSS Restricted List in the SPRS database?  Am I required to check SPRS on an annual basis or just prior to making an award or exercising an option?
A5:    When procuring or integrating information technology into DoD “national security systems” (as defined at 44 U.S.C. 3552(b)(6)), acquisition and procurement officials should check the NSS Restricted List in the SPRS prior to releasing a sole source RFP, before setting the competitive range, and prior to award of contracts, delivery/task orders, and federal supply schedule contracts and modifications that either add new work or exercise an option.  A copy of the SPRS listing should be included in the contract file.
Any acquisition/procurement officials should be familiar with the NSS Restricted List in the SPRS and should check it frequently enough to know of ineligible entities that may impact their current or future acquisitions.  
Q6:    What do I do if an entity (e.g. vendor) is listed in the NSS Restricted List in the SPRS?
A6:    If an entity is listed in the NSS Restricted List in the SPRS, the acquisition/procurement official shall notify the Requiring Activity that the entity is on the SPRS list.  DoD Component(s)/ organizations for which a Class Determination applies shall not solicit offers from, award contracts to, or consent to subcontracts with, that named entity or any other source/entity for the products and conditions covered by the Class Determination, unless an exception has been granted (See Q/A7).  This prohibition includes placing orders under indefinite quantity contracts and Federal Supply Schedule contracts, adding new work, exercising options, or otherwise extending the duration of current contracts or orders, as allowed by FAR part 9.405-1.  The Requiring Activity will need to determine the impact to their procurement, and may need request an exception if there is significant impact (cost, schedule, performance) to the requirement.
Q7:    How can a DoD Component/organization request an exception to the Class Determination?
A7:    A DoD Component/organization may submit a request for an exception to the Class Determination in writing to osd.pentagon.dod-cio.mbx.2339a-exception@mail.mil.  Such requests shall include a detailed description of the circumstances and specific action being proposed that varies from the requirements of the Class Determination, and how these circumstances and actions effectively mitigate the risk to national security that are described in the Class Determination.  
The DoD Component/organization shall not proceed with a procurement to the entity/product(s) listed in the NSS Restricted List in the SPRS unless authorized to do so in writing by the 10 U.S.C. 2339a Authorized Official that made the Class Determination.  
Q8:    How should I handle the information regarding a Class Determination?  Who can I inform that an entity is ineligible for award?  
A8:    The information regarding the status of an entity should be safeguarded as For Official Use Only (FOUO) against unauthorized use and disclosure consistent with the Trade Secrets Act, 18 U.S.C. 1905, until such time as the information is cleared for public release.  The information in the NSS Restricted List will be designated as FOUO, or include other forms of controlled unclassified information, and must be protected against unauthorized use and disclosure.  Acquisition and procurement officials should keep the information confidential and should not disclose any information to other vendors or government officials that do not have a need to know in order to exercise the 10 U.S.C. 2339a Covered Procurement action.  It is the entity’s responsibility, once notified in writing of a 10 U.S.C. 2339a Class Determination, to notify their resellers or partners of their status.  Any vendor placed on the NSS Restricted List in the SPRS will be notified prior to being placed on NSS Restricted List.
Q9:    What if the offeror is the only available source?
A9:    A DoD Requiring Component/organization may request an exception to the Class Determination (See Q/A7). 
Q10:   How do I access the NSS Restricted List in SPRS?
A10:   
To obtain access to the NSS Restricted List in SPRS, a member of the Acquisition Community with a need to know may request access as follows: 
· Go to https://www.sprs.csd.disa.mil/   
· In the upper right of the page, click on dropdown labeled “New Menu”
· Click on NSS Restricted List
· Select a valid CAC certificate.  
· The NSS Restricted List will be displayed
· Post-Award
Q11:   Can I exercise an option if the offeror/entity is listed in the NSS Restricted List in the SPRS?
A11:   No.  When an entity/product is listed in the NSS Restricted List in SPRS, acquisition and procurement officials shall not exercise options, or otherwise extend the duration of current contracts or orders, as allowed by FAR part 9.405-1, to that named entity for the products and conditions identified in the NSS Restricted List in SPRS (for use in a DoD “national security system” (as defined at 44 U.S.C. 3552(b)(6)) unless an exception to the Class Determination has been granted (See Q/A7). 
Q12:  What if I do not have enough time to re-compete another action before the option for my existing contract must be exercised?
A12:   A DoD Requiring Component/organization may request an exception to the Class Determination (See Q/A7). 
Assisted Acquisitions
Q13:   How do the enhanced 10 U.S.C. 2339a procedures apply to an assisted Acquisition?  
A13:   The Department is currently working with other agencies that provide assisted acquisition support and/or contract vehicles for DoD’s use to provide them with access to the 10 U.S.C. 2339a NSS Restricted List in SPRS.  Acquisition and procurement officials of the acquiring agency should check the status of the offeror/entity prior to award of any contract regardless of the issuing office location (e.g. external to DoD).  If the acquisition/ procurement official has any questions or concerns, they may contact their legal counsel for further information.  
Documentation for actions to procure or integrate information technology into DoD “national security systems” (as defined at 44 U.S.C. 3552(b)(6)), should include all of the necessary performance specifications, evaluation factors, provisions, and clauses to enable use of the authorities in 10 U.S.C. 2339a pursuant to DFARS subpart 239.73.  
· Notifications
Q14:   Who will be notified if USD(A&S) or an Authorized Official for my Military Department (MILDEP) makes a Class Determination to exercise 10 U.S.C. 2339a authority for Covered Procurements? 
A14:   For all Class Determinations, the 10 U.S.C. 2339a Authorized Official making that determination will notify Director, DPC at osd.pentagon.ousd-a-s.mbx.2339a-covered-actions@mail.mil of:
· The initial Class Determination
· Results of each annual review of the Class Determination; and 
· All Covered Procurement actions taken as a result of the Class Determination, immediately upon issuance of the action.  
USD(A&S) will submit an annual, aggregated report to Congress identifying all Covered Procurement actions taken by any DoD Component during the annual reporting period. 
Q15:   What must the Component/Organization report to Director, DPC when a Covered Procurement action is taken to invoke the Class 10 U.S.C. 2339a authority as part of an award decision?
A15:   The Component/Organization must provide a listing of all Covered Procurement actions taken during the annual reporting period to Director, DPC at osd.pentagon.ousd-a-s.mbx.2339a-covered-actions@mail.mil to include the name of the entity, product or service which was excluded, procurement instrument identifier (PIID)/award ID, solicitation number, and the date it was issued.  
Q16:   Who will maintain/monitor the NSS Restricted List in the SPRS?
A16:   Director, DPC will maintain the NSS Restricted List in the SPRS based on the Class Determinations and annual review results received from the USD(A&S) and the 10 U.S.C. 2339a Authorized Official for a MILDEP. 
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