
DEPUTY SECRETARY OF DEFENSE 
1010 OEFENSE PENTAGON 

WASHINGTON, OC 20301 -1010 

vn MORA'IDUM FOR SEC'RETARJF.S OF vfTLITARY DtPARlMEl\ TS 
ClIAlRMAl\ OF THE JOINT CIHEFS OF SI AH 
l ~DER SFC'RFTARfFS OF DEFt.NSE 
CIIIEF MA\IAGE'vfENT OFFTCF.R 
CHIEF. NATl01\AL GCARD BCREAl. 

MAR 1 3 2018 

C0\1MA'.'-JDERS OF TH ~: COMBA 1 ANT COM~A~DS 
GE!'..cRAL CO~SEL OF TI1F. DFPARTMENl OF DEFENSE 
DIRECTOR OF COST ASSESS\ 1F'IT AND PROGRAM 

EVAI L'A TIO"!\ 
INSPECTOR GEl\ERA.L or THE DFPARTMEl\T OF OLFENSE 
DIRECTOR OF OPERAT10l\AL TEST AND EVALCAI'l01\ 
CHIEF 1Nf0RMAT10'1 OrFICER OF THE DEPARMENT 

DEFEN L 
ASS1STAN'I Sl:.CRETARY Of· OLFENSL l·OR LEGISLATIVE 

AFFAIR~ 
ASSIS f AN r TO THE Sr.( RET ARY 01· DEFENSE FOR PURUC 

AFFAIRS 
DIRECTOR OF NET ASS[S'5"'1E1\T 
DIRECTORS OF DEfCNSC AGENCIES 
DIRECTORS OF DOD FIELD ACTlVITIES 

SUBJEC'l : Enhanced Section 806 Proc1:dures for Suppl) Cham Risk Management in Support of 
DoD Trusted ~ystems and "'l'etworks 

Our adversanes continue to discover ne\1\, methods to sabotage. disrupt. or otherwise 
degrade our ~ystems and extract DoD information. It is critical chat DoD components are extra 
vigilant in managing suppl) chain ri sk practices \\hen procuring and integrating information and 
communications technology (ICT), whether as a product or as a servk:~. into OoD national 
securit) systems (l\<SS ). These activities arc vital for protecting the S)'Stems and integri ty of 
information relied upon by our \.\arfighters. 

DoO is enhancing its procedures to proactiv~l: address suppl) chain threats that present 
counterintelligence risk to our enterprise. utili1ing authoritic5 in section 806 of the Ike Skelton 
l\.ational Defense Authorization Act for FY 2011 (Public La\\ 111 -383). as amended. These 
procedures ensure that enterprise ri5k is assessed and mitigated in a umely manner and future 
procurements of the risky products arc blocked \\ht.m necessary. 

The attached document pro\ ides dctail:s of these nev. procedures. roles. and 
responsibilities. which art! effective immediate!) for all DoD Components acquiring or 
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sustaming DoD ~SS. These changes \,1,ill be tntegrarcd imo nn update to DoD lnstruct1on 
5200.44 in the next 12 mc.mth~. 

Attachment: 
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ENHANCED PROCEDURES FOR ENTERPRISE-WIDE USE OF SECTI01' 806 
St:PPLY CHAIN RISK MANAGEME!'.T ALTHORITIES FOR DOD 1'ATIO~AL 

SECt:RITV SYSTEMS 

I. Trusted S\ stems and 1'"etworks (TS:\). DoD Instruction (DoDl) 5200.44. "Protection of 
\.1ission Critical Functions to Achieve I rusted Syst~ms and Net\,ork:s:· outlines a nsk 
management approach that spans the entire system life C)cle. including criticality analyses to 
identif) critical functions und components. use of all-source intelligence on suppliers of 
critical components: and use of TSJ\i processes. tools. and techniques to manage risk. 

a. Per DoDJ 5200.44. all DoD national secunt> syst~in:s ('JSS), including. information 
s; stems and weapon systems. or systems that have a .. high"" rating in any of the 
s,srem categorization security objectives an.: required to implement TSK processes to 
address suppl) chain rh:.k. 

b. For more information on these processes. sei: the OoDI 5200.44. DoD Chief 
Infom1at1on Officer (CIO) :vtemorandum. "Gu1dunce tor the Procurement and 
integration of lntormation and Commumcat1ons l echnolog} Components into 
Critical lnfonnation S} stem and \ietworJ..s·· ( March 24. 2016 ). and the Defense 
Acquisi tion Guide. Chapter 9. ··Program Prntt!Ction:· 

.., Section 806 Supply Chain Risk Management Authorities. Section 806 of the Ike Skelton 
"\;ational Defense Authorization Act ('-DAA) for FY 2011 (Public Lav, l l J-383 ), as 
an1ended ( section 806 ). authorizes certain DoD officials to tuke specific procurement actions 
to mitigate again~t suppl) chain nsk m the procurement of LCT for ~SS. Thc:se authorities 
and procedures are implem~nted at Defense Federal At4uisirion Regulation Supplement 
(DFARS) Subpart 239.73 ... Requirements for Information Relating to Supply Chain Risk." 
Section 806 and the implementing DF ARS procedures are: 

a. Structured \,\ ith important safeguards. checks. and balances. such as requiring 
multiple findings. detem1inauons. and concummce" by !-pecitied s1.mior DoD officials 
{with strict limit:-. on redelegation). and requiring congrcssionul notification "'-·hen the 
authorit) lS used: and 

b. A \'ailable for use in individual procurements as well as on a .. class .. basis. ,.1,·here the 
findings and detenninations are applicable to and a\.ailablc for any eligible DoD 
procurement transaction that is ·within tht! scope of the clasi:t established in the 
detem,ination. 

3. Enhanced Procedures for Enterprise Lse of ~ectioo 806. To supplement e'\isting TSN. 
Program Protection. and ~ection 806 policies and guida11ce. an enhanced enterprise suppl) 
chain risk management (SCRM) procedure\\ ill h~ ~i,tablishcd. rhc DoD CIO and the Under 
Secretary of Defense for Acquisition and Sustai1U11ent (CSD(A&S)) \\ill immediate!) 
implement the folkw.,ing process to em,ure lCT suppliel's or products that represent a 
··critical'· or ··high .. (or selected ··medium .. > countt:rintellig.~nce risk are addressed at the DoD 
enterprise le\ el. 



a. Delegation of Autborit)' and Assignment of Responsibilitie~. St'ction 806 and the 
Dr ARS assign responsibilitie:-.. and allO\\ delegation of authont). to the l nder Secretar: 
of Defonse for Acquisition. Technolog)'. and Logistics (l'SD(A T &L)). "' hich are her~b:
transJerred or redelegaced in ,·iev. of the transition oJ l SD(AT &L) to the new otlices of 
the USD for Research o.nd Engmeering (R&E land l SD(A&S i (pursuant to section 901 
of the "J"DAA for FY2017. as amended. and codified at 10 ll.S.C. 133a & J 33b). as 
fotlov.s : 

1) Pursuant to 01 ARS 139.7303Cb)( I). the l tSD(A&S) is hereb~ delegated the 
authorit~ of the Sccrctar) or Deicnsl'. to make determinations pursuant to DF ARS 
239.730.t(b). and tc.., take '1Clions '1Uthon11.:<l h) 239.7305 . for any orgam,ational 
urut of th~ Department of Defense. mduding th-: Military Departments 
( MTLOEPs). and the non Fourth fa,Utlc ( i.~ .. OSD. th~ Ofl1cc of the Chairman of 
the Joint Cluefs of Staff and the Joint Staff. the Combatunt Commands. the Office 
of the Inspector General of the Depamnent of Defense. the Det~nse Agencies. the 
DoD l-ield Acti, iti~s. and al l other orgam;,ational entities \\.ithln the DoD that are 
not in the ~ILDEPi,) (collectiYely ··DoD Components .. ). and an) such 
determination shall be binding on thr: DoD Component(s) concerned. Thii, 
authorit: of the l 'SD(A&S) 1s distinct from th~ authont) of the Secretanes of the 
vtJLDEPs described in paragraph 3.f.. and cannot bt: further redelegated. 

2) fhe remainder of the authorities and responsibilit1es that are provided for 
USD(A f &L) in section 806. and the current version of the implementing DFARS 
Subpart :?39.73. art transferred to the USD(R&E) and th~ USD(A&S) in the 
manner set forth ln dus memorandum. 

b. DFARS Clause". Effecti\~ m1mediatel),. OoD Component~ ,,ill nnt purchase ICT for 
!\SS ~,cept through contract vehicles that include the clause at OF ARS 25~.:239-7018. 
Supply Chain Risk. DoD Component~"' ill 1mmcdiatcl: ta~e steps to include this claust: 
and appropriate prO\ isions to enable use of authormcs m section 806. as prescribed at 
Df ARS 239.7306. 

c. l\otice of Certain Threat Assessments. The Director. Defense rntelligencc Agcnc:· 
CD1A) \,\ill notif} DoD CIO. USD(R&t). L SD(A& '). the s~cretaries L)rthe ivl1LD£PS. 
Commander. l.S. C\·bcr Command (CORLSCYBERCO\t1). and the Director. Defense 
Security Service (DTRDSS) \\.hen a "cntical'' or "high·· threat rating on a supplier threat 
assessrnent has been completed. as "'ell as v.hen selected "medium" threat assessments 
have bl.!en identified in accordance with criteria to be established by DoD CIO. 
USD(R&E). t t~D(A&S>. the Secretaries of the MlLDEPs. CDRl ISCYBERCOM. and 
D1RDSS \\ithin JO da1s of rhe date of this m~moran<lum. 

d. Abessment of ~uppl~ Chuin Ri~k and Scoping of Mitigution Actions. The DoD ClO. 
t lSD(R&E). l SO(A&S). nnd CORL SCYB~RC0\1. rn C()ordinut1on v.ith tht! MlLDEPs. 
will · 



I) Assess each of the supplier threat as::,t!ssment!l prO\idcd by DIA and determine 
v,hether there is significant supply cham risk for DoD NSS: and 

2} Document a Scoping and Mitigation d1:cis1on for all cases in \\hich the use of 
section 806 authorit) is \\arranted. \A,hich decision shall : 

1. Indicate whether the assessment and detc1minotion or risk applie::, onl~ to 
an individual procur~ment transaction (e.g .. a unique scenario that is 
unlike!) to occur repeated)~ a1.:ross tht l!nll;!rprise). or applies to a class of 
procurements l i.e .. any procurement that meets the class criteria specified 
in the scoping decision): and 

ii. Direct or recommend specific risk mit1gat1on acuons. such as use of the 
section 806 authority to block all procurement of the relevant ICT in an) 
DoD NSS. or lea\. ing full discretion regarding the application of the 
section 806 authorit) \\ ith th~ approrriate. authorized. Don officials ( see 
DFARS 239.7303 and 239.7304). 

e. Documenting the Joint Recommendation. Concurrence, and Determination to Use 
section 806 Authorities . For suppliers or products requiring action under section 806-

1) l he DoD CIO. in coordination \\1th the Under ~ecretar~ of Defonse for 
lntclligencc (USD(I)) and U D(A&S). "'ill prepnre and execute an action 
pacJ..agt: that contams th~ Joint Rec,.mun~ndation of the DoD ('JO and 
L'SD(A&S). on the bash, of a risk a:,);CS!,mcnt b) USDO) (i.e .. the DIA threat 
assessment refort>nccd tn paragraph 3.c.J. regarding the asse~sment of significant 
supply chain risk. and the 5Cope of applicabilit) and the required or recommended 
mitigations as identified and documented pursuant to paragraph 3.d. (which 
satisfies the requirements of DFARS 239.7304(a)): 

2) The action package ri.:ferenced in I). mrn1cdiatd) abo\ t: ma) also contain: 

1. The ad\'ance Concurrence of USD(A&S) ( including an) conditions or 
limitations thereon) for an) S\.1bsequent Detem1ination b) an Authorized 
Official in a \ililhar) Department (see DFARS 239.7303) to exercist! the 
section 806 authorit) for a procurement that 1~ within the scope of the 
Joint Recommendation. pursuant to Df ARS 239.7304(bl: and 

11 . The Detenninac1on by I. SD(A&S) (induding an) conditions or limitations 
thereon} to exercise section 806 authority for procurement!\ b) an1 DoD 
Component (including the M!LDl:.Ps and tht' DoD Fourth Estate) that are 
within the scope of the Jomt Recontmt!ndation, pursuant to OF ARS 
239. 7304(b). 

3) The signed Joint Recommendation. Concurrence. and Dctcnnination package will 
be stored b) DoD CIO: and 
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4) USD(A& ) \-\ill send a notice of'the section 806 Determination to Congress. as 
discussed funher at paragraph 3 j . 

f. Section 806 Determination!> for the M1LD£Ps. After compleliun l,fthe Joint 
Recommendation und C oncurr~nc~ ( "' h~n th~ Di:termination b) l SD(A&S) does not 
cover the MILDEPs). the Authorized Officials for the MJLDEPS (i.e .. the Secretanes of 
the MlLDEPs. or their semor acquisition executives if delegated authorit) pursuant to 
DFARS 239.7J03(b)(2}) ma) make tht: Dl!t~rmination r~quircd b) l)f ARS 239.7304(b). 
and ensure that appropriate notice 1s prO\ 1ded to Congress (see paragraph 3.j). prior to 
ta~ing an) cov~rcd procurement acuon authorized by DFARS 239. 7305 Such 
Determinat1onu,) to use section 806 within a M!LDJ-P may be made for indi, idual 
procurements. or as a. Class Detennmat10n tor that '11ll.DEP. 

g. Procedures for ~otifying the Acquisition Workforce. No laLer than 60 days of the 
date of this memorandum. the l)irector for Defense Procurement and Acquisition Polic) 
(OPAP) \'viii dewlop procedures that docunwncs and info1ms the Acquisition Workforct-.' 
regarding all section 806 Class Detl;!nninution~ madtJ pursuant to paragraphs e .. and f. 

h. Procedures for ~otifylnf.! Vendors. "!\Jo later than 60 day~ of the date of this 
memorandum. OPAP \\ill de\t!lop procedur~s that v,ill limit the disclosure of information 
relating to the busis tor u si;:ction 806 Determm:mon (pursuant to sec. 806(d) und DFARS 
239.7305(dl) and govern notification of ~mines "'ithin the ,cope of the Determinntion. 
For Class Detenmnations. This guidance shall r~quire the following: 

1) 1'.Jotification of each affected entit) ot euch Class Detenrunacion and the scope of 
such Dete11nination. including for : 

1. The initial Determination by un) authorized official: and 
11 . The results of the annual r~v1e\.\ or each such Detcrn1ination (pursuant to 

paragraph k) 

2) Pro\'ision to the entity an opportunit) to chullengl;! the mitial Class Determination 
or annual re, ii.!\\ not later than 30 da) s after receipt of any such notice. in 
acl.!ordance .. vith the OPAP spec1fil!d admini!!>trativc proccdmcs. 

1. Implementing and Documenting the llse of ~ection 806 Authorities. All DoD 
Components shall implemenl and docum~nt the use of section 806 authorities pursunnt to 
an) Determination m.ade pursuant to Of ARS 239. 7304: 

I) Covered Procurement Actions. The Component's Procurement Exec.:utiv~ shall 
ensure rhat all necessar~ co\ercd procurement actions (DF ARS 239.7305) an~ 
taken and appropriately reponed. including: 

1. Fnsuring that contracts are not av,:arded. and that consent to subcontract 1s 
\\ ithheld. for suppliers or products CO\ ered b:> any Determination. except 
as pro\ided in paragraph i.2): and 



11. Repo11ing to DPAP all section 806 CO\ercd procurcm1.:nt act1ons that ari: 
within the scope or an) Detennination. for inclusion in the annual report 
de~cribed in paragraph i.3 ) . 

.2) Lxceptions to Covered Procurem~nt Acuons. The Component Acquisition 
Executive \\.'ill identif) and report all circumstance~ for v,hich a covered 
procurement action that is other\\1Se required by a Class Determination should not 
be taken (e.g .. mission impact resulting. from excluding the enticy or product 
presents a greater risk LO national security than the supply chain risk a technical 
mmgation or other le~s intrusive measure is reasonably available to reduce the 
suppl} chain risk) . The Component shall submit a rcquc~t for exception that 
includes a detailed description of the circumstances and specific action being 
proposed that varies from the requirements of the Determinauon. and ho\\ these 
circumstances and actions effccthely address the risk to national secunty that 1s 
descrih~d in the Dcterrninat10n. The Componen.t shall not proceed \\.ith the 
proposed acth ii) unless authorized to do so in accordance with procedure~ to be 
de\'elopcd b) USD(A&S) and DoD CIO v.ilhi1, 60 days of the date ofthb 
memorandum. 

J. Procedures fur "lotifying Congress of the Lise of section 806 Authorities. Tl1e notice 
to Congress that is required h: DFARS 239.7304(c) will be accomplished as follows: 

1) Section 806 Class Determinations. For any Class Determination. the Authorized 
Official making that determination will: 

1. Pro\ide notice to Congress oftlw initrnl Class Determination: and 
11. Report to DP AP for inclusion in the annual r~port to Congress as 

described in paragraph 31. 
I. The initial Class Determination: and 

..., t\ll CO\. l:n:d procurement actions made under any such Class 
Deten11ination(s ) . 

.2) Individual Procurements Not Con~red by a Clasi. Determination. ror a 
Deternunation to use section 806 for an individuol procureme;:nt that is not 
covered b~ a Class Determination. thi: Authorized Official making the 
detem1ination \\ill provide the required notic~(s) to Cont,ress. and will report that 
Detenninarion to OPAP for inclusion in the annual repon 10 Congress as 
described in paragraph 3 ). 

3) Annual Report. l 'SD(A&S l shall ~ubmic an annual. aggregated report to 
Congress identifying all co\·ered procur~ment acuons taken b) any DoD 
Component during the annual reporting period. 

k. Annual Revie\\-, All Determinations made pursuant to DFARS :239.730..t.(b) shall be 
reviewed annuall: . 
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l. DODI!\ Operations, Security and :\tonitoring. l'hese procedures in no \vay limit or 
alter the authorit) of CDRCSCYBERCOT\11 to take all necessary and appropriate action to 
secure. defend. and operat~ the DoD Infom'lation 1\etwork (DOD1'..J) in accordance \,ith 
existing authorities. CDRUSCYBERCOM. m coordination with the Director. National 
Secunt) Agenc~. ma) independent!) conduct operational and technical observations and 
assessments to be considered in the scoping and mitigation process outlined above. 
CDRllSC'YBFRCOM will pcriodica.11) monitor the D0DT1\ for prohibited hardware. 
softwart. or s~r\'lces identified through the processes in thi!> memorandum 
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