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Preface

Item Unique Identification (IUID) is an emerging initiative whose value in multiple areas of private sector and Government business enterprise is growing in recognition.  Across the globe, manufacturers and users of IUID technology, as well as those using the associated data, depend on agreed-upon standards and specifications to enable all participants involved to maximize the usefulness of this technology and concept.  The early and comprehensive integration of quality assurance into the IUID process optimizes opportunity for full compliance with all specifications, standards, and Department of Defense (DoD) requirements.

This document is intended to provide readers with an understanding of the quality assurance practices applicable to IUID.  IUID Quality Assurance (QA) is three-fold in nature, consisting of 1) process quality
, 2) physical marking quality, and 3) data quality.  This guide is intended to address the application of quality assurance practices for IUID to each of these areas.
Proper application of quality assurance principles and DoD requirements to IUID will help successfully provide to DoD items appropriately marked and correctly encoded – facilitating the accrual of the intended benefits of this program.
To obtain optimal benefit from this IUID Quality Assurance Guide, the reader should possess a basic familiarity with the IUID concept and process as it pertains to DoD policy and the fundamental terms and definitions associated with IUID.  Publicly available information on basic IUID concepts and DoD policy is viewable on the Defense Procurement and Acquisition Policy (DPAP) Program Development and Implementation (PDI) website at: http://www.acq.osd.mil/dpap/pdi/uid/index.html.  It is strongly recommended that those readers unfamiliar with the IUID concept and DoD IUID policy review the data contained therein prior to reading this guide.
The following table of contents contains five major sections, with each section addressing a different point in the IUID process.  Whether the reader is a small-business owner who needs to understand how quality assurance is applied to IUID or if the reader is a Government quality assurance representative (QAR) seeking to determine if a contractor is delivering an IUID-compliant item, this document provides the guidance and references leading to an understanding of  IUID quality assurance requirements and responsibilities.
Of special note, a section addressing IUID within contracts is included to illustrate the importance of including IUID within contracts and how to properly do so within the standard contracting format schema.  Specific contract sections discussed include:

· Section B – Supplies or services and prices/costs;

· Section C – Description/specifications/statement of work;

· Section E – Inspection and acceptance;

· Section F – Deliveries or performance; and
· Section I – Contract clauses

Using DoD IUID Registry data and corresponding two-dimensional (2D) Data Matrix symbol marks in conjunction with automated information systems (AISs) to manage items is the ultimate objective and value-creator of IUID.  This guide focuses on enhancing the foundation for future improvements in the areas of acquisition, supply chain management, maintenance (including serialized item management (SIM)) and property management systems by optimizing quality assurance in the IUID process.  For further information on IUID marks and data in practice, see The Concept of Operations for IUID-Enabled Maintenance in Support of DoD Materiel Readiness at:

http://www.acq.osd.mil/log/mpp/uid/LR502C7_Rev1_FINAL_FINAL_01_19_07.pdf
Certain sections of this document conclude with a list of “Additional Links.”  These links are intended to supplement the text and embedded links provided in the section’s content.

Questions or comments related to this document can be directed to the eBusiness Policy Support Center (eBPSC) at 1-877-376-5787 (1-800-ePOLSUPPORT) or 
defensepolicysupport@ebpsc.org.
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What is IUID Quality Assurance?

Quality assurance (QA) is a process for the systematic monitoring and evaluation of the various aspects of a project, service, or facility to ensure that standards of quality are being met.

Applied to IUID, QA means planning for, conveying, and meeting the IUID policy requirements as effectively as possible, at every step of the functional process, and every time performed.  The goal of IUID quality assurance is the repeated delivery of Data Matrix marks and UII data that is compliant in all ways with Government requirements as called forth in the applicable contract.  Note: Strive to avoid IUID-requirement variation in contracts, it can and will undermine QA.
To produce repeatable processes at a large scale within both commercial and Government environments, QA evaluation must occur to identify and prevent potential areas of variation from compliance.  By implementing thorough and complete initial IUID training to the right people, by tracking IUID trend statistics, and by creating and monitoring IUID error reports to preclude future errors throughout the enterprise, time and money are saved while risk is decreased.

Following a discussion of IUID basics, the sections highlighted in this document include five IUID process steps:

(   Contracting
(   Data Matrix Symbol Quality: System Planning and Design

(   IUID Marking

(   Data Collection & Submission

(   Receipt & Acceptance

Contracting.  The first step to successful integration of quality assurance into the IUID process for new acquisition items is the clear and unambiguous description of requirements in the contracting vehicles (i.e., Request for Proposal (RFP), Request for Quotation (RFQ), contract).  Standardized and clearly described requirements allow the vendor/supplier to properly plan for the inclusion of IUID into their manufacturing process.

Data Matrix Symbol Quality: System Planning and Design.  The inclusion of quality assurance is not a haphazard process but one that is deliberately and thoughtfully integrated into the overall material manufacturing/handling process as early in the item development process as possible.  QA should positively verify and validate the processes, skills, and equipment used to produce or physically manage the IUID of an item.

IUID Marking.  The DoD IUID requirement is delineated in MIL-STD-130, Identification Marking of U.S. Military Property, providing references and descriptions for physical marking, Unique Item Identifier (UII) syntax and semantic standards and numerous examples to aid in meeting DoD IUID requirements.

Data Collection and Submission.  The full use of IUID across DoD can only be accomplished by associating the UII and linked pedigree data to the item and making that association available to all entities having a valid need to view and use it.  This is accomplished by collecting the UII and associated pedigree data and storing it in a centrally located database available for use.  This database is the DoD IUID Registry.   The use of specified web-enabled applications and formats to systematically feed the DoD IUID Registry helps ensure required and other appropriate data elements are correctly submitted for storage and use.

Receipt & Acceptance.  The goal of this step is to validate the process used to create and apply an item’s UII to the item using a valid Data Matrix symbol will produce compliant marks and data when accepted into Government property accountability systems.  The inability to accomplish this step exposes DoD to the vulnerability of incorrect or inaccurate material accounting for personal property items in its accounts.
Taken together, these five steps can be used to produce a comprehensive, actionable contract-level quality assurance plan and processes that optimizes the opportunity for compliant IUID marks and data.
IUID Basics
A 1998 Government Accountability Office (GAO) review raised concerns regarding the Department of Defense’s (DoD) management of its equipment inventory.  DoD needed a way to identify tangible assets individually in a manner that would be globally unique and unambiguous, have the ability to ensure data integrity and data validity throughout the life of the asset, and support multi-faceted business applications and users. 

In response to the GAO’s assessment, the DoD met with domestic and international partners to determine the best approach for identifying items and maintaining those items’ life-cycle information from the moment they entered DoD inventory.  The resulting initiative was called Item Unique Identification (IUID).

IUID is accomplished by marking each qualifying item with a permanent two-dimensional (2D) Data Matrix symbol and registering the symbol’s encoded Unique Item Identifier (UII) in the DoD IUID Registry.  Because the Data Matrix symbol is machine-readable, IUID marking greatly reduces data-entry error and improves the accuracy of inventory and acquisition records.  Note: Machine-readability does not improve inventory and acquisition records if the underlying data is not correct.  Ensure item data is correct and machine-readability will maintain that correct data throughout the item’s lifecycle.
The Data Matrix symbol is encoded with the data element or elements necessary to construct a UII, which is the globally unique and unambiguous alpha-numeric code assigned to every qualifying item in DoD inventory.
Unique Item Identifiers, along with a set of select item identification data, are stored in the DoD IUID Registry, which allows controlled access to information such as acquisition cost and life cycle support data.  The DoD IUID Registry is hosted and operated by the Defense Logistics Information Service (DLIS) and serves as the authoritative source for item acquisition cost and similar acquisition-based pedigree data.

Benefits

IUID Policy is designed to help the defense community to:

· Achieve lower life-cycle cost of item management 
· Provide item visibility

· Supply item data necessary for top-level logistics and engineering analysis
· Provide an accurate source for property and equipment valuation/accountability
· Improve access to historical data for use during systems design and throughout the life of an item
· Provide better item intelligence for the warfighter for operational planning
· Reduce workforce burden through increased productivity and efficiency
· Assist in the identification, segregation, and ultimate reduction of counterfeit items and parts
Recently, IUID was recognized as a critical enabler in the process to improve physical accountability for Nuclear Weapons Related Material (NWRM).  In a memorandum dated 16 October 2008 entitled, “Nuclear Weapons-Related Materiel (NWRM)” the Under Secretary of Defense (Acquisition, Technology and Logistics) directed all individual items of NWRM be accounted for and managed by serial number meeting the standards of DoDI 8320.04 Item Unique Identification  (IUID) Standards for Tangible Personal Property.  Included is a requirement for a 100 percent physical inventory count by UII, at least semi-annually, for all NWRM not tracked as part of an end item.  Further, it was directed that “All receipts for NWRM shall be validated at the individual item level by UII …”  This memo demonstrates that increasing numbers of policy makers, strategic planners, program managers and others throughout DoD are recognizing the value added by including IUID data in their management and operational calculus.

Resources
The UID Policy Office, which is within the Office of the Secretary of Defense’s Defense Procurement, Acquisition Policy, & Strategic Sourcing (DPAP) Program Development and Implementation (PDI) Office, maintains its home page at:
http://www.acq.osd.mil/dpap/pdi/uid/index.html
From that page, users can access IUID policy, guidance, outreach and communications materials, and the latest news occurring in the IUID community.

Every year the UID Policy Office sponsors multiple UID Forums that provide a full itinerary of IUID presentations and training sessions.  UID Forum information can be obtained at: www.UIDforum.com
Resources available for introducing both Government and contractor parties to IUID include:

The Basics: IUID 101

http://www.acq.osd.mil/dpap/UID/attachments/iuid-101-20060130.pdf 
The DoD Guide to Uniquely Identifying Items
http://www.acq.osd.mil/dpap/UID/attachments/DoDUIDGuide.pdf
Integrated List of Existing IUID Definitions
http://www.acq.osd.mil/dpap/UID/attachments/Integrated%20List%20of%20Existing%20IUID%20Definitions.doc
IUID Policy & Regulations
http://www.acq.osd.mil/dpap/pdi/uid/policy_and_regulations.html
DoD IUID Registry Data Submission Information
http://www.acq.osd.mil/dpap/pdi/uid/data_submission_information.html
IUID Frequently Asked Questions
http://www.acq.osd.mil/dpap/pdi/uid/faq.html
IUID Toolkit
http://www.iuidtoolkit.com
IUID Overview Tutorial

http://www.iuidtoolkit.com/overview
Item Unique Identification DAU Continuous Learning Module (CLM200)
https://learn.dau.mil/html/clc/Clc.jsp
IUID DFARS Clauses

DFARS 252.211-7003, Item Identification and Valuation
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7003
DFARS 252.211-7007, Reporting of Government-Furnished Equipment in the DoD Item Unique Identification (IUID) Registry

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7007
Contracting

Across DoD, the value of IUID in improving asset visibility, maintenance management and financial accountability is becoming increasingly clear.  The key to achieving these substantial benefits leading to enhanced support to the warfighter begins with including IUID requirements in contracts in a manner that adheres to standard contract construction policy.  This communicates clearly and without ambiguity to both contractor and Government representatives what is required with respect to IUID.  
The importance of creating acquisition contracts that are clear, unambiguous, and comprehensive in their IUID requirements cannot be overstated.  Individual contract sections should not only clearly communicate IUID requirements respective of their section’s content and format, but be written in a manner that provides an improved overall understanding of IUID requirements when all sections are taken together.

Poorly or ambiguously written contracts may significantly reduce the ability to achieve desired IUID goals, adversely impact maintenance and similar support programs dependent upon IUID (e.g. serialized item management) and consequent levels of warfighter support.  Such impact may linger throughout the operational life of the item(s) delivered.

Poorly constructed contracts are likely to:

(   
Increase the workload and expense to contractor and Government in rectifying errors and clarifying ambiguities;
(   
Contribute to erroneous data or data of poor quality being introduced into the DoD IUID
Registry and other DoD databases for financial, accounting, maintenance, distribution, and warehousing purposes; 
(   
Contribute to poor decision making by warfighters, program managers, PEOs, maintenance personnel; budget and financial personnel and others who rely on accurate item data in the course of their professional duties; and

· Increase costs to manage a given class or type of item compared to what the cost would be with an IUID program providing accurate item data.
· Result in incomplete data packages that will increase cost of subsequent marking.

One of the most pervasive and insidious problems with respect to clearly communicating IUID requirements within contracts is the issue of properly constructing contract line item numbers (CLINs).  IUID QA planning, part marking, data submission, and delivery acceptance all become more challenging when a contract does not contain CLINs created in a manner consistent with DoD instructions.  The adverse effects of poorly written CLINs are being magnified by the growing number of DoD-wide standard item delivery requirements – such as IUID and the use of Wide Area Workflow (WAWF) – that require precise, standardized contract structure in order to successfully flow data electronically through multiple automated systems.

Properly Constructing a RFP / RFQ / Contract for IUID

A properly constructed contract with respect to IUID will have references to IUID requirements placed in several specific sections of the RFP/RFQ/contract in a standardized and mutually supportive format providing a clear, comprehensive, and consistent communication of IUID requirements.  The sections most important to IUID are:

· Section B – Supplies or services and prices/costs;

· Section C – Description/specifications/statement of work;

· Section E – Inspection and acceptance;

· Section F – Deliveries or performance; and
· Section I – Contract clauses

Section B – Supplies or Services and Prices/Costs (Contract Line Items)

The importance of properly constructing contract line items is critical to achieving a number of IUID focused acquisition goals.  The deleterious effects of poorly constructed line items cannot be overstated.  Because modern DoD eBusiness automated information systems rely on information passed electronically using standardized data formats it is critical that contracts be constructed so that correct and accurate information is recorded into these systems.  This is especially true upon receipt and acceptance into Government accountability records.  This data will be used throughout the life of the item(s).  Further, the procurement contracting officer (PCO) should construct the contract with the receipt and acceptance process in mind such that the Government quality assurance representative (QAR) inspecting and receiving the item(s) on behalf of the Government has a clear understanding of what the contractor is expected to deliver with respect to IUID.  See also the sub-section of this guide entitled, Section E – Inspection and Acceptance.

To help meet the challenge in this area Defense Acquisition University (DAU) developed the Continuous Learning Module entitled Contract Format and Structure for the DoD e-Business Environment (Contracts CLC033) which emphasizes the importance of following DFARS 204.71, Uniform Contract Line Item Numbering System (http://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm).  This module may be taken for credit or audited for no credit as needed to refresh the viewer on proper CLIN structure and can be accessed from the DAU site at https://learn.dau.mil/html/clc/Clc.jsp.

DFARS Subpart 204.71 – Uniform Contract Line Item Numbering is the authoritative reference that defines how to properly structure and number contract line items, subline items, and exhibit line items.
Further, DFARS 252.211-7003 (b) states “The Contractor shall deliver all items under a contract line, subline, or exhibit line item.”   

When the rules of DFARS 204.71 are violated, DFARS 252.211-7003 (b) also often ends up violated.  As stated above, the single most common problem encountered in contract construction that adversely affects IUID (among other issues) is poorly constructed CLINs.  Among the most common is lumping multiple separately identifiable items within one CLIN.  This causes confusion to contractors and Government item-acceptors on which of the multiple items must be marked, how many of the items must be marked, and how the items should be valued and registered in the DoD IUID Registry.

WAWF only accepts one UII per unit per contract line item number (CLIN), subline item number (SLIN), or exhibit line item number (ELIN).  When different IUID-qualifying items are placed on one contract line, there is a significant process breakdown.  This process breakdown could result in delays in item acceptance, increased contractor costs, increased Government costs, and a reduction in the operational value of the IUID.

Often the DFARS clause violations stem from lacking the answer to the core question: “What exactly is a Contract Line Item?”

DFARS 204.7103
 provides the answer:

Contract line items shall have all four of the following characteristics:
(1) Single unit price. The item shall have a single unit price or a single total price;
(2) Separately identifiable. A contract line item must be identifiable separate from any 
other item(s) or service(s) on the contract;
(3) Separate delivery schedule. Each contract line item or service shall have its own 
delivery schedule, period of performance, or completion date expressly stated (“as 
required” constitutes an expressly stated delivery term); and
(4) Single accounting classification citation.

Review Appendix C of this guide to see examples of properly and improperly constructed CLINs and learn the impact of each.  The examples are not exhaustive of all possible improper constructs but do provide the two most common examples seen providing clear understanding of the deleterious effects of poorly constructed CLINs.  

Section C – Description/Specifications/Statement of Work
The format of Section C can vary from document to document.  Adherence to some basic concepts will maximize the clarity of the IUID requirement and minimize opportunity for confusion and ambiguity.  There are no policy directed requirements for verbiage or format.  With respect to IUID, the goal is to ensure a qualified bidder (or contract awardee) can be reasonably expected to understand the requirement in full and deliver an IUID compliant item to the Government. 

Some concepts to follow include:

· Provide a clear and precise statement regarding the inclusion of IUID as part of the deliverable(s) or outcome of the manufacturing process.  For example, the following language could be included:

All end items, components, sub-components, assemblies, sub-assemblies and parts meeting IUID requirements (see DFARS 252.211-7003) shall be marked with IUID-compliant 2D Data Matrix symbols in accordance with the latest version of MIL-STD-130.
· Identify the IUID tasks to be performed without specifying how the tasks should be performed.  For example, it is valid to require that IUID be accomplished using one of the approved MRI marking protocol standards authorized within MIL-STD-130N (or latest version) without specifying which authorized standard protocol is to be used.  Additionally, do not specify which UII construct shall be used.

· Include a requirement that a pre-production sample of the machine-readable IUID mark, with verification results, be provided to the project management office for validation.

· Include a requirement that the machine-readable IUID marks that will be required on items when they are delivered under contract must be permanently placed on the items when they are subjected to contractually-required performance testing and that any mark serviceability problems will be reported in the test reports.
· Include a requirement that all applicable technical documentation be updated to incorporate the UII.

Note: Section C language is optional for IUID and should only be necessary when defining specific initial-implementation, nonrecurring tasks.

Section E – Receipt and Acceptance

Properly constructing Section E – Receipt and Acceptance creates an architecture in which the QAR or other qualified acceptance representative is adequately prepared for the responsibility of ensuring the contractor delivers an IUID compliant product to Government.  Many contracts for supplies or services for DoD are administered through the Defense Contract Management Agency (DCMA).  It is DCMA philosophy that quality assurance inspections conducted incident to delivery of items under contract to the Government will not routinely require a technically rigorous inspection of the item(s) being delivered.  Hands-on reviews may be necessary for certain items, but in many instances a validation of the quality assurance program and processes used to ensure conformance to contract requirements will be used.  The quality assurance process must include some form of Data Matrix symbol mark verification using an industry-standard verifier instrument to sample marks during the production process – a successful read using a 2D symbol imager/scanner does not qualify as item mark verification.
  When writing a contract it is important to use this policy as guidance when delineating receipt and inspection criteria for IUID.

It is also important to specify how the IUID portion of the quality assurance inspection will occur.  For example, this may be accomplished by reviewing the contractor quality assurance plan for IUID and results of contractor compliance testing (where appropriate) on statistically valid samples of items.
Some specific issues to consider when developing Section E include specifying:

· Where inspection and acceptance will occur.  This allows the contractor and inspecting agent to ensure IUID QA documentation, testing records, IUID registration data, etc. are collected and available for presentation in advance of item delivery.

· Who has authority to inspect.  This will facilitate the inspector’s preparation by reviewing the IUID requirements of the contract and coordinate with the contractor for the IUID portion of the receipt and acceptance process.
· How the inspection and acceptance will be conducted.  A well written contract (including Sections B, C, E and I) will delineate clearly what the contractor must do to demonstrate IUID compliance.
· Reference Contract Data Requirements Lists (CDRLs) if appropriate.  If specific procedures or IUID QA documentation are required to be developed by the contractor and approved by the Government, there should be an appropriate CDRL.  This CDRL would then be referenced in Section E.

Section F – Deliveries or Performance
Section F – Deliveries or Performance describes the time, place, and method(s) for delivering the supplies or services specified by Section B’s CLINs.  Each CLIN must have a separate delivery schedule, period of performance, or completion date.

The PCO will list the ship-to destination(s), quantities, and delivery dates for each CLIN/SLIN/ELIN.  At time of Government acceptance, required contract data will be submitted to the DoD IUID Registry.

Section F’s data is significant to IUID because each item that enters the DoD IUID Registry must have its own unique, accurate set of DoD acquisition-contract data, including acceptance date and destination information.  If item delivery schedules or destinations are not clearly defined, contractors will have difficulty reporting accurate and timely IUID data.
Section I – Contract Clauses

DFARS 252.211-7003, Item Identification and Valuation

http://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7003
DFARS 211.274-5(a) prescribes that DFARS 252.211-7003 be placed in 1) all DoD contracts for the delivery of items and 2) all DoD contracts containing DFARS 252.211-7007.

DFARS 252.211-7003 conveys the IUID requirement to contractors that new items must be marked in accordance with the latest version of MIL-STD-130 and registered in the DoD IUID Registry.  If DFARS 252.211-7003 is not included in a contract, or subsequently the clause is waived by the Government, the Government cannot hold the contractor responsible for providing IUID-compliant items.
DFARS 252.211-7003 must be included in all contracts containing DFARS 252.211-7007 to eliminate any ambiguity in the requirements for assigning UIIs and registering data in the DoD IUID Registry for Government Furnished Equipment.

DFARS 252.211-7007, Reporting of Government-Furnished Equipment in the DoD Item Unique Identification (IUID) Registry
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252211.htm#252.211-7007
In accordance with DFARS 211.274-5 (b)(1), DFARS 252.211-7007 should be placed in solicitations and contracts that contain FAR 52.245-1, Government Property or  FAR 52.245-2, Government Property Installation Operation Services.

IUID Do’s and Don’ts in Contracts

Defense Acquisition University module CLC033 includes a number of important contract-quality Do’s and Do Not’s:

Do

· Include the IUID clause

· Specify which line items for deliverables with a Government unit acquisition cost less than $5,000 the IUID clause applies to in DFARS 252.211-7003 (c)(1)(ii)
· Identify any embedded components to be uniquely identified, as referenced in DFARS 252.211-7003 (c)(1)(iii)
· Include DFARS 252.232-7003 to require use of Wide Area Workflow (WAWF)

· Include DFARS 252.211-7003 when including DFARS 252.211-7007

· Ensure that each deliverable has a separate CLIN, SLIN, or ELIN and a defined delivery schedule

· Ensure inspection and acceptance criteria address IUID

· Include the most recent versions of MIL-STD-130 and MIL-STD-129

Do Not

· Lump dissimilar items together as ‘lot’ or ‘kit’

· Specify which UID construct is to be used

· Require that the contractor use a specific identifier for an enterprise, part, or serial number when constructing any UII

· Impose unusual payment or acceptance procedures through poorly constructed CLINs, SLINs, and ELINs in RFPs, RFQs, and contracts.
· Use a prior contract award as a template if the prior award was poorly structured

Additional Links

· FAR Part 15.204, Preparing requests for proposals and requests for quotations (Uniform Contract Format)

http://www.arnet.gov/far/current/html/Subpart%2015_2.html#wp1125227
· FAR Part 16, Types of Contracts

http://www.arnet.gov/far/current/html/FARTOCP16.html
· DFARS 211.274-2, Policy for unique item identification.
http://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-2
· DFARS 211.274-4, Policy for item unique identification of Government property.
http://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-4
· DFARS 211.274-5, Contract clauses.
http://www.acq.osd.mil/dpap/dars/dfars/html/current/211_2.htm#211.274-5
· DFARS 204.7104, Contract subline items.

http://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7104
· DFARS  204.7105, Contract exhibits and attachments.
http://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7105
Data Matrix Symbol Quality: Planning & Design

Planning

As with all quality planning, IUID quality planning should be initiated early in the item development process.  It should aim to achieve controls over the processes, equipment, and skills required for assessing an item’s compliance.  As a technical parameter of a larger end item or component system of assemblies or parts, IUID should be reviewed and examined as one element of an overall quality assurance process within the contract.
Throughout an item’s life cycle, well crafted and properly executed IUID quality controls will help ensure design compatibility, compliance, and documentation accuracy.  IUID mark application and review steps, including verification and validation as appropriate based on the standard selected by the contractor, during production and inspection will help achieve a state of compliance with IUID policy and reduce the quantity of non-compliant IUID marks that enter DoD inventory.

IUID should be addressed and included in all phases of item development and design, including with models and prototypes that enter DoD inventory, during low-rate production, and during full-rate production.  By implementing IUID and IUID related quality assurance processes from time of initial concept and design, costly non-recurring engineering changes can be avoided and the full value of management by IUID can be realized.
If not present, IUID quality assurance requirements should be added to company part marking design standards, which quality assurance staff will utilize to confirm items meet IUID marking requirements.  Requirements that shipping containers be marked with a machine-readable symbol listing the UII(s) within the container, as described in MIL-STD-129P with Change 4 (or latest version), Military Marking For Shipment and Storage, should also be detailed in internal quality documentation.
  As necessary, inspection and testing techniques and supplies should be updated to include processes for ensuring IUID quality.
Additionally, all quality processes, actions, observations, and test results should be formally recorded and updated in a centralized and approved quality assurance database for access and reference.  This documentation will serve as a reference archive for use in determining trends, monitoring IUID program and QA effectiveness, and identifying areas for quality-process improvements.
New System Design & Development
When a Department of Defense contract calls for the development of a new system or part, IUID will be required for all qualifying items
 by the presence of DFARS 252.211-7003 in the contract.  

MIL-STD-130N (or latest version) notes that product designers must include in product definition data specific requirements as to marking content, size, location, and application process.  This includes types of marks (direct and indirect, intrusive and non-intrusive).  Review IUID QA Guide section entitled IUID Marking for more detailed information.
When designing a new system, the primary IUID determinations that must be made are 1) where the IUID 2D Data Matrix symbol will be applied and 2) the type of marking method used for the IUID Data Matrix symbol.  Review IUID QA Guide section entitled IUID Marking for more detailed information.
Wherever possible, the engineering decisions for location and type of application should be made based on documented results from previous analysis and experience.  Consider using the same marking methodology that is used on the item for other human and machine-readable information if it meets the same mark durability requirement.  This strategy may save significant amounts of time and money in determining optimal marking methods based on parameters of substrate material composition, configuration and marking method. 
The Direct Part Marking Matrix hosted by the University of Alabama at Huntsville’s Rotorcraft Systems Engineering and Simulation Center (RSESC) is a helpful source of marking information located at https://rsesc.uah.edu/DPM/.  This tool is available to the public (registration is not required) and comprised of input from Government and contractor test data sheets.  It has been designed to support the direct mark-method determination process by sharing information and prior test results from open sources.  No portion of the RSESC website contains proprietary information.  Note: Data obtained from the Direct Part Marking Matrix should be used as a reference and guide only.  Users are responsible for the outcome of their marking efforts.
The site will present a matrix from which to select substrate material and marking method (Figure A) from which a list of documents (if any pertain) show results from previous tests to use a specified combination of substrate and method (Figure B).
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Figure A – RSESC Marking Matrix
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Figure B – RSESC Search Result Showing the First of 32 Documents

When selecting a type of marking method many parameters must be considered.  It is critical that the environment or environments the item will occupy be taken into consideration.  The endurance of a mark is highly contingent upon a marking method carefully selected with consideration given to several parameters such as the:

a) Three-dimensional configuration of the item;

b) Composition of the substrate (i.e., metallic vs. ceramic vs. plastic);

c) Operational environment (i.e., temperature extremes, friction, salinity, humidity, corrosive or abrasive elements encountered);

d) Expected operational life span; 
e) Placement of the item (is a component or assembly within an end item) so that the Data Matrix symbol is readily accessible.

When marking models and prototypes of a new system or part, the chosen mark method should be tested for its durability, validity, and verifiability.  When the selected mark method requires the acquisition of equipment or software to apply the IUID Data Matrix, the reliability and performance of those application tools must also be controlled.  Regular data validation and mark verification should take place to ensure equipment is continually applying compliant marks with results recorded to demonstrate compliance.  If questionable results are noted, scanning or verifying a known good mark should be sufficient to ensure the integrity of the equipment.  A requirement to ensure such testing (validation and verification) occurs should be included in overall quality assurance planning.
MIL-STD-130N (or latest version) provides 2D Data Matrix symbol size parameters.  Once determined, the precise symbol size, the symbol marking method, and the symbol location for a new system must be specified on engineering documents.  Any deviation from MIL-STD-130 requirements should be discouraged and/or justified as a potential cost increase.  When justified, deviations from the latest version of MIL-STD-130 must be specified in the contract or order.
Although engineering documentation should detail IUID marking specifications, documentation instructions must not require a future item producer to use a Government specified UII type, certain format code, or specific data qualifiers.

Also in accordance with MIL-STD-130N (or latest version), when practicable, IUID Data Matrix symbols and their human-readable information (HRI) text must be accessible to both human and machine readers.  IUID Data Matrix symbols and HRI on labels, on data plates, or as direct part marks should be designed to last the expected life of the item (or until the first rebuild).
See the IUID Marking section of this document for further detail on quality specifications for IUID Data Matrix marks.

Existing System Modification

In instances where IUID is required for an existing item the necessity for advance, deliberate planning to include quality assurance processes prior to commencing a marking program remains critical.  A starting point is to examine the existing marking method and location and consider adapting it to IUID requirements by adding a Data Matrix symbol.  It is generally a lower risk approach and may also incur fewer resourcing requirements leading to reduced overall cost.  
A benefit of adding IUID to an existing system is having the knowledge of previous successful or unsuccessful marking methods.  Often the current method of marking other data (such as serial number, part number, or type designation) on an item is the ideal method for IUID marking.

Company quality standards may be utilized to centralize changes required to implement IUID.  Text changes should be considered versus physical drawing changes.  
Suggestions on how to minimize non-recurring engineering costs are located in the Guidelines for Engineering, Manufacturing and Maintenance Documentation Requirements for UID Implementation Version 1.2 at:
http://www.acq.osd.mil/dpap/UID/attachments/guides/uid-engdocguidever1_2-20070416.pdf. 
Non-Compliance Controls

When non-compliant IUID Data Matrix marks are identified, these instances should be documented and replaced/obliterated prior to entering DoD inventory.  Non-compliant direct part marks should be obliterated in accordance with MIL-STD-130N (or latest version).

Responsible staff, equipment, or documentation should receive instructions for corrective actions to prevent repeat failures.  Re-marked items shall be inspected, validated, and verified.  Results must be recorded and distributed to all involved quality control personnel and available for review by Government QARs when requested.

Training

Adequate classroom or on-the-job training on IUID concepts and quality assurance standards and processes should be provided for all quality control personnel.  Quality assurance personnel have a responsibility to understand IUID’s purpose and requirements and IUID’s role as a parameter of an overall system.
Developed by the UID Policy Office, Defense Acquisition University (DAU) modules for Item Unique Identification (CLM200) and IUID Marking (CLE040) are three-hour foundation training courses appropriate for both Government and industry use.
Product Design Engineers

Design engineers must be aware of the IUID requirement in a contract and the impact of IUID on a newly developed system.  Product design engineers must know the type of mark required by IUID (ECC200 Data Matrix) and the requirements for mark verification and validation.  Design engineers should be aware that MIL-STD-130N (or latest version) is the standard for identification marking of military property and includes the requirements governing IUID marking as well as other machine readable information (MRI) and human readable markings.  (This is most easily accomplished by including such requirements in Section C – Statement of Work/Performance Work Statement of the RFP/RFQ and the contract.)  Design engineers also must understand the need to communicate IUID requirements throughout engineering documentation.

2D Data Matrix Symbol Labelers, Taggers, and Direct-Part Markers
IUID marking staff members have a responsibility to understand the equipment or vendor being used to create IUID Data Matrix marks.  Markers must understand how to recognize and report equipment failure.  If a laser etch machine ceases etching into parts as deeply as normal, this performance failure must be reported.  If labels are printing nonuniformly or with poor contrast, this must be reported.  Mass IUID mark production by equipment that is incorrectly tagging, affixing, or applying UIIs to items will lead to extensive non-compliance.

Suppliers

In accordance with DFARS 252.211-7003(g), prime contractors are required to flow down the IUID DFARS 252.211-7003 clause to all applicable subcontractors.  Prime suppliers must meet the requirements of the prime contract by guaranteeing the uniqueness of the UIIs generated and marked on items, marking items in accordance with the latest version of MIL-STD-130, and by only registering DoD prime contract data in the DoD IUID Registry.

Suppliers responsible for providing parts with IUID must have the same quality control processes in place as a prime contractor.  The requirement and responsibility for early and comprehensive planning for the inclusion of IUID in the manufacture of an item and the development and inclusion of appropriate QA processes is not limited to the prime contractor or vendor.  
Although the prime contractor is ultimately responsible for delivering IUID-compliant items and parts, when the IUID requirement is properly flowed down, all supply-chain partners contractually obligated to a prime contractor for the delivery of an item are equally liable for the requirement inherent in DFARS 252.211-7003 and standards and processes as called out in MIL-STD-130N (or latest version) and MIL-STD-129P Change 4 (or latest version).
Quality Assurance Representatives

Internal QARs should have familiarity in quality processes, including non-conformance tracking and statistical sampling, for the company delivering goods or products under contract.

If IUID assessment will be conducted as part of the receipt and acceptance process, an understanding of how to use equipment to determine a pass or fail test result must be in place.  QARs must also learn how to test-for, recognize, report, and document equipment failure.

Sampling

MIL-STD-130N (or latest version) allows required MRI marking quality conformance to be based on a sampling plan (e.g. ISO/IEC 2859-1, MIL-STD-1916, ANSI-Z1.4).  IUID marks should be sampled by manufacturers/suppliers for compliance.  If the quantity of items is small, then all IUID marks should be tested for marking-standard conformance.
IUID Recommendations for the Quality Assurance / Engineering Team
Process Control

· Plan for and utilize statistical process controls for IUID requirements by establishing upper and lower control limits and a sampling plan.

· Understand the requirements as called out in DFARS 252.211-7003, MIL-STD-130N (or latest version) and MIL-STD-129P Change 4 (or latest version).
· Determine the IUID 2D Data Matrix marking method is consistent with the item’s expected operational life span, physical configuration and anticipated environmental challenges.

· Communicate with customers and document users when engineering documentation is designed or changed to include IUID.

· Inspect Data Matrix symbol application equipment and Data Matrix symbol verification and validation equipment to ensure that the mark placed on an item and the data returned about that mark are accurate.

· Ensure external standards governing engineering, part marking, container marking, and Data Matrix symbol encoding are followed.  See MIL-STD-129P with Change 4 (or latest version), MIL-STD-130N (or latest version), and the IUID Marking section of this document for guidance.
Document Control

· Add IUID to corporate/enterprise internal quality assurance documentation.

· Ensure new engineering documentation for qualifying items includes instructions on how to provide IUID.

· Develop an actionable quality assurance plan to include ensuring upgrade of engineering documentation for items that were designed without IUID when IUID becomes an item requirement.
· Document all IUID-related planning, review, audit, training, supplier, and customer actions.

· Document corrective actions, engineering documentation changes, and design and development activities.

· Document all 2D Data Matrix symbol testing, verification, and validation results.

Testing Control

· Obtain Automatic Identification Technology (AIT) equipment, to include a verifier, to confirm (through validation and verification where appropriate based on contractor selected MRI-protocol standard used) that IUID functionality corresponds with item design.

· Conduct quality assurance testing on at least a statistically significant sampling of all Data Matrix marks.
· Determine what qualifies as a failed IUID mark and record and investigate all IUID failures.
· Utilize control charts, which plot production values over time, to identify and manage IUID Data Matrix symbol validation and verification variation.
Training Control
· Ensure classroom and/or on-the-job training is in place for staff use of AIT equipment and staff use of Data Matrix symbol application equipment.
· Ensure training that conveys design and review considerations, including applicable IUID requirements, is provided to all quality assurance personnel.
By performing internal quality control audits and testing to measure compliant marks produced, track non-conformance, and continually record ongoing IUID statistics, both contractors and Government can reduce the number of non-compliant items that enter DoD inventory and ensure marking errors are rapidly identified and corrected.

Additional Links

· DCMA Product Assurance Guidebook

http://guidebook.dcma.mil/226/guidebook_process.htm
· DoD Directives, Instructions, and Publications related to IUID

http://www.acq.osd.mil/dpap/pdi/uid/directives.html
· Program Manager IUID Planning Roadmap v1.2a

http://www.acq.osd.mil/dpap/UID/attachments/pm-iuid-planning-guide.pdf
IUID Marking

To meet IUID policy requirements, all qualifying items must be marked with an ECC200 Data Matrix symbol containing the item’s UII data element(s), encoded in accordance with ISO/IEC 15434 syntax and semantics of ISO/IEC 15418 or Air Transport Association Common Support Data Dictionary (ATA CSDD).
MIL-STD-130N (or latest version) is the DoD standard that governs all IUID marking.  The current version of the document is available at http://assist.daps.dla.mil/quicksearch.  

MIL-STD-130N defines “item” as a single hardware article or a single unit formed by a grouping of subassemblies, components, or constituent parts” and “part” as one item, or two or more items joined together, that is not normally subject to disassembly without destruction or impairment of designed use (e.g., transistor, composition resistor, screw, transformer, and gear).

DoD 4140.1-R, DoD Supply Chain Materiel Management Regulation, defines “marking” as the application of legible numbers, letters, labels, tags, symbols, or colors to ensure proper handling and identification during shipment and storage.

In this document, the term IUID Marking includes marks applied directly to an item and marks applied indirectly to an item via another medium, such as a labels, metal plate, or tag.  See the section below “Mark Methods” for further details.
Machine-readable information will meet DoD requirements when encoded in a mark (e.g., a 2D Data Matrix symbol or linear bar code) that is readable, accurate, durable, reliable, and conforms to accepted marking standards.

Planning for and developing a process that ensures these four factors are met for every mark will produce a high-quality result for both contractors and Government activities involved in part marking.
Readable marks conform to the physical parameters and rules that provide for human readability, such as legibility, and machine readability, such as image quality.  It is valuable to note that even marks with high image quality may be difficult to read due to environmental factors such as surface geometry, surface reflectance, inherent contrast, mark resolution, and mark size.
Accurate symbols are those that conform to the protocols that permit the unique identity data to be correctly interpreted from the symbol content.  Accuracy applies not only to the degree of compliance of the mark itself to applicable standards and specifications, but also to ensuring that the data is encoded correctly (i.e., proper syntax and semantics) and that the encoded data is the correct and complete data to place in that mark (i.e., that item’s UII and not the UII of another item).
Durable marking permits usability for the life cycle of the item to the extent possible under normal operating conditions.

Reliability is achieved through controlled, repeatable application of the marking process.
Mark Methods

· Indirect marking: This method places the UII and any associated machine-readable information (MRI) on a name plate, label, or tag that is then attached or affixed to the item being identified.

· Direct part marking: This method, often referred to as DPM, places the UII and any associated machine-readable information directly onto the surface of the item being marked.  This can be accomplished by using either intrusive or non-intrusive methods.

In the intrusive method, the surface of the item is physically altered in such a manner that the Data Matrix 2D symbol is made part of the surface of the item being identified.  Care must be taken to ensure that the integrity of the form, fit, and function of the item is not altered in an unacceptable manner.  

Examples of intrusive part marking methods are:

(
Dot peening

(
Engraving

(
Electro-chemical etch

In the non-intrusive method, a layer of media is added directly to the item surface in such a manner that the physical properties of the surface are not adversely affected.

Examples of non-intrusive part marking methods are:

(
Labels
(
Stencils

(
Direct inkjet printing

Governing Standards

There are multiple standards that may be exercised within DoD contracts, explicitly or by reference, that define required data elements for a compliant UII and the ECC200 Data Matrix symbol.  Strict adherence to these standards is paramount for producing a high quality IUID mark that will meet DoD requirements.  

DoD Standards

MIL-STD-130, Identification Marking of U.S. Military Property
The governing document for item marking within DoD for both items being acquired and legacy items already owned by DoD.  The latest version is at:
http://assist.daps.dla.mil/quicksearch/ 

MIL-STD-129, Military Marking For Shipment and Storage
This standard recently added the requirement that all UIIs within a shipping container be listed in their concatenated form on the container using a PDF417 formatted mark.  The latest version is at: http://assist.daps.dla.mil/quicksearch/
Data Matrix Symbol Specifications
The following list of standards is not intended to be exhaustive.  Rather, it lists the primary standards authorized for use.  The reader is referred to MIL-STD-130N (or latest version) for a complete list of Government approved MRI marking protocol standards.
Symbology

ISO/IEC 16022, Information Technology – Data Matrix Bar Code Symbology Specification – Defines the requirements for the symbology known as Data Matrix. It specifies the Data Matrix symbology characteristics, data character encodation, symbol formats, dimensions, error correction rules, decoding algorithm, and user-selectable application parameters.  This standard applies to all Data Matrix symbols produced by any printing or marking technology.
Syntax

ISO/IEC International Standard 15434, Information Technology – Automatic Identification and Data Capture Techniques – Syntax for High-Capacity ADC Media – Automatic Data Capture media permits the correct translation of ASCII characters by precisely defining the order in which they are arranged.  Appendix D of The Department of Defense Guide to Uniquely Identifying Items v2.0 contains a more comprehensive definition of syntax and its relationship to IUID.  

See http://www.acq.osd.mil/dpap/UID/attachments/DoDUIDGuide.pdf.
Semantics

ISO/IEC International Standard 15418, Information Technology – Automatic Identification and Data Capture Techniques – GS1 Application Identifiers and ASC MH10 Data Identifiers and Maintenance defines the meaning of designated ASCII characters and strings of characters that serve as data qualifiers, a subset of which is used for IUID.  See Appendix D of The Department of Defense Guide to Uniquely Identifying Items v2.0 for more information on ISO/IEC 15418’s IUID applicability.

See http://www.acq.osd.mil/dpap/UID/attachments/DoDUIDGuide.pdf.
Air Transport Association of America (ATA) Specification 2000 - Common Support Data Dictionary (CSDD) is a catalog of data elements, terms, and tags used throughout ATA specifications.  As part of a collaborative solution, ISO/IEC 15434 Format Code 12 was designated for the use of specific ATA Text Element Identifiers to encode IUID Data

Matrix marks.  
See Appendix D of The Department of Defense Guide to Uniquely Identifying Items v2.0 for more information on ATA CSDD's IUID applicability:
http://www.acq.osd.mil/dpap/UID/attachments/DoDUIDGuide.pdf
The ATA CSDD can be found at: http://www.airlines.org/products/pubs/
Mark Quality

There are three standards that may be followed when assessing IUID Data Matrix symbol quality.  MIL-STD-130N lists the options and their corresponding requirements:
Data Matrix symbol quality. The following provide acceptance criteria for all marking procedures that can be used at the supplier’s choice: 

a. ISO/IEC 15415: The symbol shall have a minimum quality grade of 3.0/05/650 measured with an aperture size of 0.005 inch (0.127 mm) with a light source wavelength of 650 nm ± 20 nm.  As an exception, the ISO/IEC 15415 parameters Modulation (MOD), Symbol Contrast (SC), or both, may measure as low as 2.0, providing the overall ISO/IEC 15415 grade would be 3.0 if the MOD and SC grades are 3.0 or higher. (This allows for lower contrast substrates, high density images, printing, over-laminates and other such limiting factors to the parameters MOD, SC, or both on otherwise well produced images.) Quality (symbol validation and verification) reports shall clearly show that the MOD, SC, or both, are the only parameters measured as low as 2.0, and clearly show that the overall grade would be at least 3.0 if MOD and SC were at least 3.0. Quality reports shall also document the synthetic aperture size used. The methodology for measuring the print quality shall be as specified in ISO/IEC 15415, where the overall grade is based on a single scan (not five scans). 

[Copies of this document are available from the American National Standards Institute (ANSI), 25 West 43rd Street, 4th floor, New York, NY 10036, or

http://webstore.ansi.org/ansidocstore/.]

b. AIM DPM-1-2006: The symbol shall have a minimum quality grade of DPM2.0/7.5-25/650/(45Q|30Q|90|30T|30S|D) where: 

i. Minimum quality grade = 2.0 

ii. X dimension range of the application = 7.5-25 mils 

iii. Inspection wavelength = 650 nanometers ± 20 nanometers. 

iv. Lighting conditions = Medium Angle Four Direction (45Q) or Low Angle Four Direction (30Q) or Diffuse Perpendicular (90) or Low Angle Two Direction (30T) or Low Angle One Direction (30S) or Diffuse Off-axis (D). 

[Copies of this document are available from the Association for Automatic Identification and Mobility, 125 Warrendale-Bayne Road, Warrendale, PA 15096, or

http://www.aimglobal.org.]

c. SAE AS9132: The symbol shall fulfill the visual inspection criteria of “Pass” as defined in AS9132.

[Copies of this document are available from SAE International, 400 Commonwealth Drive, Warrendale, PA 15096-0001 or at http://www.sae.org/.]

In general, ISO/IEC 15415 is most commonly used for printing or non-intrusive marking on label materials.  The AS9132 standard is generally intended for process control of intrusive marking including dot peening, chemical etch, or laser etch marking.  The AIM DPM standard provides better product acceptance testing for these same intrusive marking methods.
Mark Vendors

A number of private vendors exist that provide bar-coding software, marking equipment, and vision equipment (readers, scanners, imagers, and verifiers).  Many vendors incorporate DoD IUID specification requirements into their products.  Various solution providers that render UII-marking services have also incorporated these specifications into their offerings.

The following links provide a sampling of IUID vendors and solution providers.  No implicit or explicit endorsement of one vendor or provider over another is intended.

-The Defense Acquisition University Special Interest Forum section on Solution Providers: https://acc.dau.mil/CommunityBrowser.aspx?id=21956
-The Association for Automatic Identification and Mobility (AIM) Global Buyer's Guide: http://www.aimglobal.org/buyersguide/
Note: The military services and defense agencies may have issued guidance requiring use of specified sources for AIT goods and services.

Verification and Validation

Verification is the process for assessing the quality of a machine-readable symbol and assigning a grade to the results or otherwise indicating acceptance in accordance with the applicable MRI-protocol quality control document.  Verification is performed using an electronic/optical verification device and includes methods that are largely visual in nature.

Verification returns a quantifiable measure of the parameters that affect the quality of the UII Data Matrix symbol mark (for IUID verifications) and is not merely the ability to read or successfully capture the Data Matrix symbol image and decode it, although most verifiers do have this capability.
With respect to verification, it is important to make the distinction between IUID requirements stated in the contract and requirements incident to the specific MRI marking protocol standard selected by the contractor to be used in meeting contract requirements.  Specifically, MIL-STD-130N requires that the contractor use one of several approved MRI protocol standards listed in complying with Government IUID requirements.  It is the responsibility of the contractor to select the standard deemed most appropriate and be prepared to demonstrate compliance with the standard.
An ECC200 Data Matrix symbol that does not meet quality specifications may still be ‘read’ successfully under certain conditions or for a period of time but may not remain usable for the duration to be expected if adherence to quality specifications were achieved.  A Data Matrix symbol that meets specifications enjoys much greater likelihood of remaining usable throughout the expected operational lifetime of the item.

Validation is the process for determining that the machine-readable symbol contains the required information and has been encoded correctly with the proper semantics and syntax.  IUID validation is performed using an electronic/optical imaging device capable of reading 2D Data Matrix information.
Does every IUID mark supplied to the Government have to be verified and validated?  No.  In accordance with MIL-STD-130N, “Marking quality conformance may be based on a sampling plan (e.g. ISO/IEC 2859-1). Marking quality conformance shall include validation and verification of mark content and quality.”

Establishment of the sampling plan is the responsibility of the supplier based on previous acceptance data.  Any indication that quality is slipping is justification for an increased sampling requirement.

Additionally, MIL-STD-130N notes, “Due to the absence of a nationally traceable standard to calibrate verification equipment, calibration processes and materials for reflectance criteria provided by the verifier manufacturer are acceptable.”
IUID Marking Tips

· Business Rule 19 in the DoD Guide to Uniquely Identifying Items v2.0 specifies critical IUID marking metadata information:

The concatenated UII is a non-parsable field, not to exceed 50 characters in length (excludes overhead characters).  Overhead characters in the data string, such as syntax and data qualifiers, are not part of the concatenated UII and are eliminated when the concatenated UII is constructed.  The source protocols for specific data qualifiers may be more restrictive than the allowable field lengths of these rules.  Refer to ANS MH 10.8.2
 for Application Identifiers and Data Identifiers, and to ATA CSDD for Text Element Identifiers, for specific limitations on field lengths and usage.
· The Issuing Agency Code string of characters shall not exceed 3 characters.

· The enterprise identifier string of characters shall not exceed 13 characters, excluding the data qualifier.

· The original part number or lot or batch number string of characters (including special characters) shall not exceed 32 characters, excluding the data qualifier.

· The serial number string of characters (including special characters) will not exceed 30 characters, excluding the data qualifier.

· The sum of the maximum number of characters for possible concatenated UII data elements exceeds 50 characters.  In order to meet the overall length limitation of 50 characters for the concatenated UII, it may be necessary to use field lengths for original part numbers, lot or batch numbers and serial numbers that are shorter than the maximum allowable field lengths for the individual data elements.
· The concatenated UII may only contain uppercase English alphabet characters A through Z, numeric characters 0 through 9, and the special characters “-” and “/”.

· If additional information beyond the UII is required, it should be put in an additional 2D Data Matrix if space permits.  Additional data elements beyond the UII data elements are allowed in the UII Data Matrix symbol as long as they are discrete and correctly identified with a proper data qualifier.  See Business Rule 13 in the DoD Guide to Uniquely Identifying Items v2.0 for additional details.  Note: This is an area where some commercial vendors of IUID-policy-compliant hardware are still catching up with policy.  In theory, marks with extra content should validate, but in practice not all imagers tolerate this option.

· Because commercial Data Matrix symbol readers can read only a certain range of mark sizes without specialized and expensive alterations, the UII’s Data Matrix symbol should comply with the sizing instructions currently residing in MIL-STD-130N:

The two-dimensional symbol shall be the Data Matrix ECC200 in accordance with ISO/IEC 16022. Unless otherwise specified, the module size shall be no smaller than 0.0075 inch (0.19 mm) and no larger than 0.025 inch (0.635 mm). Square symbol sizes shall not exceed one inch (25.4 mm). The larger dimension of rectangular Data Matrix symbols, as permitted by ISO/IEC 16022, shall not exceed one inch. Deviations to the stated module sizes and maximum overall symbol size shall be specified by contract if required.

· What does a compliant IUID label look like?  See the figures in section six of MIL-STD-130N for numerous examples of compliant labels.  Note: These examples reflect labels and nameplates only and do not address compliant direct part marks.
· For source controlled parts, the entity controlling serialization should be represented by the enterprise identifier.
· See the Quick Compliance Tool Suite (QCTS) section of this document for information on how to utilize the QCTS Compliance tool for IUID Data Matrix symbol validation.
· In accordance with MIL-STD-130N, “when a Data Matrix symbol mark is unacceptable (unreadable, in error, etc.) and cannot be removed or otherwise repaired, replaced or re-worked without deleterious effect to the marked item, it shall be crossed out as shown [below] using two diagonal lines crossing each other through the center of the Data Matrix symbol and two other lines (one vertical the other horizontal) through the two interrupted frame lines (finder pattern) of the Data Matrix symbol. The marking method used shall be determined by the current design authority.
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· NASA and MIL-STD-130N recommend for Data Matrix symbols applied to a curved surface, the overall symbol size and quiet zone shall not exceed more than 32% of the radius (16% of the diameter or 5% of the circumference) associated with the curvature of the surface.  For dot peen marking it may be necessary to restrict the span further to 19% of the radius (3% of circumference).
· If the MIL-STD-130N (or latest version) verification methods are not appropriate or effective for analysis of a particular mark, then specific quality acceptance levels must be identified within the individual contract or order.
· It is important when marking legacy items that a query to the DoD IUID Registry be made to prevent duplication of an existing UII.
Additional Links

· IUID Marking DAU Continuous Learning Module (CLE040)

https://learn.dau.mil/html/clc/Clc.jsp
· Tips on Constructing the UII

http://www.acq.osd.mil/dpap/UID/attachments/Tips%20on%20Constructing%20the%20UII.pdf
· DPAP IUID National and International Standards Page

http://www.acq.osd.mil/dpap/pdi/uid/national_and_international_standards.html
· DPAP IUID Technology Page (Includes “What is a Data Matrix,” “What to Mark,” “How to Mark,” and “Readers” sections.)

http://www.acq.osd.mil/dpap/pdi/uid/technology.html
Data Collection & Submission
IUID data is stored in a registry maintained by the Defense Logistics Information Service (DLIS) in Battle Creek, Michigan.  Data can be submitted to the DoD IUID Registry through multiple methods:

· Wide Area Workflow (WAWF) – WAWF is the preferred submission method for all new-procurement UIIs.  When IUID data is provided on the Material Inspection and Receiving Report (DD Form 250), WAWF automatically forwards the IUID data to the DoD IUID Registry following Government acceptance of the items.  WAWF’s property-transfer feature can also be used to update the custody status of existing UIIs in the Registry.

WAWF users have the option of manually entering their IUID data or performing an X12 or User Defined Format (UDF) transaction.

Up to 100 embedded items per CLIN can be submitted to the DoD IUID Registry via WAWF.  These embedded items can only be direct “child” components, subcomponents, assemblies, subassemblies, or parts of the end-item.  That is, they cannot be more than one level below the parent end-item.
Any additional embedded-part UIIs (those beyond the 100-embedded limit or those more than one level from the end-item) must be submitted to the DoD IUID Registry using one of the alternative methods described below.  The Material Inspection and Receiving Report comments section can be used to communicate to the acceptor that there are additional items that will be registered outside of WAWF.  The contract attachment
 listing all embedded items requiring IUID can also be included with the Receiving Report as a separate document for informational purposes.

Legacy items, including Government Furnished Property, cannot be added to the Registry via WAWF.  Only the DoD IUID Registry web-entry site and direct XML and flat-file Registry submissions can be used for legacy item entry.  See the below bullets for further details on these submission methods.

· X12 Ship Notice/Shipment and Billing Notice (856/857) and User Defined Format (UDF) – In addition to being available in WAWF, these methods can also be used to submit data directly to the Registry separate of WAWF.  Both the X12 and UDF transactions use specification documents available after logging in to WAWF.  These formats can only be used to add new-procurement end items to the Registry.

· XML – This method uses the schema provided at
http://www.acq.osd.mil/dpap/pdi/uid/data_elements_and_formats.html and can be used to submit end items or embedded UIIs of any type (new procurement or legacy).  XML also allows users to update UIIs.  Update actions are different than Add actions and provide the capability to submit part-number rolls, custody transfers, or life-cycle events for items with UIIs previously entered in the Registry.
· Flat File – This method uses the specification provided at

http://www.acq.osd.mil/dpap/pdi/uid/data_elements_and_formats.html and can be used to submit end items or embedded UIIs of any type (new procurement or legacy).  Flat-file format also allows users to update UIIs.

· IUID Web-Entry Site – This is where users can type in the required data for adding UIIs.  The Registry’s web interface can also be used to update or query data that is in the DoD IUID Registry.  The address is: https://www.bpn.gov/iuid.

Providing Quality Data to the DoD IUID Registry

Understanding how the DoD IUID Registry receives data and what specific data fields are captured in the Registry database is beneficial to current and future Government and Contractor Registry users.  Knowing what data is required, optional, and contingent for the type of item being registered is critical to being prepared to provide the Registry with the right data at the appropriate time.  Ideally, this information should be identified in the RFP/RFQ, in the awarded contract, and in IUID implementation plans to optimize clarity and completeness of the IUID requirement.
The Data Reporting Requirements table at

http://www.acq.osd.mil/dpap/pdi/uid/data_reporting_requirements.html displays the data elements within the DoD IUID Registry and identifies which are required, contingent, or optional for submission.  By being aware of the requirements prior to the actual data-collection process, users can be prepared to gather the most accurate data in advance and avoid lacking required data elements when they are due to be reported.

Knowing the meaning of each data element also enhances the user’s ability to provide accurate data.  Definitions of all Registry data elements are provided in the UID Elements Structure linked within the Data Submission Information page at: 

http://www.acq.osd.mil/dpap/pdi/uid/data_submission_information.html#q3
Preventing Errors

1. Automated Data Tools

Many automated tools now exist to ensure that Data Matrix marks are constructed pursuant to the MRI protocol standards.  AIT readers can be programmed to communicate with and send data to automated information systems that capture IUID data.  It is strongly recommend that Government and industry users take advantage of such tools to ensure conformance and avoid many of the costly and time consuming mistakes associated with supplying incorrect data to the DoD IUID Registry.

Visit the Mark Vendors section of this document to obtain links to lists of potential equipment providers.
2. Practice

An ideal step for being prepared to provide high quality data to the DoD IUID Registry is to practice the UII registration or UII update process prior to performing the task in production.

All IUID submission methods allow users the opportunity to practice or test their data submission.  To perform practice activities, follow the steps for the corresponding submission method:

Wide Area Workflow – Visit https://wawftraining.eb.mil to work in an identical setting as the production WAWF site without the data or actions being official.

Coordinate with your Global Exchange (GEX) administrator to upload your X12 or UDF files to the WAWF practice region.
X12 Ship Notice/Shipment and Billing Notice (856/857) and User Defined Format (UDF) – Coordinate with your GEX administrator to upload your files to the WAWF practice region.  Once you successfully complete this action, your data will be formatted correctly for direct routing to the DoD IUID Registry.

XML – Contact the eBusiness Policy Support Center (eBPSC) at

defensepolicysupport@ebpsc.org with a sample XML file containing two to five items in submission format.  The eBPSC will coordinate with the file-format testing team until the file is in a production-ready state.

Flat File – Contact the eBusiness Policy Support Center (eBPSC) at

defensepolicysupport@ebpsc.org with a sample flat file containing two to five items in submission format.  The eBPSC will coordinate with the file-format testing team until the file is in a production-ready state.

IUID Web-Entry Site – Visit https://wwr.bpn.gov/iuid to work in an identical setting as the production DoD IUID Registry website without the data or actions being recorded in the official DoD IUID Registry database.  Separate registration is required for the production DoD IUID Registry and the practice DoD IUID Registry. To update a user profile or add access to a user ID in the practice site, visit https://wwr.bpn.gov/brs/.
3. Correction of Data

In certain instances, errors are introduced and only discovered after upload to the IUID Registry.  In this case, such data needs to be corrected in a timely manner.  Registry corrections can be performed by users in the DoD IUID Registry web-entry site.  A 60-day correction window applies to all users who have manually entered data into the Registry website and to contractor XML or flat-file submitters.  XML and flat-file direct submitters can currently only make corrections by registering for Controlled Access and logging in to the Registry website.

In contrast, all data submitted to the DoD IUID Registry via Wide Area Workflow is immediately locked in place and cannot be manually corrected in the DoD IUID Registry web interface.

To correct data submitted through WAWF or after the close of the 60-day window, please follow the instructions located in Appendix B of this document.  

Data Review

Reviewing data is a critical step to ensuring that IUID processes are performing as expected.  In many cases, both contractors and Government users have the need to review DoD IUID Registry data.

The DoD IUID Registry web interface at https://www.bpn.gov/iuid provides query capability for all types of users who apply to obtain Controlled Access.  With Controlled Access:

· Contractors can view all the IUID data they have submitted or that is in their custody.

· DCMA personnel can oversee all the data contractors have submitted across their scope of responsible Department of Defense Activity Address Codes (DoDAACs).

· Government quality assurance representatives and Government program or item managers can register as Inquiry users to obtain read-only access to all data in the Registry.

Public Access does not require registration and allows any user with a UII to learn if it is absent from or present in the Registry.  Public Access entry is also located at: https://www.bpn.gov/iuid.

The Registry also currently offers public Application Program Interfaces (APIs), which are described at 

http://www.acq.osd.mil/dpap/pdi/uid/data_submission_information.html#q15.  The APIs can be used to query the Registry for the presence of specific UIIs and data elements. 

If a UII appears to be missing from the Registry, the users involved should contact the eBusiness Policy Support Center at defensepolicysupport@ebpsc.org to initiate an investigation into why the data did not reach the Registry.

For details on IUID web interface registration and query capabilities, please see the DoD IUID Registry Software Users Manual at: 
https://www.bpn.gov/iuid/documents/IUID_Website_SUM.pdf
Virtual UII Registration

A virtual UII enables the entry of a UII and its associated pedigree data in the DoD IUID Registry, while postponing the physical marking of the item with a DoD IUID-compliant 2D Data Matrix symbol to a more advantageous time based on logistic and economic considerations.

Virtual UIIs will only be used for DoD-owned legacy personal property items, which are: (1) items and embedded items that have already been produced and deployed for use, or placed in inventory or storage pending issue for use, and (2) Government Furnished Property (GFP).  These types of items would not previously have been marked with a DoD IUID-compliant UII in a 2D Data Matrix symbol, since they were produced or deployed prior to the establishment of IUID policy.

In order to assign a virtual UII to an item, specific identifying data elements must already be marked on the item to allow the item to be uniquely associated with its virtual UII.  This is an essential requirement because the assigned UII has to be physically marked on the item with a DoD IUID-compliant 2D Data Matrix symbol at a future trigger event, and the existing marking is necessary to identify the item.

A trigger event is any opportunity for marking an item with its previously-registered UII in a 2D ECC200 Data Matrix.  Trigger events may either arise as pre-planned marking opportunities or they may be unplanned (but anticipated) events that fall in step with an item’s natural life-cycle path.

Examples of trigger events include:

· Change in item location.

· Change in item status where the item is taken out of service and placed in maintenance or returned to inventory.

· Change in program where the item is shifted from control of one program to another program.

· Change in organizational alignment where the item is moved from the custody of one organization to the custody of another organization, such as transfer of Government property from a contractor back to the DoD. The item shall be marked by the organization that is losing custody, unless there is a previous agreement with the receiving organization.

Planning Factors

If registering virtual UIIs for legacy items is determined, by either a Government activity or a contractor activity, as the best approach for initiating IUID compliance efforts, then careful planning for the process must be put in place prior to any actions.  Early and careful consideration of the multiple factors involved (see Data Matrix Symbol Quality: Planning and Design section) and a comprehensive communication plan to ensure all affected parties are aware of their responsibilities is paramount.

Important factors to consider when planning to initiate virtual UII registrations:

· All virtual UIIs must be intelligently constructed for submission to the DoD IUID Registry.  This is not a “placeholder” UII.  This UII will not change for the life of the item and will be the UII physically marked on the item in a 2D Data Matrix.
· There must be a high degree of confidence that the item to be assigned a virtual identifier in fact exists somewhere in the DoD inventory.  Virtual UII assignment should not be based on inventory records of questionable accuracy.

· If an item is not physically marked with its assigned UII in any medium (e.g., human readable information, linear bar code), then existing physical serialized-identity data for the item must be collected to include in the item’s IUID Registry record.  When a user goes to physically mark the item with its Data Matrix at a future trigger event, these existing physical serialization marks will identify the item from others like it.

· What trigger events are anticipated for this item?  Is the group most likely to receive the item from the field prepared to mark it?  This means the receiving group must understand and agree to this responsibility in advance of initial asset receipt and possess the processes, tools and training to execute its IUID marking responsibility.

· Is there a chance the planning/registering activity may lose ownership of any items suddenly?  What is the approach for ensuring these items do not get reassigned a second UII by another party that is unaware of the previous registration action?
· Who is responsible for updating the DoD IUID Registry following the compliant marking of an item with its UII?  How will the data be submitted?

For further information on Virtual UIIs, see the DoD Guidelines for the Virtual Unique Item Identifier (UII) v1.2 at:

http://www.acq.osd.mil/dpap/UID/attachments/Virtual_UII_Guide_ver1_2a_28-20061128.pdf
Additional Links

· DPAP IUID Data Submission Page

http://www.acq.osd.mil/dpap/pdi/uid/data_submission_information.html
· DPAP IUID Data Elements and Formats Page

http://www.acq.osd.mil/dpap/pdi/uid/data_elements_and_formats.html
· IUID Data Tutorial

http://www.iuidtoolkit.com/datatutorial
· WAWF Home

https://wawf.eb.mil
· WAWF Training

http://www.wawftraining.com
· WAWF Customer Support

https://wawf.eb.mil/HelpDesk.html
· Guidelines for Registering Government Serialization, Type Designation and Ownership of Major End Items, Assemblies and Subassemblies and Capital Equipment in the DoD IUID Registry

http://www.acq.osd.mil/dpap/UID/attachments/GUIDEforEndItemSerializationMarksRegistration_ver11.doc
Receipt & Acceptance

Many DoD contracts for the acquisition of items are managed under the authority of the Defense Contract Management Agency (DCMA).  Such contracts require that items delivered to the Government be inspected prior to receipt into Government ownership and accountability records.  Contract compliance or non-compliance is recorded on a Material Inspection and Receiving Report (MIRR), also known as a DD Form 250.  Regardless of contract administration authority, it is important that the item receipt and acceptance process be accomplished properly and include IUID review when IUID requirements are present in the contract.
Prior to any items of tangible personal property from a vendor or supplier being accepted into ownership and accountability records of the U.S. Government, a DCMA sponsored quality assurance representative (QAR) or other qualified Government representative should inspect delivered items to ensure they meet contractual specifications and requirements, including those of IUID. 

The receipt and inspection process for IUID should ensure that contractor QA procedures are in place that provide for all UIIs created under a given contract being properly submitted to the IUID Registry via WAWF.  A review of contractor records for UII creation and submission to the IUID Registry should provide a clear demonstration of the contractor’s quality assurance process used to ensure data integrity.
Specific guidance and instructions regarding the MIRR is found in the Defense Federal Acquisition Regulation Supplement (DFARS) Appendix F – Material Inspection and Receiving Report and can be reviewed at: 
http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/dfars/DFARSApxF.htm
A QAR is not normally expected to conduct a technically rigorous examination of the Data Matrix symbol and encoded UII.  In most situations this approach is neither technically feasible nor practicable from a staffing perspective.  The DCMA policy for receipt and acceptance of items is to ensure that a vendor/supplier has in place the requisite policies, procedures, tools and quality assurance practices that render it likely that an item meets contract requirements in any given area, including IUID, when they are used.  This does not preclude a technical analysis of the Data Matrix symbol and its encoded UII by a QAR if conditions permit or warrant and the proper tools are available.

Quick Compliance Tool Suite (QCTS)

Should a QAR decide it is advisable to conduct a physical analysis of the Data Matrix symbol to ascertain IUID data compliance or non-compliance, a Government-owned tool known as Quick Compliance Tool Suite (QCTS) is available to assist in this process.  QCTS is a web-enabled, Government-owned suite of tools created to simplify and speed the process of validating compliance with IUID requirements.  QCTS is compatible with existing computer hardware and software and requires no re-writing of existing software.  QCTS news, frequently asked questions, registration instructions, and the QCTS login portal can be accessed at https://www.qcts.org/.
An imager capable of capturing the Data Matrix symbol digitally, including digital cameras and IUID image scanners, can be used in conjunction with QCTS and a computer work station to validate proper syntax and to determine whether the UII contained in a mark has been registered.  As part of their IUID quality assurance process, some contractors will capture and record digital images of the Data Matrix symbol within which the UII is encoded.  A Government receipt inspector may request a sample of these images (preferably a random sampling) and upload these images into QCTS for analysis.  Alternatively, a QAR may randomly or non-randomly select delivered items and perform a UII compliance check using QCTS as part of the final receipt and acceptance procedure.

QCTS consists of multiple tools that support the IUID implementation process.  To augment receipt and acceptance procedures – when deemed appropriate – the QCTS Compliance tool is recommended.  To register for QCTS access, visit:
http://www.qcts.org/QCTS2-UserRegistration/faces/NewUserRegistry.jsp
Note: QCTS does not address or replace MIL-STD-130N (or latest version) print-quality requirements.
IUID Validation Solution Providers

Numerous commercial vendors supply equipment, software, and services to assist with IUID quality assurance.  Both Government and contractor resources are readily available, including many tools that feature IUID Data Matrix validation services.  Visit https://acc.dau.mil/CommunityBrowser.aspx?id=257211&lang=en-US to download a list of IUID solution providers specializing in validation products.
Wide Area Workflow (WAWF)
WAWF is the DoD’s electronic invoicing system.  Use of this system is contractually required through contract clause DFARS 252.232-7003, Electronic Submission of Payment Requests and Receiving Reports

(http://www.acq.osd.mil/dpap/dars/dfars/html/current/252232.htm#252.232-7003).
WAWF is the standard Government tool for online MIRR Inspection Receiving Report in WAWF.  Government QARs should be aware of the UII acceptance process in WAWF.  Screen-by-screen training on acceptance and rejection of UIIs in WAWF can be found at: http://www.wawftraining.com. 
If WAWF is unavailable for online invoicing and acceptance, QARs can still confirm that contractors have submitted the appropriate data to the DoD IUID Registry by utilizing the Public or Controlled Access portions of the Registry’s web interface at 

(https://www.bpn.gov/iuid/).

Receipt and Acceptance Suggested Actions
The following is a list of actions a QAR can take to aid in rendering a decision of compliance or non-compliance of an item with respect to IUID.

· Read the contract, including amendments, to ascertain the presence or absence of the DFARS clause 252.211-7003 requiring IUID and to determine if any waiver of the IUID clause has been included in the contract as an amendment after initial contract execution.  Note that contract construction is not yet uniform across DoD. (See the Contracting section of this document for additional information.)  This means DFARS clause 252.211-7003 and supporting and clarifying information may be found in various sections of a contract
· Request to see the vendor’s or supplier’s quality assurance implementation planning documents to determine if compliance with written IUID processes/procedures would reasonably produce compliant marks and successful registration in the DoD IUID Registry.

· If the contractor selected an approved MRI protocol standard that uses validation and verification then request to review the contractor’s verification and validation records to ascertain if testing was accomplished in accordance with the standard.   Determine if the results indicate compliant marks were created and UIIs properly registered.  Contractors are not required to create or maintain such records but their existence is indication of intent.

· Request to review contractor’s list of created UIIs and record of UII registration with the IUID Registry.  Contractors are not required to create or maintain such records but their existence is indication of intent.
· Complete a discrepancy or deficiency report for any instance of IUID non-compliance, including IUID marking discrepancies and DoD IUID Registry data discrepancies.
A contractor that 1) demonstrates advanced planning for inclusion of IUID, including quality assurance awareness, into delivered items; that 2) has records to indicate the creation and registration of UIIs; and that 3) correctly captures data elements constituting required pedigree data to be recorded via WAWF incident to initial delivery to the Government is likely to provide IUID Data Matrix symbols and encoded UIIs that are compliant and in accordance with contract requirements.

Note that vendors or suppliers may elect to conduct IUID verification and validation tests on a statistical sampling (e.g., ISO/IEC 2859-1, MIL-STD-1916, ANSI-Z1.4) of items requiring IUID.  If the results indicate the possibility of non-compliance the vendor or supplier should test a larger sampling of the entire batch/lot/production run with results analyzed to determine if non-compliance exists and on which item(s).

If items on a Receiving Report were previously rejected due to non-compliant IUID marking or incorrect IUID data submission, the receipt inspector should determine how the vendor or supplier corrected the IUID marking or the IUID data so that the items in question can be confirmed compliant prior to acceptance into Government inventory (see section on IUID Marking Tips).
Additional Links

· DCMA Guidebook – DD Form 250 Guidance for the Contractor

http://guidebook.dcma.mil/77/dc05-244DD%20Form%20250%20Guidance%20for%20the%20Contractor.htm 

Summary of Key Concepts

· Understanding IUID basics is a necessity to ensure quality IUID processes and results.

· As part of IUID implementation, quality assurance processes and documentation should be updated to include review and assessment of IUID marking and IUID data.

· Defense Acquisition University module CLC033, Contract Format and Structure for the DoD e-Business Environment, is a required course for all DoD contracting personnel and is highly valuable for any party involved in the IUID process.  The course can be accessed at: https://learn.dau.mil/html/clc/Clc.jsp
· MIL-STD-130N (or latest version) governs all IUID item marking, including mark quality, and includes multiple examples of IUID-compliant marking:

http://assist.daps.dla.mil/quicksearch/
· If marks containing IUID data are being produced by a supplier, ensure that either a verifier is present on the supplier premises or that the supplier is using quality standard AS9132 and personnel operating the marking apparatus understand how to apply that standard.
· Knowing how to submit DoD IUID Registry data and how to correct DoD IUID Registry data is extremely valuable for ensuring the highest quality database and the most efficient shipment-acceptance process.
· Virtual UIIs shall only be used for DoD-owned legacy personal property items (including GFP) that have physically-marked innate serialization information.  Innate serialization data may include serial numbers, property control numbers, vehicle registration numbers, aircraft tail numbers and ship hull numbers.  This data may be permanently marked on items by data plates, labels, etchings, or stencils.
· All QARs should register for Controlled Access to the DoD IUID Registry’s web interface and should use that access in combination with Wide Area Workflow to oversee contractor IUID data submissions: https://www.bpn.gov/iuid/
· QARs who verify contractor marking practices, seek out ECC200 Data Matrix symbols on items, verify and validate the mark and its contents, and examine the DoD IUID Registry for corresponding UIIs will provide great value to the Government by preventing long-term contractor non-compliance.  The Government will have fewer legacy items to mark and register and AIS and SIM efforts will be more successful.

Appendix A – Acronyms

	
	

	2D
	Two Dimensional

	
	

	AIM
	Association for Automatic Identification and Mobility

	AIS
	Automated Information System

	AIT
	Automatic Identification Technology

	ANSI
	American National Standards Institute

	ATA
	Air Transport Association

	
	

	CDRL
	Contract Data Requirements List

	CLC
	DAU Continuous Learning Module – Contracts Category

	CLIN
	Contract Line Item Number

	CLM
	Continuous Learning Module

	CSDD
	Common Support Data Dictionary (Published by the ATA)

	 
	

	DAU
	Defense Acquisition University

	DCMA
	Defense Contract Management Agency

	DFARS
	Defense Federal Acquisition Regulation Supplement

	DLIS
	Defense Logistics Information Service

	DoD
	Department of Defense

	DoDAAC
	Department of Defense Activity Address Code

	DoDD
	Department of Defense Directive

	DoDI
	Department of Defense Instruction

	DPAP
	Defense Procurement, Acquisition Policy, and Strategic Sourcing

	DPM
	Direct Part Marking

	 
	

	eBPSC
	eBusiness Policy Support Center

	ECC
	Error Correction Code

	ELIN
	Exhibit Line Item Number

	 
	

	FAR
	Federal Acquisition Regulation

	 
	

	GAO
	Government Accountability Office

	GEX
	Global Exchange

	GFP
	Government Furnished Property

	 
	

	IEC
	International Electrotechnical Commission

	ISO
	International Organization for Standardization

	IUID
	Item Unique Identification

	
	

	MIL-STD
	Military Standard

	MIRR
	Material Inspection and Receiving Report

	MRI
	Machine Readable Information

	 
	

	OSD
	Office of the Secretary of Defense

	 
	

	PCO
	Procurement Contracting Officer

	PDF
	Portable Data File

	PDI
	Program Development and Implementation

	PIPC
	Property In the Possession of the Contractor

	
	

	QA
	Quality Assurance

	QAR
	Quality Assurance Representative

	QCTS
	Quick Compliance Tool Suite

	 
	

	RFP
	Request for Proposal

	RFQ
	Request for Quote/Quotation

	 
	

	SDR
	Supply Discrepancy  Report

	SIM
	Serialized Item Management

	SLIN
	Subline Item Number

	 
	

	UDF
	User Defined Format

	UID
	Unique Identification

	UII
	Unique Item Identifier

	 
	

	WAWF
	Wide Area Workflow

	 
	

	XML
	Extensible Markup Language

	 
	


Appendix B – DoD IUID Registry
Correction Request Form

Below is the procedure for requesting a correction of the DoD IUID Registry.  

For data submitted via WAWF, legacy items submitted via direct-file, and all data submitted over 60 days ago, an e-mail must be sent to defensepolicysupport@ebpsc.org with the following information:
· The requested correction(s)/deletion(s) and the applicable UIIs.  If necessary, use a spreadsheet to help organize the data.  For any changes to a UII construct’s data elements (Issuing Agency Code, Enterprise Identifier, Original Part/Lot/Batch Number, or Serial Number), the UII must be deleted from the Registry and resubmitted by the user.
· How the incorrect data was submitted to the Registry.  (WAWF manual entry, WAWF direct file submission, manually in the DoD IUID Registry’s web interface, or directly via XML/flat file submission?).
(
When was the data submitted?
· What caused the data error/issue?
(
What steps have been taken to prevent a similar error in the future?

After supplying this request, following review and approval by the DoD IUID Registry Program Management Office, it will then take up to eight weeks for the correction(s) to appear in the Registry.
Appendix C – Contract Construction Examples
There are three primary circumstances in which the drafter of a contract for tangible personal property should account for IUID requirements: 
1) The procurement of end items of tangible personal property with a unit acquisition cost equal to or greater than $5,000.00;

2) the procurement of end items of tangible personal property with a unit acquisition cost less than $5,000.00 that are DoD serially managed, mission essential, controlled inventory or designated by the program manager; and

3) the procurement of embedded items of tangible personal property that require IUID because they are DoD serially managed.
IUID qualifying items with a unit acquisition cost less than $5,000.00 must be listed by the PCO in DFARS 252.211-7003 (c)(1)(ii).
Embedded items do not have a unit acquisition cost identified in the contract because they are subassemblies, components, and parts embedded within a priced line item in the contract.  That is, the cost of an embedded item is captured by its parent end-item’s contract cost.
When procuring DoD serially managed embedded items it is important to note that each IUID-qualifying embedded item must be identified by the Government in an attachment to the contract as requiring IUID.  This may be accomplished most easily by the use of non-priced subline item numbers (SLINs) in Section B or via exhibits using exhibit line item numbers (ELINs).  The use of exhibits may be more advantageous when the quantity of items to be marked would result in a long list of contract SLINs in Section B.  Some key points to remember when using ELINs to identify IUID-qualifying items are:

· Establish a CLIN for the end (“parent”) item.   Within the CLIN refer to the exhibit containing the list of IUID qualifying embedded parts using ELINs to identify each one.  One CLIN may refer to multiple ELINs;
· Identify ELINs individually; that is, assume a single ELIN is applicable to a single embedded part; and
· Each ELIN should apply to a single CLIN.
For additional information refer to PGI 204.71 – Uniform Contract Line Item Numbering System at http://www.acq.osd.mil/dpap/dars/pgi/pgi_htm/PGI204_71.htm.
This appendix will use the fictitious end item, Inertial Guidance System (IGS), NSN 4589-01-452-7729, with fictitious parts data, to provide examples of proper and improper contract construction for Section B – Supplies or Services and Prices as pertains to IUID.  
The unit acquisition cost of the IGS is $86,500.00 and the item is tracked serially.  The IGS end-item in this example is a self-contained, metal, cylindrical container 12 inches in diameter, 16 inches tall, and encompassing the interworking IGS components that serve the single function of inertial guidance for an aircraft.  The IGS can be removed in entirety as a unit for maintenance and/or replacement, but it functions as a subassembly of the larger avionics system that supports an aircraft.

All components of the IGS are DoD serially managed.  Because all DoD serially managed items require IUID (regardless of cost), all components of the IGS meet the criteria for IUID.

While the end item and its component data are fictitious, the erroneous contract formats shown exemplify actual format types found in numbers of contracts across DoD.  Such formatting can and does adversely impact financial, accounting, maintenance, warehousing and distribution records, and associated programs.  Using the same parts data, acceptable contract formatting for Section B – Supplies or Services and Prices compliant with DoD policy is also demonstrated.

It is important to remember that the central issue of proper contract formatting with respect to IUID (but not limited to IUID) lies in the DoD policy requirement to use Wide Area Workflow – Receipt and Acceptance (WAWF-RA) to capture and record specified data in a standardized format usable by electronic business systems for items delivered by contractors to the Government.  

WAWF-RA possesses numerous advantages over manual receipt methods.  One of the major advantages is the rapid, accurate, and comprehensive electronic distribution of information about items (including those with IUID) received into Government accountability.  However, information captured that is incomplete or incorrect significantly and adversely affects the ability of many people working within Federal and DoD organizations, commands, and activities to make sound financial, managerial, and operational decisions.  The ensuing damage to programmatic and warfighter support can be timely and costly to correct and may linger throughout the operational lifetime of the item(s) involved.
Circumstances # 1 and #3 – Acquisition of a major end item with unit acquisition cost equal to or greater than $5,000.00 containing embedded components, sub-components, assemblies or sub-assemblies also requiring IUID.
In this circumstance the inertial guidance system, as an end item, would be identified as a CLIN within Section B of the contract with reference to an exhibit defining specific IUID embedded parts to be marked.  The exhibit would clearly define and communicate the requirement to mark identified component parts with IUID (see Figure 1).
	Figure 1 - Proper Contract Formatting for SECTION B when procuring end item

Section B – Supplies or Services and Prices
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SECTION B – Supplies or Services and Prices



	ITEM NO.
	SUPPLIES / SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Inertial Guidance System

NSN: 4589-01-452-7729

P/N: IGS 34A57-Z

Deliver to Hershey AFB – Bldg 101

Delivery Date:  21 May 2010

See Exhibit “A” for breakout of embedded components, sub-components, assemblies, and sub-assemblies that also require IUID marking.


	10
	Each
	$86,500.00
	$ 865,000.00

	
	Total
	
	
	
	$865,000.00
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	Exhibit A – Breakout of Inertial Guidance System NSN 4589-01-452-7729 

showing Item Unique Identification (IUID) marking requirements.

Note:  ELINs XX01 through and including XX07 shall be marked with IUID in accordance with DFARS Clause 252.211-7003 (See Section I of this contract).



	CLIN / ITEM
	ELIN
	COMPONENT / SUBCOMPONENT
	QTY
	UOM

	Inertial Guidance System

NSN: 4589-01-452-7729

P/N: IGS 34A57-Z

Deliver to Hershey AFB – Bldg 101

Delivery Date:  21 May 2010


	XX01
	Part Name:  Optical Gyroscope Display

NSN:  1234-56-789-0123

Part Number:   IOGD-12345
	10
	Each

	
	XX02
	Part Name:   High Speed Gimbaled Rotor

NSN:  2345-67-891-0123

Part Number:   WHS-657 
	10
	Each

	
	XX03
	Part Name:   Ruggedized Accelerometer

NSN:  3456-78-901-2345

Part Number:    RA-7755336
	10
	Each

	
	XX04
	Part Name:   Attitude Referential Display

NSN:  4567-89-012-3456

Part Number:    AHRD-509257
	10
	Each

	
	XX05
	Part Name:   MEMS IMU

NSN:  5678-90-123-4567

Part Number:    MI-765F87
	10
	Each

	
	XX06
	Part Name:   Inertial Sensor Unit

NSN:  6789-01-234-5678

Part Number:    ISU-765893
	10
	Each

	
	XX07
	Part Name:   D/A Transfer Junction

NSN:  7890-12-345-6789

Part Number:    OTJ-7659878890
	10
	Each


Figure 1 demonstrates an acceptable method to define and identify IUID requirements for an item of tangible personal property that also has components, sub-components, assemblies or sub-assemblies that require IUID marking and data capture (i.e., Circumstance 3).  In this instance the end item meets one of the requirements of DFARS 252.211-7003 (unit cost equal to or greater than $5,000.00) and is identified in Section B – Supplies or Services and Prices of the contract under its own CLIN.  
To identify embedded components, sub-components, assemblies or sub-assemblies that meet the IUID criterion for embedded items (i.e., they are DoD serially managed) an exhibit is used listing all the parts and the quantity of each that the manufacturer will be required to mark.  This method preserves the integrity of the CLIN while clearly and unambiguously identifying embedded parts that require IUID.
	Figure 2 - Improper Contract Formatting for SECTION B (Example 1 of 2)
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SECTION B – Supplies or Services and Prices



	ITEM NO.
	SUPPLIES / SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Inertial Guidance System

NSN: 4589-01-452-7729

Various Parts; P/N - IOGD-12345, WHS-657, RA-7755336

Delivery to: Hershey AFB – Bldg 101

Delivery Date: 17 April 2010


	1
	Lot
	$ 329,145.00
	$ 329,145.00

	0002
	Inertial Guidance System

NSN: 4589-01-452-7729

Various Parts; P/N - AHRD-509257, MI-765F87, ISU-765893

Delivery to: Hershey AFB – Bldg 101

Delivery Date: 04 May 2010


	1
	Lot
	$ 216,288.00
	$ 216,288.00

	0003
	D/A Transfer Junction
NSN: 7890-12-345-6789

P/N: OTJ-7659878890

Deliver to: USAF Validation Lab – Norcane CA

Delivery Date: 23 February 2010


	1
	Lot
	$  23,400.00
	$  23,400.00

	
	Total
	
	
	
	$568,833.00


Figure 2 shows an example of an incorrectly structured Section B – Supplies or Services and Prices of a DoD contract.  The CLINs - as written - suffer from multiple problems when compared to requirements defined in DFARS 204.7103 (See IUID Guide Section, “Contracting”.).  The writer of this section combines items by date of delivery into single CLINs resulting in three ‘lots’ of items.

Both CLINs 0001 and 0002 contain multiple items of separate form, fit, and function characteristics commingled within a single CLIN.  This is inconsistent with the definition of CLIN and will result in ambiguous and incorrect data being recorded in WAWF-RA and the IUID Registry at time of Government acceptance unless corrected beforehand at unnecessary time and expense.

Second, because the requirement for separately identifiable items has been breached the unit of measure (UOM) used is ‘Lot’ to denote multiple unlike items embedded within the CLIN instead of the correct ‘Each.’  The use of the unit of measure ‘Lot’ is likely the most common error in contract construction in Section B with respect to IUID.  It is also one of the most insidious with respect to correctly capturing and recording UII and associated pedigree data (among other data collected at time of receipt).  Consequently, under the column “UNIT PRICE” the aggregate price of the three separate items contained therein is erroneously listed.  
In the case of CLIN 0001 the unit price has been be recorded in WAWF-RA as $329,145.00 [($7,150.00 times 15) plus ($8,276.00 times 15) plus ($6,517.00 times 15) = $329,145.00].  Because only one price per CLIN will be accepted into WAWF-RA each of the items accepted into Government ownership and accountability under CLIN 0001 will now be incorrectly listed in the DoD IUID Registry and other DoD financial and accounting records as $329,145.00 each vs. the correct unit costs of $7,150.00, $8,276.00 and $6,517.00 respectively for the three item types actually being delivered.  The error in recording the unit acquisition cost will cascade through many AISs causing multiple managers and data users to make decisions based (at least in part) on a grossly incorrect unit price.

	Figure 3 - Improper Contract Formatting for SECTION B (Example 2 of 2)
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SECTION B – Supplies or Services and Prices



	ITEM NO.
	SUPPLIES / SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Inertial Guidance System

NSN: 4589-01-452-7729

Various Parts: P/N - IOGD-12345, WHS-657, RA-7755336, AHRD-509257, MI-765F87, ISU-765893

Delivery to: Hershey AFB – Bldg 101

Delivery Date: See CDRL A175


	1
	Lot
	Various
	$ 545,433.00

	0002
	D/A Transfer Junction
NSN: 7890-12-345-6789

P/N: OTJ-7659878890

Deliver to: USAF Validation Lab – Norcane CA

Delivery Date: 23 February 2010


	1
	Lot
	Various
	$  23,400.00

	
	Total
	
	
	
	$568,833.00


Figure 3 shows an example of an incorrectly structured Section B – Supplies or Services and Prices of a DoD contract.  Again, the CLINs – as written – suffer from multiple problems when compared to requirements as defined in DFARS 204.7103 (see IUID QA Guide Contracting section).  In this example the writer of this section lumped items by delivery location again resulting in two ‘lots’ of items.  

Similar to Figure 2 above, the commingling of unlike items within a single CLIN and the incorrect use of ‘Lot’ as a unit of measure presents the same problems as found in the situation in Figure 3.  Even if a separate delivery schedule or CDRL is used in an attempt to clarify the construct of the CLINs the same problems accrue, as in example one above, because WAWF-RA receives items into Government accountability by CLIN, SLIN or ELIN.  Confusion and ambiguity are also likely to occur in the minds of the contractor, any sub-contractors, and any Government receipt inspectors whose responsibility it is to properly inspect and receive into Government possession the items listed in Section B of this example.  

Note that in this case the recorded unit acquisition cost for each ‘Lot’ is different from the example in figure 4 below even though the total contract price remains correct at $568,833.00.  From this it can be seen that incorrectly structuring Section B can result in dramatically different and erroneous unit acquisition costs, none of which reflect the actual unit acquisition cost.  These unit acquisition costs are recorded in WAWF-RA and will follow the item for its operational lifetime.
Circumstances #1 and # 2 – Acquisition of Class II Consumables or Class IX Repair Parts over $5,000 and less than $5,000 being delivered to the Government as end items.

In this circumstance a contract is being awarded to procure multiple components for the fictitious Inertial Guidance System to be used to conduct maintenance in the future.  Each of the components has a unit acquisition cost over $5,000.00, except the $4,000 Attitude Referential Display.  All items are DoD serially managed.  Although the Attitude Referential Display is under $5,000 each, because it is DoD serially managed, it also requires IUID compliance.  Because it is under $5,000, this CLIN must be noted by the PCO in paragraph (c)(1)(ii) of the contract’s DFARS 252.211-7003 clause. 
Figure 4 shows one example of a properly constructed Section B – Supplies or Services and Prices contract section while figures 2 and 3 demonstrate two of the most common errors seen.
	Figure 4 - Proper Contract Formatting for SECTION B
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SECTION B – Supplies or Services and Prices



	ITEM NO.
	SUPPLIES / SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Optical Gyroscope Display

NSN; 1234-56-789-0123

P/N: IOGD-12345

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 17 April 2010


	15
	Each
	$7,150.00
	$ 107,250.00

	0002
	High Speed Gimbaled Rotor
NSN: 2345-67-891-0123

P/N: WHS-657

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 17 April 2010


	15
	Each
	$8,276.00
	$ 124,140.00

	0003
	Ruggedized Accelerometer
NSN: 3456-78-901-2345

P/N: RA-7755336

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 17 April 2010


	15
	Each
	$6,517.00
	$  97,755.00

	0004
	Attitude Referential Display
NSN: 4567-89-012-3456

P/N: AHRD-509257

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 04 May 2010


	12
	Each
	$4,000.00
	$  48,000.00

	0005
	MEMS IMU
NSN: 5678-90-123-4567

P/N: MI-765F87

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 04 May 2010


	12
	Each
	$ 5,335.00
	$  64,020.00

	0006
	Inertial Sensor Unit
NSN: 6789-01-234-5678

P/N: ISU-765893

Deliver to: Hershey AFB – Bldg 101

Delivery Date: 04 May 2010


	12
	Each
	$ 8,689.00
	$ 104,268.00

	0007
	D/A Transfer Junction
NSN: 7890-12-345-6789

P/N: OTJ-7659878890

Deliver to: USAF Validation Lab – Norcane CA

Delivery Date: 23 February 2010


	3
	Each
	$ 7,800.00
	$  23,400.00

	
	Total
	
	
	
	$568,833.00


Figure 4 shows a properly constructed Section B of a DoD contract with respect to properly describing the CLINs.  Each CLIN shown meets all four criteria for a correctly written CLIN as defined in DFARS 204.7103 (see IUID QA Guide Contracting Section).  As each CLIN is received into WAWF-RA, the UII and associated pedigree data (date of receipt, unit acquisition price, unit of measure, etc.) will be correctly captured for each deliverable.


























































































�Within the scope of IUID, process quality is the consistency of planning, requiring, procuring, and reviewing IUID-compliant marks and data.


� � HYPERLINK "http://www.merriam-webster.com/dictionary/quality+assurance" ��Merriam-Webster Dictionary�.


�See: � HYPERLINK "http://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7103" ��http://www.acq.osd.mil/dpap/dars/dfars/html/current/204_71.htm#204.7103�





� See the Guidelines for Engineering, Manufacturing and Maintenance Documentation Requirements for UID Implementation Version 1.2 at


� HYPERLINK "http://www.acq.osd.mil/dpap/UID/attachments/guides/uid-engdocguidever1_2-20070416.pdf" ��http://www.acq.osd.mil/dpap/UID/attachments/guides/uid-engdocguidever1_2-20070416.pdf� 


to review methods for minimizing costs related to this activity.


� See “Mark Quality” in the � HYPERLINK  \l "IUID_Marking" ��IUID Marking� section of this document for verification process guidance.


� See: � HYPERLINK "http://www.acq.osd.mil/dpap/dars/dfars/html/current/252232.htm#252.232-7003" ��http://www.acq.osd.mil/dpap/dars/dfars/html/current/252232.htm#252.232-7003�


� To ensure that container markings include accurate item data, use imagers to capture item-level data from the IUID Data Matrix symbols and create container markings using that captured data.


� See: � HYPERLINK "http://www.acq.osd.mil/dpap/pdi/uid/images/iuid-marking.png" ��http://www.acq.osd.mil/dpap/pdi/uid/images/iuid-marking.png� 


� Available from the Material Handling Industry of America (� HYPERLINK "http://www.mhia.org/" ��http://www.mhia.org/�).


� Found in Section J of a DoD contract.
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