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MEMORANDUM FOR COMMANDER, UNITED STATES CYBER 
COMMAND (ATTN: ACQUISITION EXECUTIVE) 
COMMANDER, UNITED STATES SPECIAL OPERATIONS 

COMMAND (ATTN: ACQUISITION EXECUTIVE) 
COMMANDER, UNITED STATES TRANSPORTATION 

COMMAND (ATTN: ACQUISITION EXECUTIVE) 
INSPECTOR GENERAL OF THE DEPARTMENT OF 

DEFENSE 
DEPUTY ASSISTANT SECRETARY OF THE ARMY 

(PROCUREMENT) 
DEPUTY ASSISTANT SECRETARY OF THE NAVY 

(ACQUISITION & PROCUREMENT) 
DEPUTY ASSISTANT SECRETARY OF THE AIR FORCE 

(CONTRACTING) 
DIRECTORS, DEFENSE AGENCIES 
DIRECTORS, DEFENSE FIELD ACTIVITIES 

SUBJECT: DoD Procedures Implementing FAR 4.21, Prohibition on Contracting for Certain 
Telecommunications and Video Surveillance Services or Equipment (FAR Case 
2018-017) 

This memorandum provides DoD-specific procedures associated with the interim FAR 
rule that implements section 889(a)(l)(A) of the National Defense Authorization Act for Fiscal 
Year 2019 (Pub. L. I I 5-232). 

Section 889(a)( l )(A) prohibits agencies from procuring or obtaining, or extending or 
renewing a contract to procure or obtain, any equipment, system, or service that uses covered 
telecommunications equipment or services as a substantial or essential component of any system, 
or as a critical technology as part of any system, on or after August 13, 2019, unless an exception 
applies or a waiver is granted. This statutory prohibition has been implemented in FAR subpart 
4.21, Prohibition on Contracting for Certain Telecommunications and Video Surveillance 
Services or Equipment. 

These implementation procedures apply to contracts, task orders, and delivery orders, 
including basic ordering agreements (BOAs), orders against BOAs, blanket purchase agreements 
(BP As), and calls against BP As. 

Existing solicitations. 

Contrac�ing officers shall include the provision at FAR 52.204-24 and the clause at FAR 
52.204-25, as prescribed at FAR 4.2105 in solicitations issued-

• On or after August 13, 2019, and resultant contracts, task orders, or delivery orders;
and
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