ABOUT THIS TEMPLATE
The example self-attestation letter is per the requirement described in the February 2019 Department of Defense Instruction 4170.11, Installation Energy policy. The FedRAMP self-attestation template is the basis of this example. It was modified to account for compliance with DoD DFARS 252.204-7012 (Safeguarding Covered Defense Information and Cyber Incident Reporting), and the NIST 800-171 (Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations). This template is an example, and it is not definitive.

WHO SHOULD USE THIS DOCUMENT
DoD Contracting Officers should include the requirement of a self-attestation letter in sections L and M of a request for proposal. DoD organizations are required to obtain a self-attestation letter from potential contractors at the time of solicitation.


Template of the Cyber Risk Management Plan Self-Attestation Letter	


	
 Instruction: DoD Contractors should edit the declaration by providing their organization’s name, address, and then signed by an authorized company official. 


<Company Name>
<Street Address>
<Suite, Building, Mailstop>
<City, State, Zip>
[bookmark: _GoBack]
Dear TBD Office:

<Company Name> is submitting this letter in response to Request for Proposal XXXXXX-XXX-XXXX to self-attest compliance with the processes outlined in the National Institute of Standards and Technology Special Publication (NIST SP) 800-171 on defense information residing on contractor information systems.  We have implemented the Cyber Risk Management Plan (CRMP), which includes a completed Systems Security Plan (SSP) and a Plan-of-Action and Milestones (POA&M) per NIST SP 800-171. The SSP is updated annually, and the POA&M is reviewed and updated at least every three months.  <Company Name> has also implemented the Defense Federal Acquisition (DFAR) 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, requirements. 




Print Name									 Title




Signature									Date
Phone:
Email:

