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DoD Energy Resilience Conditions
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• Sites currently operate with 
unknown risks and 
interdependencies to systems and 
missions 

• Tabletop exercises investigate 
responses and capabilities during 
an extended simulated outage

• “Pull-the-plug” exercises provide 
awareness of actual system 
capabilities during a real outage

Adverse weather events are damaging our electrical infrastructure.
Downstream effects may cause outages on DoD installations.

Real-world testing ensures preparedness for an outage scenario.
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• Definition of resilience:

– “…the ability to avoid, prepare for, minimize, adapt to, and recover from anticipated and 
unanticipated energy disruptions in order to ensure energy availability and reliability sufficient 
to provide for mission assurance and readiness...”

- U.S. Code Title 10, Section 101(e)(6)

• OSD Policy and Program Guidance: DoD Components shall conduct 

– Annual full-scale or black start testing of all systems1 supporting their energy requirements 
while completely separated from the primary source of power

– Semi-annual2 routine tests of all systems while still coupled with the primary source of power

- DoDI 4170.11, Enclosure 3, Section 3c(2)(b)4

Existing Language for Energy Resilience

1 Systems: emergency, standby energy generation systems, infrastructure, equipment, fuel at full operational load
2 Monthly for emergency and standby generation at DCI facilities   
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• Energy Resilience Overview

• Energy Resilience Readiness Exercise Framework
– Benefits
– Planning and Executing
– Sample Findings

Outline
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• Energy resilience is the ability to prepare for and recover from energy disruptions that 
impact mission readiness on military installations

• Energy projects need to be approached from a mission resiliency point of view
• Using mission availability and operational requirements ensures results are 

technology agnostic and capabilities focused

Energy System Overview
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Condition Tested Energy Resilience Analysis Tabletop Exercise Readiness Exercise
Site electrical configuration Single line diagram not always known Single line diagram not always known Configuration will become evident 

Facility load Loads not typically known Loads not typically known Loads on generators can be measured

Facility configuration Building electrical configuration often 
does not match as-built drawings

Building electrical configuration often 
does not match as-built drawings

Configuration will become evident 

Generator listing Known Known Known

Available fuel Known Potentially known Known

COOP discussion May not take place Will be discussed Will be discussed

COOP execution Not a part of the exercise Not a part of the exercise Not planned to be part of exercise

Mission/ tenant coordination Rarely occurs Does not always occur Mission owners incentivized to take part 
in discussions

Concerns raised about existing system Does not always occur Does not always occur System/ mission owners partly 
incentivized to discuss shortcomings

Existing performance Does not measure performance Does not measure performance Measures performance; data challenges

Required changes Does not measure performance Does not measure performance Some system problems will surface

Response to alternate scenarios Scenario-based analysis possible Not a part of the exercise Not a part of the exercise

Economic analysis Modeling effort addresses this Not a part of the exercise Not a part of the exercise

Analysis of alternatives Modeling effort addresses this Not a part of the exercise Not a part of the exercise

Energy Resilience Analysis vs. 
Tabletop Exercises  vs. Readiness Exercises
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OSD ERA Tool Framework

Energy System 
Architectures

Financial ModelLoad Profile

Component Devices

Reliability Model Resource 
Availability

Recommendation

Monte Carlo 
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Analyze Results

Grid Tied Solar

Islandable Solar

Building Gens

Central Gens

Building Battery

Site Battery

Microgrid
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Combination of technologies used to explore the potential planning solutions.
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Sample OSD ERA Tool Results

Alternative 
Solutions

Existing 
Solution

Lower Cost and Higher
Performance Solution

1365

Architecture #80 assets:
• Microgrid
• Central and building backup 

generators
• UPS system
• Islandable solar PV

Architecture #72 assets:
• Microgrid
• Central and building backup 

generators
• Islandable solar PV

Architecture #83 assets:
• Microgrid
• Central backup generators
• Battery system
• Islandable solar PV

Provides an apples to apples comparison of technology solution sets based on life cycle cost and power availability.
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Energy Resilience Tabletop Exercise (ERTTX) Example

q Central U.S. experiencing rolling blackouts over past 48 hours
q Attributed to record breaking temperatures

q 1300: Transmission-level substation suffers major equipment failure
q Cause of failure is unknown
q Both feeds coming onto the installation go dark

q 1400: Reports indicate several substations in region proximate to 
military bases offline
q Utility provider indicates several days for repairs
q Governor stands up state EOC to coordinate relief efforts

q 1500: Installation EOC activated and personnel present
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Sample ERTTX Results

12 substation generators can provide 140% of the 
installation’s peak load

9 operational generators can support 
approximately 70% of the peak load

Generators at the substations can re-energize the 
high voltage distribution loop during an outage

Protection relays and installed hardware would 
prevent the generators from re-energizing the loop

Power can be pushed between two substations 
through a distribution voltage intertie

The intertie is untested and under maintained likely 
leading to failure upon operation

Upper portions of the base will receive HVAC 
support from the thermal plant during an outage

Lighting systems at the thermal plant are on 
backup power, but the plant will not meet demand

Distribution system can be reconfigured to power 
emergency and normal buses simultaneously

Generator have never powered the normal bus and 
there is no procedure to complete this action

Bulk fuel storage can support 200 days of 
operation during a long term power outage

46 to 57 days of operation could be sustained with 
most facilities holding 7 days of fuel

Installation Belief Exercise Reality
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Energy Resilience Readiness Exercise Benefits

ERREs identify gaps between mission requirements and infrastructure capabilities to 
determine short, medium, and long term projects that will improve energy resilience.

Prioritize mission requirements and 
identify necessary interdependent 

support functions.

Verify configuration of mission systems 
and backup power assets that have 

changed over time.

Verify performance of backup 
generation assets, infrastructure, and 

processes.

Prepare personnel for continuing 
mission activities during an 

installation-wide outage.

Meet the energy resilience 
requirements in DoD Instruction (DoDI) 
4170.11 Enclosure 3, Section 3c(2)(b)4.

Generate discussions between 
infrastructure and mission 

stakeholders involved in the exercise.
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Components of an ERRE

ERRE

Notice

Scope/ 
Area

Duration

Date & 
Time

Outage 
Order

Asset
Response

Addt’l
Elements

• Public, installation, or leadership?
• Exact date, week, or none?

• Entire installation?
• Early restoration of areas?

• Time or objective based?
• Short or longer term issues?

• Concurrent mission exercise
• Natural gas or comms outage

• Peak, shoulder, off-season?
• Middle of week or weekend?
• Middle of day, holiday, weekend?

• Feeder, substation, or utility?
• Important mission first/last
• Speed of restoration

• Pre-start
• Blackstart
• Delayed start
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• Documentation
– Assist in identifying and defining mission and energy loads/requirements for full resilience picture in 

collaboration with installation and mission operators

– Provide information and data that informs the updating of single line diagrams and contingency response 
plans to include energy resilience requirements

• Backup power assets
– Collect complete record of generation assets (generators, UPS, solar, etc.) on the installation and verify 

level of resilience provided during an outage event 

– Ensure all generation assets are tested via a standard procedure across the DoD and increase confidence in 
system performance to improve mission readiness

– Determine loads on backup generation assets and start conversation on response prioritization, required 
runtime, and installation based fuel storage

• Distribution system
– Discover and document single points of failure within systems and between interdependent systems

– Formalize outage tracking processes at the mission, facility, and distribution system level

ERA Tool and ERRE Benefits
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• What are the potential failure 
modes or risks during the ERRE?

• How quickly must power be 
restored if a failure occurs?

• What are the options for 
responding to the failure mode?

• Who will make the decision on 
when and how to respond?

Identify Risks and Mitigations

# Trigger Decision Action Responsible 

3.1

Building 
Representative 
determines that the 
backup generator 
has failed for ≥ N 
minutes

Dispatch generator 
technicians

Generator technicians will 
diagnose the problem, and if 
cannot be immediately 
remediated, proceed to 3.2

Generator 
Maintenance 
Contractor, 
Facility 
Tenant

3.2

Backup generator 
or transfer switch 
cannot be repaired 
within N minutes

Bring in a portable 
generator

IIP will check if the facility has 
a portable generator hookup, 
and if so, will dispatch a crew 
to move the portable generator 
and hookup

IIP, 
Generator 
Maintenance 
Contractor

3.3

Portable generator 
is not available or 
there is no portable 
generator hookup 
at the facility for ≥ 
N minutes

Keep facility in a 
degraded state for 
remainder of exercise or 
restore feeder if 
necessary

Distribution Infrastructure 
Owner will execute restoration 
with feeder attached to building

IIP, 
Distribution 
Infrastructure 
Owner

3.4

Feeder restoration 
sequence not 
possible for ≥ N 
minutes due to 
physical 
constraints or 
switch 
malfunctioning

Restore substation or 
keep facility in a 
degraded state for 
remainder of exercise

Notify Distribution Infrastructure 
Owner to execute restoration

Distribution 
Infrastructure 
Owner

Example Actions
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• Align the findings from the infrastructure 
personnel, mission owners, and 
observers into a single timeline

• Leverage collected data to recreate 
issues and determine potential solutions

• Include initial technical solution, 
potential funding stream, and estimated 
timeline to implement

• Installation wide findings and solutions 
should be addressed with stakeholders 
collectively instead of stove-piped

Determine Issues and Create COAs

Conceptual Power Usage During Exercise
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Planning Milestones

Month 1

ERRE Kickoff & 
Planning

• Installation commander 
and senior leadership 
approval of ERRE

• Interviews with 
infrastructure and 
mission personnel

• Determine tentative ERRE 
date and scope

ERRE Mitigation 
Planning

Month 3

• Align ERRE objectives 
with other exercises

• Determine mission 
impacts and start 
preparing mitigations

Month 6

ERRE Outage 
Planning

• Finalize ERRE scope and 
outage scenario

• Submit notifications to 
outside organizations as 
required or determined

• Start developing outage 
and restoration sequence

Final ERRE Planning

Month 8

• Verify mitigations are in 
placed as needed

• Finalize outage and 
restoration sequence

• Provide notifications to 
installation personnel as 
determined

Month 9

Conduct ERRE & 
Collect Data

• ERRE walk-through and 
communications check

• Data collection and 
mission operation 
verification during ERRE

ERRE Findings & 
Recommendations

Month 12

• Compile exercise findings
• Brief recommended 

courses of action to 
installation leadership
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• Backup power hardware problems
– 75% of backup generators loaded <30% (with most around 10%)
– Short UPS operational lifetimes due to lack of testing and maintenance
– HVAC systems tripped offline and only one or two people knew how to reset the units

• Issues in spite of pre-ERRE activities
– Generators failed even though all assets were maintained and refueled beforehand
– Problems with the emergency communication systems even after exercise check
– Confusion about power restoration sequence between organizations

• Long-standing assumptions challenged
– Mission reliance on off-installation information and personnel for system repair
– Communications equipment not plugged into backup power
– Water and wastewater system monitoring relied on relays without backup power

Sample Findings
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Questions?

Nicholas Judson, PhD
Assistant Leader

Energy Systems Group
MIT Lincoln Laboratory

judson@ll.mit.edu

“This has caused a 20 year conversation to happen in one 1 hour meeting.”

“This exercise allowed us to see ourselves better.” 

“You don’t even know what you need to be worried about until you start poking and prodding.”

“I am buying risk every day and I don’t know it.”


