UNCLASSIFIED // FOUO
FRCS Plan Guidance 
December 31, 2019

[bookmark: _GoBack]Managing Cyber Risks
to Facility-Related Control Systems
FRCS Cybersecurity Plan Guidance

December 31, 2019
1  INTRODUCTION
Department of Defense (DoD) instructions and guidance direct owners/operators of Facility-Related Control Systems (FRCS)[footnoteRef:1] attached to the DoD Information Network (DoDIN) to account for operational resilience and cybersecurity defense posture; References (a) and (b). This updated FRCS Cybersecurity Plan guidance should be used to complete FY20-26 FRCS Cybersecurity Plans and address activities taken for FRCS attached to the DoDIN as well as any other FRCS that are stand-alone or Internet-facing. This guidance is designed to assist the DoD Components with recording control system (CS) inventories and ensuring a standard format for review across the Department, in accordance with Reference (a). This guidance and the template are UNCLASSIFIED. The plans will be FOUO or Classified depending upon the information (Reference (d)). [image: ] [1:  FRCS includes control system platform enclave, utility and utility monitoring control systems, building control systems, electronic security systems, environmental monitoring systems, traffic control systems, fire and life safety systems, transportation and fueling systems, airfield systems, pier systems, dam, lock, and levee systems, medical systems, and meteorological systems.] 


Managing lifecycle cybersecurity risk, per Reference (e), requires considerable collaboration among control systems stakeholders, including installation/facility control engineers and operators, physical security, information network, and system security experts, and, when applicable, control system vendors and system integrators. Resources for carrying out the DoD’s Risk Management Framework (RMF) and registering control systems are available at the RMF Knowledge Service portal (Reference (f)). 
1.1 Purpose
Each DoD Component shall develop an FRCS Cybersecurity Plan (referred to hereafter as the “Plan”) for control system that maintain Defense Critical Infrastructure (DCI) in accordance with DoDD 3020.40 (Reference (g)) as well as the FRCS enterprise, to include alternatively financed and non-priority assets. DCI includes DCI assets or control systems supporting DCI assets, focused on securing Defense Critical Assets (DCA) and Task Critical Assets (TCA) to achieve an environment which ensures cyber protection of FRCS. Plans should address control systems connected to the DoDIN, systems that are stand-alone, and systems that are internet-facing. Implementing the FRCS Cybersecurity Plan means that each DoD Component will complete the internal tasks required to identify the goals and resources to identify, register, and implement cybersecurity controls on DoD FRCS. Plans will be updated annually and submitted to ODASD(E) for program review, which will be further codified in the next revision of DoDI 4170.11 (Reference (h)).
1.2 System Overview
1.2.1 Scope
The scope of the Plan includes all elements of the facility-related control system portfolio (as shown in Figure 1), such as computer hardware, software, and associated sensors and controllers used to monitor and control infrastructure and facilities (e.g., control system platform enclave, utility and utility monitoring control systems, building control systems, electronic security systems, environmental monitoring systems, traffic control systems, fire and life safety systems, transportation and fueling systems, airfield systems, pier systems, dam, lock, and levee systems, medical systems, and meteorological systems). A DoD Component’s Plan should include three phases:
Phase 1: Establish and maintain asset management of DoD FRCS under the DoD Component’s authority or control.
Phase 2: Identify, plan, and execute actions required to make inventoried FRCS and FRCS-enabled systems resilient to cyber-related attacks or other system degradations with potential impacts to FRCS security. 
Phase 3: Develop and implement a continuous monitoring process to identify and respond to emerging threats, and maintain a constant posture to respond and adapt to technological advancements with regard to FRCS and how FRCS interact with the DoDIN. 
1.2.2 System Reference Architecture 
[image: ]
[bookmark: _Ref27575669]Figure 1: Notional System Reference Architecture. Source: Reference (i), page 6


1.3 Guidance References
(a) [bookmark: _Ref27559991][bookmark: _Ref24623004]DoD Instruction 8500.01, “Cybersecurity,” March 2014
(b) [bookmark: _Ref27984490]Deputy Secretary of Defense Memorandum, “Enhancing Cybersecurity Risk Management for Control Systems Supporting DoD-Owned Defense Critical Infrastructure,” July 19, 2018
(c) Assistant Secretary of Defense Memorandum, “Managing Cyber Risks to Facility-Related Control Systems,” March 31, 2016
(d) [bookmark: _Ref24623026]DoD Manual 3020.45, “Defense Critical Infrastructure Program Security Classification Manual,” February 15, 2011
(e) [bookmark: _Ref24623037]DOD Directive 8570.01-M, “Information Assurance Workforce Improvement Program,” November 2015
(f) [bookmark: _Ref24623132]Risk Management Framework (RMF) Knowledge Service Portal (https://rmfks.osd.mil)
(g) [bookmark: _Ref24623143]DoD Directive 3020.40, “Mission Assurance,” August 14, 2018
(h) [bookmark: _Ref24623154]DoD Instruction 4170.11, “Installation Energy Management,” December 11, 2009
(i) [bookmark: _Ref24623199]Unified Facilities Criteria (UFC) 4-010-06, “Cybersecurity of Facility-Related Control Systems,” September 19, 2016
(j) [bookmark: _Ref24623234]National Institute of Standards and Technology (NIST) Special Publication (SP) 800-82 revision 2, “Guide to Industrial Control Systems Security,” May 2015
(k) [bookmark: _Ref24623250]United Facilities Guide Specifications 25 05 11, “Cybersecurity For Facility-Related Control Systems,” November 1, 2017
(l) [bookmark: _Ref24623290]US Cyber Command TASKORD 16-0043, Microsoft Windows 10 Secure Host Baseline, March 2016
(m) [bookmark: _Ref24623308]DoD Instruction 8510.01, “Risk Management Framework,” March 2014
(n) [bookmark: _Ref27560803]Department of Homeland Security (DHS) Industrial Control Systems Cyber Emergency Response Team (ICS-CERT), “Seven Steps to Effectively Defend Industrial Control Systems,” December 23, 2015
(o) [bookmark: _Ref24623358][bookmark: _Ref24623369]DoD Instruction 8140.01, “Cyberspace Workforce Management,” August 2015
(p) National Institute of Standards and Technology (NIST) Special Publication (SP) 800-137, “Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations,” September 2011
2 REQUIREMENTS 
2.1 Points of Contact (POC)
Include POCs for the Plan (not the POC for each inventoried system).

	Name
	Area of Responsibility
	Organization 
	Email

	John Doe
	Program Manager
	Navy Facilities
	John.doe.civ@navy.mil


2.2 Major Tasks
Each plan shall include a brief description of each of the 5 major tasks (governance, FRCS inventory count, assessment, mitigation, and sustainment) required by the DoD Component. Add as many subsections as necessary to this section to describe all major tasks adequately. The tasks described in this section should not be site-specific, rather generic or overall project tasks. Information previously captured in FRCS Cybersecurity Plans may need to be addressed separately, particularly if already completed. 
2.2.1 Governance
Identify and describe governance mechanism(s) established by the DoD Component to oversee and manage steps toward cybersecurity practices for FRCS.

	Task
	Achievement Measures
	Deadline for/Date of Completion

	Charter
	Stakeholder sign off
	Q1 FY20

	Strategic Plan
	Stakeholder sign off
	Q2 FY20


Identify existing policies within your DoD Component which reinforce adherence to cybersecurity practices for FRCS. This can include policies that pertain to government-owned and contractor-owned systems, if applicable. 
	Policy
	Issuing Organization
	Issue Date

	Implementation of Enhanced Security Controls on Select Defense Industrial Base Partner Networks
	ASN
	XX/XX/XXXX


2.2.2 FRCS Inventory Count
Identify the FRCS inventory count collected from FY16-19, and include an estimated count to be collected from FY20-26 by priority and level. FRCS shall be inventoried to Level 3 for legacy systems and Level 2, where practical (per Figure 1). Legacy systems consists of end of life software and hardware that are no longer supported.

The priorities are defined as follows:
· Priority 1: DoD Component Owned Defense Critical Assets and Tier 1/2 Critical Assets
· Priority 2: Supporting Infrastructure for Priority 1 Assets
· Priority 3: DoD Component Prioritized Assets
· Priority 4: DoD Component Infrastructure not Identified in Priorities 1-3  

This inventory is to include any network enclaves, CS-dedicated testing and development systems, and network devices owned and operated by the DoD Component, (Reference (j)). Additionally, this count should capture DoDIN, stand-alone, and Internet-facing FRCS. The United Facilities Guide Specifications (UFGS) 25 05 11, Cybersecurity For Facility-Related Control Systems, provides a CS inventory report to utilize as a template for assessing all FRCS inventory (Reference (k)). Additional templates for system inventories can be found on the RMF Knowledge Service portal, (Reference (f)).

	
	FY16-FY19
	FY20
	FY21
	FY22
	FY23
	FY24
	FY25
	FY26

	Level
	5
	4
	3
	2
	5
	4
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	5
	4
	3
	2
	5
	4
	3
	2
	5
	4
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	5
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a) Operating WIN XP or Unsupported Operating Systems (OS) Inventory for Control Systems
Per Reference (l), all DoD Components were required to migrate or upgrade Microsoft Windows operating systems by January 31, 2017. Report every instance where XP or other unsupported OS exists on inventory collected in the table above. As applicable, include Plan of Action and Milestones (POA&M) for completing inventory and upgrade efforts for any Defense Critical Infrastructure Program (DCIP) control systems to a supported OS. 

	Task
	Achievement Measures
	Deadline for Completion

	OS Inventory
	# tally of OS
	Q1 FY20

	Windows OS Implementation Waiver
	Waiver received dd/mm/yy from AO
	Q1 FY20



b) General Comments
Include any additional information relevant to this section.
2.2.3 Assessment 
a) RMF Assessments
Report all assessments to be completed through the RMF process pursuant to DoDI 8510.01 (Reference (m)). List assessment counts for FY16-19 and FY20-26 by priority and level. The purpose of this table is to record the number of completed RMF packages as they relate to the system and the level at which it was inventoried. 

	
	FY16-FY19
	FY20
	FY21
	FY22
	FY23
	FY24
	FY25
	FY26

	Level
	5
	4
	3
	2
	5
	4
	3
	2
	5
	4
	3
	2
	5
	4
	3
	2
	5
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b) Component Mission Assurance Assessment 
List all component Mission Assurance assessments for FY16-19 and FY20-26 by priority (Reference (g)).  

	[bookmark: gjdgxs]
	FY16-FY19
	FY20
	FY21
	FY22
	FY23
	FY24
	FY25
	FY26

	Priority 1
	
	
	
	
	
	
	
	

	Priority 2
	
	
	
	
	
	
	
	

	Priority 3
	
	
	
	
	
	
	
	

	Priority 4
	
	
	
	
	
	
	
	



c) Joint Mission Assurance Assessments
List all component Joint Mission Assurance Assessments (JMAA) for FY16-19 and FY20-26 by priority.
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d) General Comments
List any additional information relevant to this section (e.g., other assessments that have been or will be completed through tabletops or operational wargaming, FY17 NDAA Sec. 1650 coordinated assessments and their enduring programs, etc.).
2.2.4 Mitigation 
Each DoD Component shall identify mitigation efforts (including DOTMLPF-P[footnoteRef:2] solutions such as cyber hygiene[footnoteRef:3]) including the count of FRCS mitigations required, the percent complete, and the total cost to mitigate. [2:  DOTMLPF is defined as “Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities and Policy” by CJCSI 5123.01H.]  [3:  Cyber hygiene activities as noted by Reference (n) includes activities such as the implementation of application whitelisting, ensuring proper configuration/patch management, reducing attack surface area, and the build of a defendable environment.] 


This part of the Plan should focus on the initial set of mitigations identified through assessments. Any mitigations occurring as a part of sustainment, such as ongoing cyber hygiene, should be included in the “Continuous Monitoring” section below.

	Task
	Achievement Measures

	Cyber Hygiene
	% of best practices implemented

	FRCS Mitigations Required
	# mitigations

	% of FRCS Cyber Mitigations Complete
	% mitigations complete

	Total Cost to Mitigate FRCS
	$ to Mitigate FRCS



a) CS Test & Development Environment (TDE)
Each DoD Component shall describe any actions completed (e.g., programming funding, facility design, etc.) to design and build a Test & Development Environment (TDE) to support Component level activities such as testing and deploying new FRCS or software patches. If a TDE has not been developed, please indicate “not applicable.” If the DoD Component is leveraging industry or commercial partners to support a TDE, please indicate as such.

b) General Comments
Include any additional information relevant to this section.
2.2.5 Sustainment 
Provide a summary of proposed procedures (methodologies) to ensure DoD Component FRCS cybersecurity practices are implemented, monitored for effectiveness, and executed to provide resiliency from cyber threats and vulnerabilities. Include actions being completed for continual cyber hygiene, communications, and workforce development; see Reference (o). 
 
	Task
	Achievement Measures
	Deadline for Completion

	Cyber Hygiene
	Determined frequency of confirming cyber hygiene
	Q1 FY20

	Communication Strategy
	Completed communication plan
	Q1 FY20

	Workforce Development
	Developed and executed training
	Q1 FY20



a) Continuous Monitoring
Describe continuous monitoring tools and techniques and how they will be used to ensure threats are identified and mitigated (e.g., utilizing commercial open-source intelligence); see Reference (g). Utilize existing Tactics, Techniques, and Procedures (TTPs) for developing routine monitoring procedures to maintain on-going awareness of security posture for FRCS. Include detection procedures and requirements. At a minimum, methodologies should encompass both continuous monitoring and response IAW Reference (o), including mitigation and resolution timelines of security events.

	Task
	Achievement Measures
	Deadline for Completion

	Test & Implement ESS
	ATO
	XX/XX/XXXX



b) Post-Implementation Validation
Describe your organization’s activities and process for validating the implementation of the Plan (vice configuration management) and deciding if it was successful. Describe how an action item list will be created to rectify any noted discrepancies. Describe the frequency of ongoing reviews. Note reviewer findings, planned mitigation or remediation, and rationales. These actions will be discussed at the annual Program Management Reviews, see section 3.2.

	Task
	Reviewing Organization
	Reviewer Findings
	Demonstrable Achievement Measures
	Deadline for Completion
	Frequency of Ongoing Reviews

	Review FRCS Cybersecurity Plan
	NAVFAC
	Reviewer noted discrepancies between planned positions and budgeted positions in FY2020
	First review conducted. Discrepancies between planned positions and budgeted positions noted and corrected.
	Q1 FY20
	Annually





c) General Comments
Include any additional information relevant to this section (e.g., indicate if you have submitted a budget estimate for FRCS activities, see section 3.1 for more details).
3 PLAN SUPPORT
3.1 Funding & Sources
As requested in prior Program Objective Memorandum (POM) briefings, list budgetary numbers for each activity classification that supports cyber securing FRCS. Provide the FY19 actuals, FY20 estimated, FY21 budgeted, and estimated FY22-26 funding amounts, including dollars invested in cybersecurity mitigations/remediation for FRCS; see Reference (a). 

	$K
	FY19 
Actuals
	FY20 Estimated
	FY21 
PB
	FY22
POM
	FY23
POM
	FY24
POM
	FY25
POM
	FY26
POM

	FRCS Inventory Count
	
	
	
	
	
	
	
	

	Assessments
	
	
	
	
	
	
	
	

	Mitigate
	
	
	
	
	
	
	
	

	Sustainment
	
	
	
	
	
	
	
	


3.1.1 Definitions
(a) FRCS Inventory Count: Costs to collect, maintain and update FRCS inventory. This includes the cost required to conduct the practices to improve system health and improve online security.
(b) Assessments: Costs to complete assessments (i.e., RMF, Component Mission Assurance Assessments, and other assessments) for FRCS.
(c) Mitigate: Hardware and software cost required to mitigate and update facility related control systems cybersecurity to current RMF requirements. Training cost to qualify workforce. Cost to maintain system health and improve online security.
(d) Sustainment: Sustainment of cybersecurity for facility related control systems to include technical refresh. 
3.2 [bookmark: _Ref27553671]Program Management Reviews
ODASD(E) will issue plan template guidance annually by no later than end of Q1. Each component shall provide updated plans to ODASD(E) annually, by end of Q2. Each component and agency will hold an annual program management review with ODASD(E) by no later than June of each fiscal year. The intent of the program management review is to discuss progress of implementing and executing the Plan and ensure funding is being allocated appropriately. Additionally, each component should report on progress made for RMF, and Component Mission Assurance Assessments, and other assessments.
4 RECOMMENDATIONS
4.1 Provide specific suggestions for DoD policy changes.
4.2 Provide any other recommendations relating to improving the FRCS Cybersecurity Plan format, information types, methodologies, etc.
4.3 Submit recommendations for Issue Papers.
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