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SUBJECT: Supplemental Guidance for the Utilities Privatization Program
As captured in the National Defense Strategy, the variety and velocity of global threats
continues to rapidly evolve. It is now undeniable that the homeland is no longer a sanctuary and
that potential attacks against our critical defense, government, and economic infrastructure must
be anticipated and mitigated. Maintaining access to reliable, resilient, and cybersecure energy
resources, generation assets, distribution infrastructure, and facility-related controls and data is
critical to the Department of Defense (DoD) mission execution.
Utilities privatization is one of several methods that a Service may use to finance utility
improvements in support of the Department's energy reliability, energy resilience, and
cybersecurity goals. In the ·privatization process, military installations shift from the role of
owner-operators to that of smart utility service customers. As smart customers, it is incumbent
upon DoD components to ensure that privatized utilities continue to support mission assurance
goals and that requisite managerial and contractual controls are in place to ensure a ready force.
This memorandum and attachments one through four implement elements of the National
Defense Strategy with a nexus to the Utilities Privatization Program. Additionally, they
incorporate provisions from the National Defense Authorization Acts for Fiscal Years 2018 and
2019, which amend title 10, United States Code, section 2688 requiring privatized systems be
operated in a manner consistent with energy resilience and cybersecurity requirements and
metrics. This guidance supersedes enclosure 3, section 3e. Utilities Privatization of DoD
Instruction 4170.11, "Installation Energy Management," change 1, effective March 16, 2016, and
cancels Under Secretary of Defense for Acquisition, Technology, and Logistics Memoranda,
"Supplemental Guidance for the Utilities Privatization Program" of March 20, 2006, and
"Supplemental Guidance for the Utilities Privatization Program" of September 20, 2010, and will
expire at such time as formally incorporated into an authoritative revision of that Instruction.
In accordance with 10 U.S.C. 2688(d)(2) and subject to the provisions of this guidance,
the Secretaries of the Military Departments are authorized to determine the cost effectiveness of
a contract for utility services for a term not to exceed 50 years. This authority may not be
redelegated below the level of an assistant secretary.

ATTACHMENT (2) - POLICY AND PROCEDURES
I.

PURPOSE

Implement elements of the National Defense Strategy with a nexus to the Utilities
Privatization Program. Expand upon, update and revise guidance provided by references (a)
through (dd) of Attachment (1). Address changes to 10 U.S.C. 2688. Provide guidance to
the Department of Defense (DoD) Components on implementation of the Utilities
Privatization Program while interim DoDI 4170.11 updates are being adjudicated.
II.

POLICY

The National Defense Authorization Acts for Fiscal Years 2018 and 2019 made
several changes to 10 U.S.C. 2688 including the requirement that privatized utilities shall be
operated in a manner consistent with energy resilience and cybersecurity requirements and
metrics. Additionally, the Secretary of Defense has issued instructions and guidance via
references (h) through (dd) of Attachment (1) requiring that DoD Components take the
necessary steps to ensure that installation energy assets are managed in accordance with DoD
energy resilience and cybersecurity objectives, requirements, and metrics. To ensure
adequate security of how utility data is processed, stored, or transmitted on a privatized
system owner's internal network, utility data will be handled as Covered Defense
Information (CDI)/ Controlled Unclassified Information (CUI). Utility data is all types of
data, as defined in Attachment (3), required to provide privatized utility services.
As of the date of this memorandum, reference (1) is in the process of update and
adjudication. In the interim, the following guidance is being provided to assist the DoD
Components in implementing the Utilities Privatization Program. This guidance supersedes
Enclosure 3, Section 3e.. Utilities Privatization. of reference (1) above and will expire at such
time as formally incorporated in an authoritative revision.
A. Background
Historically, military installations have been challenged to maintain reliable utility
systems that keep pace with operational and mission needs. Additionally, evolving energy
resilience and cybersecurity requirements are placing increasing financial and operational
demands on those same systems. Reference (w) provides a framework through which
military installations integrate applicable installation and higher level strategic guidance into
a comprehensive energy roadmap that addresses energy needs in an integrated and cost
effective manner.
Reference (1) provides DoD policy on a variety of appropriated funded and
alternatively financed solutions that may be used by DoD Components to improve utility and
building infrastructure. Alternative Financing Mechanisms (AFMs) leverage commercial
sources of capital in order to finance near-term enhancements to DoD utility infrastructure.
As part of a comprehensive Installation Energy Plan (IEP), AFMs can provide material
benefits to DoD Components by providing cost-effective access to capital that might not
otherwise have been obtainable through traditional methods. AFMs require DoD
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Minimum metrics, measures, and requirements are listed in the following table:
Measurement Area
Economic

•
•
•
•

Utility Reliability

•
•
•

Metric / Measure/ Requirement
Plant replacement value (at time of conveyance)
Cost control
Energy savings and efficiencies (if any)

System availability
o Planned versus unplanned outages
Reliability response time
Condition assessment (life safety)
Inventory changes
Mission Availability*=

Energy Resilience

Uptime**
Uptime+ Downtime ***

*This metric does not constitute a "system" availability metric. rather it should
represent a mission requirement (critical load) that identifies an energy
capability metric. Uptime and Downtime shall be measured at the critical asset
level vice the utility system level (see next lines for definitions of Uptime and
Downtime)
** Uptime is length of time the critical mission operation requires energy
throughout the year
*** Downtime is a risk-based metric used to determine how much allowable
downtime the critical mission operation can tolerate before mission failure
occurs

Cybersecurity

•
•
•
•
•

All FRCS on separate segmented and secure network
All FRCS being continuously monitored (IAW Risk
Management Framework (RMF)compliance schema
detailed in FRCS Cybersecurity Plan Guidance)
All FRCS registered in Enterprise Mission Assurance
Support System (eMASS) or alternative equivalent
repository
Cyber Risk Management Plan (CRMP)or other report
format of implementation of reference (y)IAW reference
(x)
Plan for risk mitigation and identification of non-compliant
components and devices (i.e., legacy systems that require
replacement to meet current generation capabilities)

The DoD Components shall document the method and frequency by which metrics
and measures will be gathered, monitored, analyzed, and reported. DoD Components at a
minimum must establish baseline metrics at the inception of privatization actions in order to
quantitatively produce a framework for comprehensive continuous improvement, monitoring,
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will be gathered, monitored, analyzed, and reported to effectuate positive mission assurance
outcomes. As noted in paragraph B4 above, metrics and measures shall be evaluated and
analyzed over time to identify trends for predictive analysis and decision making and to foster
a quantitative framework for risk management and continuous improvement.
1. Post Conveyance Reviews
The National Defense Strategy outlines the budget discipline and affordability
required to achieve solvency and improve readiness. Cost growth must be monitored and
managed in order to balance performance and affordability. Recognizing the value of
comparing projected to actual costs, DoD Components shall conduct a Post Conveyance
Review (PCR) of each privatized system. To ensure its value, a review shall be conducted
within 2 to 3 years after award or 1 year after the first price re-determination, whichever is
later, and no later than every 10 years thereafter until contract expiration. These timeframes
allow for proper contractor transition and steady state operation. No later than ninety (90)
days after the issuance of this guidance, the DoD Components shall submit to the ASD(S) for
approval a time-phased Post Conveyance Review Implementation Plan (PCRIP) for each new
and existing privatized system. DoD Components shall prioritize installations identified by
the Office of the Deputy Assistant Secretary of Defense for Defense Continuity and Mission
Assurance as well as existing privatized systems that have not completed PCRs in compliance
with reference (1). DoD Components shall complete PCRs for at least 50% of all privatized
systems within 5 calendar years of the ASD(S) approval date of their PCRIP. DoD
Components shall complete remaining PCRs within 10 calendar years of the ASD(S) approval
date of their PCRIP.
A PCR shall include, at a minimum, a joint detailed inventory, an updated list of
requirements reflecting changes, an updated list of transition requirements (to include
compliance with reference (y) IA W reference (x), an updated list of deficiencies, contract cost
changes due to updated inventory, contract cost changes due to new connections or
disconnects, and description of inventory changes due to connections and disconnects, and
any unintended benefits/costs. Costs shall be summed over the period from award to analysis
and compared to projections. Record of the original Government estimate and contract cost
shall be maintained throughout the life cycle of the contract. Contract cost shall be
normalized to the inflation factors in the Government estimate and adjusted for any changes in
mission or regulatory environment.
The PCR shall also provide an assessment of the ability of the privatized system to
meet the DoD Component's requirements for energy reliability, energy resilience, and
cybersecurity. At a minimum the review shall include quantitative trend analyses of metrics
and measures from paragraph B4, input from affected mission assurance, public works,
information technology, and installation stakeholders, as well as an actionable plan to correct
any deficiencies identified during the review.
All analysis results shall be maintained throughout the life of the service contract.
Data from the PCR will be maintained for historical and predictive analysis of the challenges
and successes of UP. ASD(S), at its discretion, may choose to participate as an observer in
the Military Department's PCR or independently perform an ex post analysis of a Military
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Department's review. At a minimum, ASD(S) will independently perform at least one review
per DoD Component per year.
2. Cost Growth Control
Once a utility system has been privatized, the Government must enter into sole source
negotiation with a single provider for any changes in inventory and service price. It is
imperative that DoD Components be cost informed in their management of utility service
contracts in order to strike the right balance between mission assurance needs and finite fiscal
resources.
DoD Components shall establish a cost baseline for each privatization action
documenting recurring costs and inventory levels once an initial steady state is achieved or by
year six of the privatization contract, whichever is earlier. Typically, steady state operations
are attained in the first five years of the utility service contract allowing for changes in initial
inventory estimates, changes in site conditions, capital upgrades, and other site-specific
requirements. Cost growth shall be formally monitored by the DoD Components through
PCRs and Cost Growth Reviews (see following paragraph). If cost growth in excess of 20%
of the initial privatization cost baseline is found during either of these reviews, the DoD
Component shall submit a Cost Control Report to ASD(S) within 90 days of discovery
documenting the reasons for cost variance as well as corrective actions it will take to mitigate
cost risk.
Post Conveyance Reviews will readily identify cost growth not associated with
normal increases in inventory or price indices. This information will place the Government in
a better position to negotiate the future contract price. In addition to PCRs, DoD Components
shall conduct phased Cost Growth Reviews on at least 20% of their privatized portfolio per
year such that all systems are reviewed at least once on a repeating five-year cycle. In the
case where the PCR is on the same cycle as the Cost Growth Review, one report which is
inclusive of the requirements for both may be submitted. Summary findings of both PCRs
and Cost Growth Reviews shall be presented by the DoD Component to ASD(S) at the
Annual UP Program Review described in Article D below.
D. Annual UP Program Review
ASD(S) will conduct an annual UP Program Review with each DoD Component to
address portfolio lessons learned, identify opportunities for policy level improvements, and
assess the UP Program's continuing warfighter value proposition. Annual reviews will
specifically address the Program's ability to cost effectively support mission assurance,
energy reliability, energy resilience, and cybersecurity requirements.
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E. Reporting:
The DoD Components shall report the following:
1. Pre-conveyance BCA for all conveyance decisions 30 days prior to conveyance
award
2. UP 5-year plan by January 1st of each year
3. PC RIP time phased by fiscal year by October 31st
4. Summary report of Operations Maintenance & Testing (OM&T) compliance
IAW reference (u) including any deficiencies and remedies planned/implemented
as outlined in the "accepted reports" section of said guidance
5. Cybersecurity reporting: UP annual self-attestation of cyber risk management
plan in compliance with NIST 800-171 or a Defense Contracting Audit Agency
(DCAA) or Defense Logistics Agency (DLA) audit verifying compliance.
Reporting of compliance of UP self-attestation will be accomplished via the
annual UP database update
6. Portfolio level items at Annual UP Program Review
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ATTACHMENT (4)- ACRONYMS AND ABBREVIATIONS
AFM
ASD(EI&E)
ASD(S)
BCA
CDI
CIAC
CRMP
CUI
DCAA
DCI
DLA
DoD
EA
eMASS
FRCS
IAW
IEP
NARA
OM&T
PCR
PCRIP
RMF
UP

Alternative Financing Mechanism
Assistant Secretary of Defense, Energy Installations and Environment
Assistant Secretary of Defense, Sustainment
Business Case Analysis
Covered Defense Information
Contribution in Aid of Construction
Cyber Risk Management Plan
Controlled Unclassified Information
Defense Contracting Audit Agency
Defense Critical Infrastructure
Defense Logistics Agency
Department of Defense
Economic Analysis
Enterprise Mission Assurance Support System
Facility Related Control Systems
In accordance with
Installation Energy Plan
National Archives and Records Administration
Operations Maintenance & Testing
Post Conveyance Review
Post Conveyance Review Implementation Plan
Risk Management Framework
Utilities Privatization
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