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1. Congressional Reporting Requirement

House Report 117-118, page 323. accompanying H.R. 4350, the National Defense Authorization
Act for Fiscal Year 2022, Installations of the Future.

The committee notes the Department of Defense’s efforts to develop *‘Installations of the
Future'’ concepts for each of the services. The commitiee recognizes the need to ensure that
these ‘‘Installations of the Future'’ concepts must have certain enabling technologies to ensure
that the different applications and capabilities are able to function as envisioned. Further, the
commiltee noles that National Defense Strategy and the Department of Defense 2020 Data
Strategy highlights that the Department is a ‘‘data-ceniric organization that uses data at speed
and scale for operational advantage and increased efficiency.”’ As such, the commiitee is aware
of the Department of Defense's future infrastructure requirements to meet rapidly expanding
bandwidth and speed requirements to meet future needs. Furthermore, as the Department of
Defense continues to refine its *'Installations of the Future'’ concepts, the committee urges the
Department to clearly articulate and understand their future infrastructure needs so that a
variety of different capabilities can work within the *‘Installations of the Future.”’ Accordingly,
the committee directs the Secretary of Defense to provide a report to the House Committee on
Armed Services, not later than May 31, 2022, on the Department’s efforts to ensure
installations of the future incorporate construction techniques that ensure facilities are able to
incorporate technologies of the future. The report should include how the Depariment of
Defense is incorporating future data transmission requirements into technology refreshes and
facilities construction to support new weapon systems, technologies, and training. The report
should also include an estimate of the costs and savings generated from deployment of fiber-to-
the-edge in current and future facilities, as well as a review of Department-wide guidance on
adoption of next generation data architecture and recommendations fo update the Unified
Facilities Criteria and other policies to facilitate the use of new network architectures.

2. Introduction

Since the release of the National Defense Strategy in February 2018, the Department’s
priorities have been revised to ensure that our installations, the platforms from which we
generate, and project power are resilient to an ever-growing number of threats and stand ready to
accommodate new generations of weapons systems. To meet these priorities, the installation
planning process. especially for critical mission capabilities, must incorporate resilience and risk
assessments, innovative planning concepts, and considerations for future technology integration.
While difficult to predict the future of warfare, current military research and development efforts
indicate that installations must be prepared to man multi-mission command centers that have real
time or near real time visibility of areas including space, cyber, robotic, and unmanned systems
that can deploy kinetic effects from the air, sea, and land. Bases will be part of a comprehensive
network of command elements, not just as a single installation but as a part of a larger system.
As a result, there is a growing demand for increase in ability to see ourselves in real time, to
ensure secure data transmission networks, assure electricity to sustain critical connectivity and



for secure backhaul, bandwidth and spectrum data networks. All types of data networks will
need redundancy and increased security to provide mission assurance. Future installations will
need to be as secure as they are smart.

Military installations are key to ensuring our military forces can train, project power and
ensure force mobilization. They are also like small municipalities, facing similar challenges in
implementing security measures, providing services to military personnel and their families, and
sharing data for improved decision-making. Municipal governments around the world are using
integrated “Smart City” programs to add sensors to the systems that support their communities.
Historically this has been called Internet-of-Things (IoT) but it’s better understood as “sensor to
action’ networks that deliver services to residents and keep the city management informed in real
time. The Department of Defense is taking steps towards creating “Smart Bases™ by applying
similar smart technologies on its installations to monitor and manage facilities, enhance services,
collect data, and implement measures based on real time communication and analysis of data
ensuring command and decision makers are responding to the most up to date happenings.
Currently, the objective to implement “Smart Bases™ is in its infancy with several pilot
demonstration sites across almost all the military services.

Creating installations of the future begins with defining requirements through an
understanding what will be required of our military communities now and in the future then
implementing a robust planning process. DoD Installation Master Planning is a continuous
analytical process that involves evaluating mission requirements, constraints, and opportunities
affecting the present and future physical development and operation of an installation.
Successful Installation Master Plans reduce risks to enable effective and timely decision making
to enhance the installation’s readiness and strength: and support the Department’s commitment
to the warfighters and their families who live and work on our installations.

3. DoD Real Property Portfolio

The military installation portfolio is large and complex. The current DoD infrastructure
footprint spans all 50 States and Washington D.C., two U.S. territories. and 25 foreign countries.
The Department maintains over 700,000 total facilities (valued at nearly $2.6 trillion dollars),
including operational structures such as hangers, airfields, shipyards. offices. warehouses,
training, and maintenance facilities: support facilities such as schools, hospitals, community
centers, commissaries; and numerous other facility types.

DoD also manages 27 million acres of land and open spaces located at nearly 5,000 sites
including training ranges, outdoor recreation spaces, parks, waterways, and protected areas.

More than 79 percent of DoD installations were established before 1970, and nearly 33
percent of the department's buildings are more than 50 years old. These assets reflect the needs
of the time when they were constructed, but now require not just regular upkeep, but significant
upgrades or outright replacements to meet evolving requirements and mission needs.



4. Installations of the Future

The military installations of the future will need to modernize at pace with the
warfighting capabilities while also adopting transformative approaches to ensure support to
training, power projection and force generation. This will be done through multiple approaches
focused on updating and changing approaches to physical infrastructure, developing robust
sensor to action networks, enhancing real-time data visibility, and requiring development of
resilient data transmission and communications systems.

4.1 Construction techniques that ensure facilities are able to incorporate
technologies of the future

DoD planners, design agents, and contractors use the following construction techniques
and technologies to maximize flexibility, efficiency, and collaboration during the design and
construction process.

Design process:
¢ Building information modeling — 3D design software
e Virtual reality — immersive project visualization
e Augmented reality — enhanced site planning
¢ Drones — arial surveying tool
* Design of “Smart Buildings” — intelligent infrastructure; able to support evolving
building service and communications systems technologies
e Partnerships that enable a better understanding of emerging technologies

Construction process:
e 3D printing — on-site material production
* Robotics — automated construction tasks
Prefabrication — off-site construction methods
Cloud and mobile technology — real-time collaboration
Autonomous vehicles — self-operated machinery
e Advanced uses of GPS and scanning tools — precision location and measurement

4.2 Incorporating future data transmission requirements

DoD is adopting innovations and incorporating the methods and data transmission
requirements from “Smart Cities™ to create “Smart Bases.” Smart Bases integrate sensor to
action technology and 5G (and next G) to enhance security, efficiency, and readiness. Examples
of sensor to action and mesh networking opportunities real time awareness of infrastructure
issues or failures, development of virtual training infrastructure and training lands, include
weapons systems support, safe and accessible ammunition storage, command and control
visibility and decision making, real time utility monitoring and building controls, timely
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perimeter security awareness, proactive technical troubleshooting, and supply chain
management. By tapping a range of advanced sensors and real time visibility along with updated
telecommunications installations that incorporate these technologies along with other Smart Base
technologies will operate more securely and efficiently than ever before.

4.3 Costs and savings generated from deployment of fiber-to-the-edge

At the time of this report, the Department does not have cost, or savings estimates on
resource requirements to provide “fiber-to-the-edge™ at all 538 military installations.

It is challenging to estimate the cost of data infrastructure (fiber), loT, and 5G
deployment on military installations because of the wide range of factors to upgrade or replace
legacy technology and equipment, address new types of cyber vulnerabilities, and complete the
internal DoD processes associated with each of these tasks.

4.4 Guidance on adoption of next generation data architecture

The DoD Chief Information Officer (DoD CIO)’s vision for the deployment of 5G
includes a line of effort (LOE) focused on deploying commercial 5G infrastructure to all U.S.
military installations, with a target date of end of calendar year 2028. For the purposes of
commercial 5G coverage at military installations, the Department maintains a list of 371 primary
sites and tracks annual progress of the deployment of 5G infrastructure at those sites. The DoD
ClO conducted a multi-step assessment to determine the inclusion of these sites—as opposed to
OUSD(A&S’s) expansive inventory of real property sites—for this ongoing assessment of 5G
infrastructure buildout and coverage.

DoD CIO has worked in coordination with the Military Departments to prioritize
streamlining and standardizing the installation infrastructure siting process to more quickly and
efficiently enable operators to obtain access to installations to deploy commercial 5G
infrastructure. This includes creating a centralized portal for mobile network operators (MNOs)
to report infrastructure siting issues and delays to the Department for attention and expedited
resolution.

4.5 Recommendations to update the Unified Facilities Criteria and other
policies to facilitate the use of new network architectures

Unified Facility Criteria (UFC) 3-580-01, “Information and Communications Technology
Infrastructure Planning and Design " includes engineering technical guidance that supports the
adoption of data architecture and detailed design criteria for telecommunications spaces.
pathways. cabling, and interconnecting components necessary to support the infrastructure for



voice, data, video, smart buildings, and loT systems. This manual directs planners and designers
to design information communications technology infrastructure to meet the needs of the activity
and supporting facilities. The UFC applies to planning, design, construction, sustainment,
restoration, and modernization of DoD-owned facilities.

UFC 4-010-06, “Cybersecurity of Facility- Related Control Systems " describes
requirements for incorporating cybersecurity in the design of all facility-related control systems
which include a network.

The Department does not recommend any changes to the UFCs. UFC 3-580-01 was
updated and reissued on November 21, 2024, and UFC 4-010-06 was updated and reissued on
October 10, 2023. Both UFCs are current and provide the appropriate level of guidance for
planners and designers to facilitate the use of network architectures.

UFCs can be found on the internet at: https://www.wbdg.org/dod/ufc

5. Conclusion

Smart Bases use multiple types of electronic data collection sensors to provide actionable
information that’s used to manage assets and resources efficiently, leading to improved
readiness, support for modernization, and reduced operating costs. Careful planning of
technology integration and cyber security considerations is required during the implementation
and operations of interconnected smart devices. In addition to benefits for the base community,
the leadership of a Smart Base gain increased ability to respond and react faster, better and with
higher certainty of situational awareness, informed investment strategies, and improved
command and control. The implementation of these concepts is not an all-or-nothing endeavor;
Smart Base planning lends itself to phased adoption of known and proven technologies.



Appendix A -- Acronyms and Definitions

3D: three dimensional
5G: The fifth generation of cellular network technology.

Backhaul: Refers to the infrastructure and connections that transport data from peripheral
devices back to the core network of data center.

Bandwidth: A range of frequencies in a given band that is used for transmitting a signal.
CIO: Chief Information Officer

Fiber to the edge (FTTE): An architecture for local area networks (LAN) that uses optical fiber
to bring data to the edge of the network. At the edge, the network interfaces via ports or
wirelessly through cellular or Wi-Fi with Internet of Things (loT) devices, like cell phones,
laptops, security cameras, machine-to-machine controls, building management systems,
automated guided vehicles, etc. and the applications that support them.

GPS: Global Positioning System

Internet-of-Things (IoT): Describes devices with sensors, processing ability, software and
other technologies that connect and exchange data with other devices and systems over

the Internet or other communication networks.

LOE: line of effort

MNQO: mobile network operators

Smart Cities: An urban area that utilizes technology and data to enhance the quality of life for
its residents and improve the efficiency of city operations.

Spectrum Data Networks: Refers to the invisible radio frequencies that wireless signals travel
over.





