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Abstract

This Standard provides requirements and guidance for conducting conformity assessment of the ANSI/ASIS PSC.1-
2012, Management System for Quality of Private Security Company Operations — Requirements with Guidance Standard. It
provides requirements for bodies providing auditing and third party certification of Private Security Company
Operations (PSCs) — private security providers working for any client in conditions where governance and the rule of
law have been undermined by conflict or disaster. It provides requirements and guidance on the management of
audit programs, conduct of internal or external audits of the management system and private security company
operations, as well as on competence and evaluation of auditors.
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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of those who engaged in the
development and approval of the document at the time of its creation. Consensus does not necessarily mean that
there is unanimous agreement among the participants in the development of this document.

ASIS International standards and guideline publications, of which the document contained herein is one, are
developed through a voluntary consensus standards development process. This process brings together volunteers
and/or seeks out the views of persons who have an interest and knowledge in the topic covered by this publication.
While ASIS administers the process and establishes rules to promote fairness in the development of consensus, it
does not write the document and it does not independently test, evaluate, or verify the accuracy or completeness of
any information or the soundness of any judgments contained in its standards and guideline publications.

ASIS is a volunteer, nonprofit professional society with no regulatory, licensing or enforcement power over its
members or anyone else. ASIS does not accept or undertake a duty to any third party because it does not have the
authority to enforce compliance with its standards or guidelines. It assumes no duty of care to the general public,
because its works are not obligatory and because it does not monitor the use of them.

ASIS disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether
special, indirect, consequential, or compensatory, directly or indirectly resulting from the publication, use of,
application, or reliance on this document. ASIS disclaims and makes no guaranty or warranty, expressed or implied,
as to the accuracy or completeness of any information published herein, and disclaims and makes no warranty that
the information in this document will fulfill any person’s or entity’s particular purposes or needs. ASIS does not
undertake to guarantee the performance of any individual manufacturer or seller’s products or services by virtue of
this standard or guide.

In publishing and making this document available, ASIS is not undertaking to render professional or other services
for or on behalf of any person or entity, nor is ASIS undertaking to perform any duty owed by any person or entity to
someone else. Anyone using this document should rely on his or her own independent judgment or, as appropriate,
seek the advice of a competent professional in determining the exercise of reasonable care in any given
circumstances. Information and other standards on the topic covered by this publication may be available from other
sources, which the user may wish to consult for additional views or information not covered by this publication.

ASIS has no power, nor does it undertake to police or enforce compliance with the contents of this document. ASIS
has no control over which of its standards, if any, may be adopted by governmental regulatory agencies, or over any
activity or conduct that purports to conform to its standards. ASIS does not list, certify, test, inspect, or approve any
practices, products, materials, designs, or installations for compliance with its standards. It merely publishes
standards to be used as guidelines that third parties may or may not choose to adopt, modify or reject. Any
certification or other statement of compliance with any information in this document shall not be attributable to ASIS
and is solely the responsibility of the certifier or maker of the statement.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any
form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written
consent of the copyright owner.

Copyright © 2012 ASIS International
ISBN: 978-1-934904-36-7
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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been
processed in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has
not been subjected to public review or a consensus process. In addition, it does not contain requirements necessary
for conformance to the Standard.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory
requirements are designated by the word shall and recommendations by the word should. Where both a mandatory
requirement and a recommendation are specified for the same criterion, the recommendation represents a goal
currently identifiable as having distinct compatibility or performance advantages.

This conformity assessment standard provides generic auditable criteria and informative guidance.

About ASIS

ASIS International (ASIS) is the preeminent organization for security professionals, with 38,000 members worldwide.
ASIS is dedicated to increasing the effectiveness and productivity of security professionals by developing educational
programs and materials that address broad security interests, such as the ASIS Annual Seminar and Exhibits, as well
as specific security topics. ASIS also advocates the role and value of the security management profession to business,
the media, government entities, and the public. By providing members and the security community with access to a
full range of programs and services and by publishing the industry’s No. 1 magazine — Security Management - ASIS
leads the way for advanced and improved security performance.

The work of preparing standards and guidelines is carried out through the ASIS International Standards and
Guidelines Committees and governed by the ASIS Commission on Standards and Guidelines. An ANSI accredited
Standards Development Organization (SDO), ASIS actively participates in the International Organization for
Standardization. The Mission of the ASIS Standards and Guidelines Commission is to advance the practice of security
management through the development of standards and guidelines within a voluntary, nonproprietary, and consensus-based
process, utilizing to the fullest extent possible the knowledge, experience, and expertise of ASIS membership, security
professionals, and the global security industry.

Suggestions for improvement of this document are welcome. They should be sent to ASIS International, 1625 Prince
Street, Alexandria, VA 22314-2818, USA.
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Charles A. Baley, Farmers Insurance Group, Inc.

Jason L. Brown, Thales Australia

Steven K. Bucklin, Glenbrook Companies, Inc.

John C. Cholewa III, CPP, Mentor Associates, LLC

Cynthia P. Conlon, CPP, Conlon Consulting Corporation
Michael A. Crane, CPP, IPC International Corporation
William J. Daly, Control Risks Security Consulting

Lisa DuBrock, Radian Compliance

Eugene F. Ferraro, CPP, PCI, CFE, Business Controls, Inc.
F. Mark Geraci, CPP, Purdue Pharma L.P., Chair

Bernard D. Greenawalt, CPP, Securitas Security Services USA, Inc.
Robert W. Jones, Socrates Ltd

Glen Kitteringham, CPP, Kitteringham Security Group, Inc.

iii



ANSI/ASIS PSC.2-2012

Michael E. Knoke, CPP, Express Scripts, Inc., Vice Chair

Bryan Leadbetter, CPP, Bausch & Lomb

Marc H. Siegel, Ph.D., Commissioner, ASIS Global Standards Initiative
Jose M. Sobroén, United Nations

Roger D. Warwick, CPP, Pyramid International

Allison Wylde, London Metropolitan University Business School

At the time it approved this document, the PSC.2 Standards Committee, which is responsible for the development of
this Standard, had the following members:

Committee Members
Committee Chairman: Marc H. Siegel, Ph.D., Commissioner, ASIS Global Standards Initiative

Committee Secretariat: Sue Carioti, ASIS International

Christopher Aldous, CPP, PSP, Into Services Ltd

Lyle E. Alexander, CPP, A.R.M Specialists Ltd

Frank P. Amoyaw, LandMark Security Limited

Edgard Ansola, CISA, CISSP, CEH, CCNA, ASEPEYO

William Badertscher, CPP, Georgetown University

Pradeep Bajaj, Professional Industrial Security Management Academy
Dennis Blass, CPP, PSP, CFE, CISSP, Children's of Alabama

Jeffrey Bozworth, O'Gara Training & Services LLC

Anne-Marie Buzatu, Geneva Centre for the Democratic Control of Armed Forces (DCAF)
John Casas, PSP, John Casas & Associates, L.L.C.

Mark DeWitt, ].D., Triple Canopy, Inc.

William Dill, Independent Consultant

Jack Dowling, CPP, PSP, JD Security Consultants, LLC

Nicholas Economou, MBA, Cablevision Systems Corporation

Michael Edgerton, CPP, Good Harbor Consulting, LLC

Heather Elms, Kogod School of Business, American University
Thomas Engells, CPP, The University of Texas Medical Branch at Galveston
Glynne Evans, Olive Group Ltd

Mitchell Fenton, CPP, MAS, BGC

Windom Fitzgerald, CPP, Pendulum Companies

Cory Forer, PSP, Abraxas Corporation

Jeremiah Frazier, CPP, CH2M HILL

Peter French, CPP, SSR Personnel

Tahlia Gordon, Office of the Legal Services Commissioner

Stuart Groves, United Nations

Jeffrey Gruber, CPP, CHS-1V, U.S. Department of the Army

Phillip Guffey, CPP, Roche Diagnostics

iv



ANSI/ASIS PSC.2-2012

Sid Hamid, CPP, U.S. DHS/TSA OST

Krista Hendry, The Fund for Peace

Lisa Hole, UK Ministry of Defence

Tom Holmes, Edinburgh International

William Imbrie, DynCorp International, LLC

Fin Johnson, Ahtna Facility Services, Inc.

Mitchell Kemp, CPP, Cummins Inc.

Randy King, DOD Contractors.org, LLC

Steven Lente, CPP, Securitas Security Services USA, Inc.

Anthony Macisco, CPP, The Densus Group

Steve Mark, Office of the Legal Services Commissioner
Christopher Mayer, U.S. Department of Defense

Allan McDougall, PCIP, CMAS, CISSP, CPP, Evolutionary Security Management
J. J. Messner, The Fund for Peace

Paul Mitchell, GlobalEdge International

Rodney Pettus, The Jones Group

Mark Porterfield, CPP, CPOI, CHS III, Whelan Security

Werner Preining, CPP, CMAS, Interpool Security Ltd

William Prentice, Marine Security Initiatives, Inc.

John Proctor, CGI

Daniel Puente Pérez, Sociedad de Prevencién de Asepeyo

Erik Quist, EOD Technology, Inc. (EODT)

Ian Ralby, Ph.D., Security in Complex Environments Group, A1D|S Group, Ltd.
Gavriel Schneider, CPP, MSEC, Dynamic Alternatives

Jeffrey Slotnick, CPP, PSP, Setracon, Inc.

Eddie Sorrells, CPP, CHS 1V, DSI Security Services

Teresa Stanford, CPP, Security Engineers, Inc.

Timothy Sutton, CPP, CHSS, Securitas Security Services USA, Inc.
Christine Tumolo, U.S. Security Care, Inc.

Jonathan van Beek, Wilson Security

Karim Vellani, CPP, Threat Analysis Group, LLC

Erika Voss, CBCP, CORM, MBCI, Amazon

Colin Walker, Mclean Walker Security Risk Management Inc.
Roger Warwick, CPP, UNI

Gavin Wilson, PSP, BHP Billiton

Allison Wylde, CRM, MA, London Metropolitan University Business School

Working Group Members

Working Group Chairman: Marc H. Siegel, Ph.D., Commissioner, ASIS Global Standards
Initiative

Frank P. Amoyaw, LandMark Security Limited



ANSI/ASIS PSC.2-2012

William Badertscher, CPP, Georgetown University

Pradeep Bajaj, Professional Industrial Security Management Academy
Dennis Blass, CPP, PSP, CFE, CISSP, Children's of Alabama

John Casas, PSP, John Casas & Associates, L.L.C.

Michael Edgerton, CPP, Good Harbor Consulting, LLC

Glynne Evans, Olive Group Ltd

Windom Fitzgerald, CPP, Pendulum Companies

Tahlia Gordon, Office of the Legal Services Commissioner

Jeffrey Gruber, CPP, CHS-IV, U.S. Department of the Army

Lisa Hole, UK Ministry of Defence

Tom Holmes, Edinburgh International

Mitchell Kemp, CPP, Cummins Inc.

Steven Lente, CPP, Securitas Security Services USA, Inc.

Anthony Macisco, CPP, The Densus Group

Steve Mark, Office of the Legal Services Commissioner

Christopher Mayer, U.S. Department of Defense

Allan McDougall, PCIP, CMAS, CISSP, CPP, Evolutionary Security Management
Werner Preining, CPP, CMAS, Interpool Security Ltd

William Prentice, Marine Security Initiatives, Inc.

Ian Ralby, Ph.D., Security in Complex Environments Group, A|D|S Group, Ltd.
Jeffrey Slotnick, CPP, PSP, Setracon, Inc.

Teresa Stanford, CPP, Security Engineers, Inc.

Jonathan van Beek, Wilson Security

Colin Walker, Mclean Walker Security Risk Management Inc.

Gavin Wilson, PSP, BHP Billiton

vi



ANSI/ASIS PSC.2-2012

TABLE OF CONTENTS

O INTRODUCTION ....cuuuiiiiiiiiieeeneeiiisiiirnsesseessiistirrssasssssssssttrssssssssssstssesssssssssssssssessssssssssssssseesssssssssssssssssnnsasssssss IX
0.0 GENERAL . eteteteee e e ettt et e e e s e s et eeeesesamr e e et eeese s nne e e e e eeeesaann s e e e e e e e e e n s R e e et e e e e e e s R e e e e et e e e sa R rn et eteeeseannraneteeesenannree IX

0T 00 N 1
2 NORMATIVE REFERENCES.....cccuuuuiiiiiiiiiittnnniiiiiiiiiieeiseiiiiiiitsssasiiiiiittmmessssiesiimmesssssssistiteessssssssssssssssssssssss 2
3 TERMS AND DEFINITIONS .....cccttuuiiiiiitiiiitnnniiiiiiiiiittneiiiieiitessassiiiiiittteessssssietttmssssssssssstttesssssssssssssssssssnssssns 3
Q PRINCIPLES......ccettuuuiiiiiiiiiienneesiiisiiitessssssssssssiieesssssssssssssssessssssssssssssssssssssssssssssesssssssssssssssessssssssssssssssessnsssssssss 4
B0 GENERAL .eietttee e e e ettt e e e e e et ettt e e e e aaua b e bt e eeeee s aaba et eeeeee s e aseb b e e e e e e e e aas b e eeeeeeee s beeteeeeeeaanbebeeeeeeesanhnnaaeeeeesaannraee 5
B2 IIMIPARTIALITY ...ttttteeeeeeeiittteeeeeeseusetteeeeeeaaunse et e eeeaaaaans e et e eee e e ansbe e e eeeeeaansbe e e e e e e e e s nsbeeeeeeeeesansbneeeeaeessansssaneeeeesannnnneeaeas 5
4.3 COMPETENCE ...ttttteeeeeaauusteeeeessaaaunseeeresssaaaunseseeeeesesansaseeeaesesaanseseeeaeessaaasaseeeeeeeeeaaannbeeeeeeesaaansbeneeaeeeesannsnnaeesesesannnnnnee 5
B4 RESPONSIBILITY ..etteeeeeeaeunereeeeessseannreeeeeseseamnreneeeeesesannren e eeeesesann e s et e eeeesasasnreeeeeeesaaannreneeeeeaaaansreneeeeesesanssnnneeeesesannnnnnne 5
4.5 OPENNESS AND TRANSPARENCY ....uuuuvreeeteseaeiunrereeeeesesannrenetesesesaasneseeesesssaannrreetesssasannnaeeeeessassansrnneeesssasansnnneeesesesannnnneee 5
4.6 CONFIDENTIALITY 1eeeuutteeeeureeesaunreessneeesaanseresansseessneeesaannesesannseessanaeessansaeesamnseessasseeesansaeessaneteeenreeesansnneesannnesennranesannne 6
4.7 RESPONSIVENESS TO COMPLAINTS ....uvttttteeeeaiunreteeeeesasauuteseeesesesaausssseesesssasasnseeaseessassansseseeesssssansssseeesssssansssneeesesssannnsees 6
4.8 VETTING OF AUDITORS ...uutvttteteseeasuunrtteeesesasansetteesesssausesteeeesssaasssseasesssasansseaeeesssssasseseeesssssansssseeesssesanssseeesesssannnnseee 6

5 GENERAL REQUIREIMIENTS ....cceuuuuuiiiiiiiinrnnnnesiisiiiressssssssissimmmsssssssssssssmmmssssssssssssssssssssssssssssssssssssssssssssssssssnnsssss 6
5.1 LEGAL AND CONTRACTUAL IMIATTERS. ...t teiutttteteseeeauntetteeeesesaunbatteeeesesaabsee e eeeeesannnreeeeeeesaannnsseeeeeesaaannbeeeeaeeaesnnraneeaeess 6
5.2 MANAGEMENT OF IIMPARTIALITY ...ettetteteeeiunrereeesesesunreeeeeeesesaunreneeesesesaanneneeeeesesaasnnrneeeeessaannnnneneeessaansnnreneeesssesannreneeeeess 7
5.3 LIABILITY AND FINANCING ..eeetuutteeeiuteeeraureeesauneeessureresauseeesauseeessasesesasssseesanseeessnsseessnnsseesansenessnsseessanssesssasesesansesessnees 7

6 STRUCTURAL REQUIREIMENTS .....uuiiiiiiimennniiiiiiiiiiinmnniiiiiiiiieessesiiiiiiimmmsssssiissiiessssssssistetmtsssssssssssssessssssssssss 7
6.1 ORGANIZATIONAL STRUCTURE AND TOP IMIANAGEMENT ...ettttttttttereeteereeeseeeeeeeeeessseseessesssssssssssssssssssesssssssesesssesemsmmmmmmmm. 7
6.2 COMMITTEE FOR SAFEGUARDING IMPARTIALITY eettiiiuuuiitteeeeseesiutareeeeesesauterteeeesssasnsnseeesesssassunsssaeessssssssseseeesssssansseneeeeens 7

7 RESOURCE REQUIREMENTS ....ccuuuuiiiiiiiitimnnnnssiiniimeesmssssssssssiimesssssssssssssmmesssssssssssssssssssssssssssssssssssssssssssssssssssssssss 8
7.1 COMPETENCE OF MANAGEMENT AND PERSONNEL......uutttttteeeaaiuetetteeeesesauteteeeeesesaautereeeeesesaannseteeeeesaaannsbeeeeeesassnneeneeeeens 8
WA B R C =T aT=T o 0o Y Lo =T [ 1 Lo AU 8
7.1.2 Determination Of COMPELENCE CIILOIIA ..........uueecvveeeeeieeeeeeieeeeetee e ettt e esete e e e teseessssaaessssasasssssessssssesssseeaas 8

7.2 PERSONNEL INVOLVED IN THE CERTIFICATION ACTIVITIES...uvttteiteeeeeureresaeneessaneeesssnreeesanseeesanseesssnnesesannneesssnseesssnsseessnnneess 9
7.3 COMPETENCES REQUIRED FOR AUDITING AND CONFORMITY ASSESSMENT OF QUALITY ASSURANCE MANAGEMENT SYSTEMS ......... 9
7.3.1 Generic Knowledge and Skills of Management System AUItOrS............occeeeceeerveenceenieesceeiieeeiee e 9
7.3.2 Management System Knowledge and SKIllS..............c.c.eeeueeiieenieiiiiieee et 9
7.3.3 Organizational Context KNowledge QNnd SKillS.................cocueeeeeeueeeeeeiee e eecee e e e et aeeeaea e 10

7.3.4 Applicable Laws, Regulations, and Other Requirements Relevant to the Discipline....................ccuoc.u...... 10
7.3.5 Discipline-specific Knowledge and Skills of Auditors in Quality Assurance of PSCS.........ccccveveuvervuverieeennne. 10
7.3.6 TrQiNING QNG EXDEIICNCE..........eeeeeeeeeeeeeeeeetee e e te e e ettt a e et a e st e e e e stea e s aaseeaeaastsasassesassnseaaesnsseasassnsensnnees 11
7.3.7 MONItOring Of COMPELENCE .......ccc.eveeeeeiieeeeeee et e et e e e etea e s st e e e st e esaaseeeesasteeesssteaesssseaaesasseassssesensnnees 12

7.4 USE OF INDIVIDUAL EXTERNAL AUDITORS AND EXTERNAL TECHNICAL EXPERTS ...uvveeeeurieeerireeesiieeesnireessnneeesnnseessnnsenesnnnees 12
7.5 PERSONNEL RECORDS. ... uvvtteiutieeeiutteeeasuteeessusaeessuaeeesssseeesassseesssseesssssseesssssesssssaessnsssessssseessnsseesssnssesssnsnsessssseeesnnnne 12
7.5.1 Background Screening and Appropriate and Relevant Security Clearances ................cccoeueeeeveeeecevveeennen. 13
7.5.1.0 BACKGIOUNGT CRECKS ...ttt e ettt a e ettt e e et a e e et s e e e atseseeaassaaeatssaeesssaeeasnses 13
T B 141 (=1 4 (=2 T 13
I Ao T o 11 (o) USSP 14
I o (-1 Lo ] S 14
7.5.3 NON-AISCIOSUIE AGIrEEIMENLS ......occeeeeeeeeeeeeeee et ee e e e tte e ettt e e e ettt e e st te e e st e e e aasteaesansesaeaasseassssesensnsees 14

7. 5.8 ACCOUNTADIILY ..ottt ettt ettt s e st e et e et e st e e st e et aeseeeneaenseeeanes 15

vii



ANSI/ASIS PSC.2-2012

TN - Tole ] 4o K 15
7.0 OUTSOURCING ..cevveeeeererereeereeereseresssesesesesssesesesasssesssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssnsnsnnnne 15
8 INFORMATION REQUIREIMIENTS.....ccuuiiiiuuiiiimmniniienisiimmssisimssssimsnsssimesssssssssssssssssssssssssssssassssssasssssssssssssssssssssas 15
9 PROCESS REQUIREIMENTS....cciituiitiiiieniiieiiiaiieeeieeierssisrnsissnssisssrsssssssssssssrssssrssssssssssssssssssssssssnssssnssssnssssnsssnnss 15
9.1 GENERAL REQUIREMENTS ..vuvuuuuuuuuununununnnnnnnnnnnnnnnnnnnnnsnnnnnnnnsnnnnnsnnnnnsnsnnnsnsnnnsnnnnnnnnnnnsnsnnssnsnsssssnsnsssssssesesssesssesssssessseses 15
9.2 INITIAL AUDIT AND CERTIFICATION 1.ututttutututusuausasssssssnsasssssasssnsasssssasssasasssasssnsnssssnssssssnsssssnssssssssnsnsssnsssssssesssssssssssssssss 16
L B2 Vo o) (ol 1 (o) OSSPSR 16
9.2.2 APPIICALION REVIBW........eeeeeeieeeeeeeeteeeeeee e ettt e e ettt e e ettt e e e atte e e e asaeaaeaateaaeesseaaeasssaaeaasseasasssasensssssasassseaaan 17
9.2.3 INitiQl COrtifiCatioN AUt ........ccceeveeeeeeeeeeeee et ee e et e e e et e e et e e et e e e e esteaeeasseaesatsesaeassaseessseaessssenean 17
9.3 SURVEILLANCE ACTIVITIES «uvvtttteeeeereuurureeesesssssiunsseesesssssassssesessssssassssesesessssssssssesesssssssassssseeessssssssssseeesesssssssnsseeeessssnnns 19
0.4 RECERTIFICATION . .etttetteeuutrereeesesssauuareeesesssasasnssaeeesssassssssnseessssssasssseesesssssssssseseessssnsasssseeessssssssssseeesesssssssnsseesesssnnnns 20
.5 SPECIAL AUDITS tvvvutuuuuuuuuuuununununnnnsunnsnnasannnannnnnnnnnnnnnnnnnnnnnnnnnnnnnnsnnnsnnnnsnnsnnnsnssnnnsnnsnsnsnsnsnsnsssssssesssssssesesesssssesnsessssseses 20
9.6 SUSPENDING, WITHDRAWING, OR REDUCING THE SCOPE OF CERTIFICATION 1uuuuueerrrrruueaeseerrerssnnaeeessessssnnseesessssssnnnesessesssses 20
0.7 APPEALS ..ttt e e e e e aeaeaeaeaeaeaeaeeeaeeeanaeaeeeaeaes 20
0.8 COMPLAINTS 1etvttuvuuuuuuueuuanusasauanssasanesssasasasssasassassssssssssssasssssassssssssssssnsssssssssssssnsssssnsssnssssssssssssssssssssssssssasssssssssssssssss 20
9.9 RECORDS OF APPLICANTS AND CLIENTS 1.uuuuuuutuuusunuunnnunnnnnsasnnnsnsnnssssssssnsnsssnsssssnssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssss 20
10 MANAGEMENT SYSTEM REQUIREMENTS FOR CERTIFICATION BODIES ......cccccotttuiiiimnnnininnnnssiiennsssieansssssansssns 21
L0.0 OPTIONS. cetttteeteeeutrtetteesessettateeeeesasaurereeeeesesassasaaaeesssassssaaesesssssssssssneeeessssasssssesesesssnsssseseeesssnsssseseeesssnnsnseneeesens 21
10.1.1 Option 1: Management System Requirements in Accordance with ISO 9001 ...............cccccueevceersveeneennn. 21
10.1.2 Option 2: General Management System ReQUIreMENtS...............coceeeeueeeveerseeenieesieesee et 21
ANNEX A (NORMATIVE) REQUIRED KNOWLEDGE AND SKILLS ......ccceeeeuueieierreeeemnnnnceeeeeeeeesnnsssessssesssnnnnsssssssseeenns 22
ANNEX B (INFORMATIVE) POSSIBLE EVALUATION METHODS.......ccccttiiiiiiiiiiiiieeieeeeeeessessseeseeeesessssssssssssssssssssssnnns 24
ANNEX C (INFORMATIVE) EXAMPLE OF A PROCESS FLOW FOR DETERMINING AND MAINTAINING COMPETENCE
......................................................................................................................................................................... 25
ANNEX D (INFORMATIVE) DESIRED PERSONAL BEHAVIORS.......ccccctttiiiiiiiiiieiiieeiieeiieeseeesseessessssssssssssssssssssssssssanns 26
ANNEX E (INFORMATIVE) THIRD-PARTY AUDIT AND CERTIFICATION PROCESS ......ccccettreremmnnecceeereeennnsnneceeeceeesnnnns 27
ANNEX F (INFORMATIVE) CONSIDERATIONS FOR THE AUDIT PROGRAM, SCOPE, OR PLAN.......cccccceeeeeeeeeereeennnnes 28
ANNEX G (INFORMATIVE) BIBLIOGRAPHY.......ccitteeuuicceieeieieennnneeeesteeeennnssssssssseeesnnsssssssssssessnnnssssssssssssnnnnssssssssanes 29
TABLE OF TABLES
TABLE A.1 : TABLE OF KNOWLEDGE AND SKILLS..eeetteseuurureeeseeasaurrnreesssssssssnesessssssssssesesssssssssseesesssssssssesssssssssssseessssssssssseeesssnsns 22

viii



ANSI/ASIS PSC.2-2012

O INTRODUCTION

0.1 General

Conformity assessment and certification of the Quality Assurance Management System (QAMS)
of an organization is one means of providing assurance that any type of private security service
provider has implemented a system for the management of quality of service in line with its
policy and consistent with respect for human rights, legal obligations, and good practices, as
specified in the ANSI/ASIS PSC.1-2012, Management System for Quality of Private Security
Company Operations — Requirements with Guidance.

This Standard is a sector specific standard based on the ISO/IEC 17021:2011 and provides
additional requirements for conformity assessment in those areas which are deemed necessary
and relate specifically to any type of Private Security Service Providers, including Private
Security Companies (collectively “PSCs”), operating in circumstances of weakened governance
or where the rule of law has been undermined due to human or naturally caused events. In
unstable and dangerous environments where security and military operations are on-going,
PSCs are engaged to provide enhanced security services in support of humanitarian,
diplomatic, and military efforts, and to protect commercial activities, including rebuilding of
infrastructure.

This Standard has been developed to assist in the certification of quality assurance management
systems that fulfill the requirements of ANSI/ASIS PSC.1-2012. The contents of this Standard
may also be used to support certification of quality assurance management systems that are
based on other or additional sets of specified requirements.

This Standard is intended for use by bodies that carry out audit, conformity assessment, and
certification of quality assurance management systems. It gives generic requirements for such
certification bodies performing audit, conformity assessment, and certification of PSCs’
management systems. Such bodies are referred to as “certification bodies”. This Standard is also
usable by anybody involved in the conformity assessment of quality assurance management
systems.

Certification activities involve the audit of an organization's QAMS. The form of attestation of
conformity of an organization's QAMS to the QAMS standard or other specified requirements is
normally a certification document or a certificate.

The organization being certified develops its own management systems tailored to its needs
and resources and, other than where relevant legal requirements specify to the contrary, it is for
the organization to decide how the various components of the management system will be
arranged. The degree of integration between various management system components will vary
from organization to organization. It is therefore appropriate for certification bodies that
operate in accordance with this Standard to take into account the culture and practices of their
clients with respect to the integration of their quality assurance management systems within the
wider organization.

ix



This page left intentionally blank.



AN AMERICAN NATIONAL STANDARD ANSI/ASIS PSC.2-2012

Conformity Assessment and Auditing Management
Systems for Quality of Private Security Company

Operations
1 SCOPE
This Standard:

a) Is a sector specific standard based on the ISO/IEC 17021:2011;

b) Describes the process that needs to be followed to conduct attestation of fulfillment of
the requirements of the standard ANSI/ASIS PSC.1-2012, Management System for Quality
of Private Security Company Operations — Requirements with Guidance;

c) Provides requirements and guidance for conducting conformity assessment of the
ANSI/ASIS PSC.1-2012, Management System for Quality of Private Security Company
Operations — Requirements with Guidance Standard;

d) Provides requirements for bodies providing auditing and third party certification of
PSCs working for any client (public, private, non-governmental, or not-for-profit);

e) Provides requirements and guidance on the management of audit programs, conduct of
internal or external audits of the management system and PSC operations, as well as on
competence and evaluation of auditors; and

f) Provides confidence and information to internal and external stakeholders that the

requirements of the ANSI/ASIS PSC.1-2012 are being met.

Conformity assessment is the process used to demonstrate that a product, service, management
system, or body meets specified criteria and requirements; in the case of this Standard, the
criteria and requirements of the ANSI/ASIS PSC.1-2012. There are three types of conformity
assessment:

a)

b)
<)

First party - Carried out by the organization itself or by someone working on behalf of
the organization. It is a self-assessment and self-declaration.

Second party - Performed by a client or customer of the organization.

Third party - Performed by a body that is independent of the organization that provides
the product/services and is not a user of the product/services. An independent
certification body certifies that another organization complies with the standard and
issues it with a certificate to this effect.

Certification of a quality assurance management system (“certification”) is a third-party
conformity assessment activity. Bodies performing this activity are therefore third-party
conformity assessment bodies (“certification body”).
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NOTE 1: Certification of a management system is sometimes also called “registration” and certification
bodies are sometimes called “registrars”.

NOTE 2: A certification body can be non-governmental or governmental (with or without regulatory
authority).

NOTE 3: This Standard is primarily intended to be used as a criteria document for the accreditation or peer
assessment of certification bodies which seek to be recognized as being competent to certify that quality
assurance management system complies with ANSI/ASIS PSC.1-2012. It is also intended to be used as a
criteria document by regulatory authorities and clients of PSCs which engage in direct recognition of
certification bodies to certify that a quality assurance management system complies with ANSI/ASIS PSC.1-
2012. The Standard’s requirements may also be useful by any other parties involved in the conformity
assessment of such certification bodies.

Organizations can use the concepts and requirements of this Standard for first and second party
conformity assessment provided that the requirements are adapted as necessary. It is
recommended that organizations implementing the ANSI/ASIS PSC.1-2012 use the procedures
described in this Standard in conjunction with the ISO 19011:2011 to conduct their internal audit
activities.

2 NORMATIVE REFERENCES

The following documents contain information which, through reference in this text, constitutes
foundational knowledge for the use of this American National Standard. At the time of
publication the editions indicated were valid. All material is subject to revision and parties are
encouraged to investigate the possibility of applying the most recent editions of the material
indicated below.

a) ISO 9000:2005, Quality management systems — Fundamentals and vocabulary.!

b) ISO/IEC 17000:2004, Conformity assessment — Vocabulary and general principles.!

c) ISO/IEC 17021:2011, Conformity assessment — Requirements for bodies providing audit and
certification of management systems.!

d) ISO 19011:2011, Guidelines for auditing management systems.!

e) ANSI/ASIS PSC.1-2012, Management System for Quality of Private Security Company
Operations - Requirements with Guidance.?

f) International Code of Conduct for Private Security Service Providers (11/2010).3

g) Montreux Document on pertinent international legal obligations and good practices for States

related to operations of private military and security companies during armed conflict (09/2008).4

I This document is available at < http://www.iso.org >

2 This document is available at < http://www.asisonline.org>.

3This document is available at < http://www.icoc-psp.org/ >.

4 This document is available at < http://www.un.org/ga/search/view_doc.asp?symbol=A/63/467 >.
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3 TERMS AND DEFINITIONS

For the purposes of this document these terms and definitions and those given in ISO 9000,
ISO/IEC 17000, ISO/IEC 17021, ISO 19011, and in ANSI/ASIS PSC.1-2012 apply.

3.1

3.2

3.3

3.4

3.5

3.6

3.7

Term

accreditation

accreditation body

attestation

audit

audit conclusion

audit criteria

audit evidence

Definition
Third-party attestation related to a conformity assessment body

conveying formal demonstration of its competence to carry out specific
conformity assessment tasks. [ISO/IEC 17000:2006]

Authoritative body that performs accreditation. [ISO/IEC 17000:2006]

NOTE: The authority of an accreditation body is generally
derived from government.

Issue of a statement, based on a decision following review, that
fulfillment of specified requirements has been demonstrated. [ISO/IEC
17000:2006]

NOTE: The resulting statement, referred to in this International
Standard as a “statement of conformity” conveys the assurance
that the specified requirements have been fulfilled. Such an
assurance does not, of itself, afford contractual or other legal
guarantees.

Systematic, independent, and documented process for obtaining audit
evidence and evaluating it objectively to determine the extent to which
the audit criteria are fulfilled. [[SO19011:2011]

NOTE 1: Internal audits, sometimes called first party audits, are
conducted by the organization itself, or on its behalf, for
management review and other internal purposes (e.g., to
confirm the effectiveness of the management system or to
obtain information for improvement of the management
system). Internal audits can form the basis for an organization’s
self-declaration of conformity. In many cases, particularly in
small organizations, independence can be demonstrated by the
freedom from responsibility for the activity being audited or
freedom from bias and conflict of interest.

NOTE 2: External audits include second and third party audits.
Second party audits are conducted by parties having an interest
in the organization such as customers or by other persons on
their behalf. Third party audits are conducted by independent
auditing organizations such as regulators or those providing
registration or certification.

Outcome of an audit after consideration of the audit objectives and all
audit findings. [ISO 19011:2011]
Set of policies, procedures, or requirements used as a reference against
which audit evidence is compared. [ISO 19011:2011]
Records, statements of fact, or other information which are relevant to
the audit criteria and verifiable. [ISO 19011:2011]

NOTE: Audit evidence can be qualitative or quantitative.
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Term Definition
3.8 audit findings Results of the evaluation of the collected audit evidence against audit
criteria. [ISO 19011:2011]
NOTE 1: Audit findings indicate conformity or nonconformity.

NOTE 2: Audit findings can lead to the identification of
opportunities for improvement or recording good practices.

NOTE 3: If the audit criteria are selected from legal or other
requirements, the audit finding is termed compliance or non-
compliance.

3.9 certification Third-party attestation related to products, processes, systems, or
persons. [ISO/IEC 17000:2006]

NOTE 1: Certification of a management system is sometimes
also called registration.

NOTE 2: Certification is applicable to all objects of conformity
assessment except for conformity assessment bodies
themselves to which accreditation is applicable.

3.10 conformity Fulfillment of a requirement. [ISO 9000:2005]
NOTE: The term “conformance” is synonymous but deprecated.

3.11 conformity assessment Demonstration that specified requirements relating to a product, process,
system, person, or body are fulfilled. [ISO/IEC 17000:2006]
3.12 conformity assessment Body that performs conformity assessment services. [ISO/IEC
body 17000:2006]
NOTE 1: An accreditation body is not a conformity assessment
body.

NOTE 2: Bodies performing certification of management
systems (“certification”) activity are therefore third-party
conformity assessment bodies (named in this Standard as
“certification  body/bodies”) [modification from ISO/IEC
17021:2011]

3.13 nonconformity Non-fulfillment of a requirement. [ISO 9000:2005]
3.14 specified requirement Need or expectation that is stated. [ISO/IEC 17000:2006]

NOTE: Specified requirements may be stated in normative
documents such as regulations, standards, and technical
specifications.

3.15 top management Person or group of people who directs and controls an organization at
the highest level. [ISO 9000:2005]

4 PRINCIPLES

All the principles of auditing and certification from ISO/IEC 17021:2011 apply. In addition, the
following PSC-specific guidance principles apply.
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4.1 General

The principles in this Standard give guidance necessary to provide transparency, confidence,
and trust in the auditing, conformance assessment, and certification processes. Conformity
assessment provides confidence to internal and external stakeholders that the requirements of
the ANSI/ASIS PSC.1-2012 standard are being met. Stakeholders that have an interest in
attestation to conformance include, but are not limited to:

a) PSCs;

b) Current and prospective clients of the PSCs;

c) Supply chain partners, subcontractors, and insurance providers;

d) Local and affected communities;

e) International, non-governmental, and human rights organizations; and

f) Local, national, and international government authorities and bodies.

4.2 Impartiality

Confidence in the auditing and conformity assessment process is dependent on an independent
and impartial evaluation of the management system. Impartiality requires both the actual and
perceived presence of objectivity. Certification bodies need to implement measures to assure
and monitor impartiality to demonstrate to internal and external stakeholders that there is a
credible auditing and conformity assessment process.

4.3 Competence

Competence is the ability to apply knowledge and skills to achieve intended results.
Competence of the personnel supported by the management system of the certification body in
the fields of risk management, security functions, quality assurance, and principles of law
directly associated with the preservation or promotion of human rights is necessary to deliver
certification that provides confidence.

4.4 Responsibility

Conformance to the requirements of the ANSI/ASIS PSC.1-2012 standard is the responsibility of
the PSC organization implementing the standard. It is the responsibility of the auditing team
and certification body to objectively evaluate conformance to the criteria of the ANSI/ASIS
PSC.1-2012 standard by collecting and documenting evidence of conformance or non-
conformance to the ANSI/ASIS PSC.1-2012 standard’s requirements. Sufficient documented
evidence is necessary for a declaration of conformance.

4.5 Openness and Transparency

The certification body needs to provide appropriate access to, or disclosure of, non-confidential
information about the conclusions of specific audits to specific documented interested parties.
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Given the nature of operations and environment in which PSCs operate, care must be taken to
protect the security, rights, and privacy of internal and external stakeholders, as well as inform
the PSC of any information provided to stakeholders.

4.6 Confidentiality

To gain the privileged access to information that is needed for the auditing and conformity
assessment process, the certification body needs to keep confidential any sensitive, proprietary,
and/or risk-related information about an organization and its management system, as well as
information that may cause harm to the PSCs clients, persons who work on their behalf,
complainants, and other external stakeholders.

4.7 Responsiveness to Complaints

Parties that rely on certification expect to have complaints documented and investigated in a
fair and impartial process. Appropriate corrective and preventive actions should be taken
expeditiously to remedy the situation and prevent a recurrence. Affected parties should be
informed of the outcomes of the complaints process to maintain credibility in the auditing and
conformity assessment process. An appropriate balance between the principles of openness and
confidentiality, including responsiveness to complaints, is necessary in order to demonstrate
integrity and credibility to all users of certification.

4.8 Vetting of Auditors

The credibility of any auditing and conformity assessment process is a function of the
competence and reputation of the auditors. All auditors should be vetted to assure an
appropriate level of:

a) Technical competence;
b) Understanding of the operational environment of PSCs;
c) Respect for human rights;

d) Ethical behavior; and

e) Background screening and appropriate and relevant security clearances.

5 GENERAL REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, section 5, apply. In addition, the following PSC-
specific requirements apply.

5.1 Legal and Contractual Matters

The certification body shall have a legally enforceable agreement for the provision of
certification activities to its client. Where there are multiple sites of a certified client, the
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certification body shall ensure there is a legally enforceable agreement between the certification
body granting certification, and issuing a certificate, explicitly covering each certified site of the
client. The agreement shall clearly define the scope of the certification and to which standard(s)
and/or other normative documents the certification shall take place.

5.2 Management of Impartiality

The certification body, and any part of the same legal entity, shall not offer or provide human
rights impact assessment consultancy, QAMS consultancy or management system consultancy,
or internal audit services to clients being audited.

The fact that the organization employing the auditor is known to have provided consultancy or
internal audit services within two years of an audit is considered as a significant threat to
impartiality. Therefore, the certification body shall not certify a management system on which it
provided consultancy or internal audit services within two years following the end of the
internal audits.

5.3 Liability and Financing
All the requirements from ISO/IEC 17021:2011, section 5.3, apply.

6 STRUCTURAL REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, section 6, apply. In addition, the following PSC-
specific requirements apply.

6.1 Organizational Structure and Top Management

The certification body shall have a documented organizational structure to give accountability
and provide confidence in its certification.

6.2 Committee for Safequarding Impatrtiality

The certification body shall establish a committee to safeguard the impartiality of its activities.
The committee shall be comprised of a balance of interests, recognizing that this committee
cannot represent every interest. The certification body should identify and invite key interests,
such as:

a) Clients of the certification body;

b) Customers of organizations whose quality assurance management systems are certified;
c) Representatives of industry trade associations;

d) Representatives of PSC client organizations;

e) Representatives of governmental bodies; and
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f) Representatives of non-governmental human rights and international humanitarian law
(IHL) organizations and other directly affected stakeholders.

7 RESOURCE REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, section 7, apply. In addition, the following PSC-
specific requirements apply.

7.1 Competence of Management and Personnel

All the requirements from ISO/IEC 17021:2011, section 7.1, apply. In addition, the following
PSC-specific requirements apply.

7.1.1 General Consideration

The certification body shall determine and document the competence required to evaluate each
PSC technical area and function in the certification activity. When identifying competence
requirements, the certification body shall tailor its competence requirements to the types of
services the PSC provides and the theater of operations in order to:

a) Define the scope of the activities that it undertakes;

b) Identify any technical qualification of its auditors necessary for that particular type of
service and theater of operation;

c) Ensure that personnel have appropriate knowledge, skills, and experience relevant to
types of services provided and geographic areas of operation; and

d) Select a suitably qualified audit team.

The certification body shall determine the means for the demonstration of competence prior to
carrying out specific functions. Records of the determination shall be maintained.

7.1.2 Determination of Competence Criteria

The certification body shall have a documented process for determining the competence criteria
for personnel with a demonstrated capacity for the management and performance of audits and
certification. Measurable criteria shall be determined to demonstrate competence with regard
to:

a) The requirements of ANSI/ASIS PSC.1-2012 quality assurance management system
standard;

b) Quality, security, and risk assessment and management consistent with respect for
human rights, legal obligations, and good practices related to operations of private
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security service provider companies in conditions where governance and the rule of law
has been undermined by conflict or disaster;

c) The legal, cultural, and operational context of the theater of operation; and

d) Functions in the certification process.

The output of the process shall be the documented criteria of required knowledge and skills
necessary to effectively perform audit and certification tasks to be fulfilled to achieve the
intended results.

7.2 Personnel Involved in the Certification Activities
All the requirements from ISO/IEC 17021:2011, section 7.2, apply. In addition, the following
PSC-specific requirements apply.

The certification body shall ensure that all persons working on its behalf assigned to perform
quality assurance certification audits —as well as technical experts—as far as these have contact
with confidential information, can be trusted to maintain confidential information obtained
during auditing and conformity assessment work and that they do not create a security risk
such as betraying confidentiality or adversely impacting operations.

All persons working on behalf of the certification body assigned to perform quality assurance
management system audits shall have as a minimum personal attributes, knowledge, skills,
education, and background screenings as described in ISO/IEC 17021:2011, Annex D, Desired
Personal Behaviour, relevant to quality assurance management.

7.3 Competences Required for Auditing and Conformity Assessment of
Quality Assurance Management Systems
7.3.1 Generic Knowledge and Skills of Management System Auditors

All persons working on behalf of the certification body assigned to perform quality assurance
management system audits and conformity assessment shall have as a minimum the generic
knowledge and skills of management system auditors as described in ISO/IEC 17021:2011.

7.3.2 Management System Knowledge and Skills

Knowledge and skills in this area shall cover:

a) Management system principles and the application of management systems to different
organizations;

b) The interaction between the components of the management system;

c¢) The ANSI/ASIS PSC.1-2012 quality assurance management system standard, applicable
procedures, or other documents (ICoC and Montreux Document), used as audit criteria;

d) Recognizing the hierarchy of reference documents;
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e) Application of the reference documents to different audit situations; and

f) Information control processes for authorization, security, distribution, and control of
documents, data, and records.

7.3.3 Organizational Context Knowledge and Skills

All persons working on behalf of the certification body assigned to perform QAMS audits and
conformity assessment shall have as a minimum the organizational context knowledge and
skills of management system auditors as described in ISO/IEC 17021:2011.

7.3.4 Applicable Laws, Regulations, and Other Requirements Relevant to the
Discipline

All persons working on behalf of the certification body assigned to perform QAMS audits and
conformity assessment shall have the knowledge and skills necessary to work within, and be

aware of, the requirements that apply to the organization being audited. Knowledge and skills
in this area shall cover:

a) IHL, legal obligations under human rights law, and other relevant international law;

b) Legal obligations and good practices described in the Montreux Document and
foundational principles in the ICoC;

c) Local, regional, and national codes, laws and regulations;
d) Contracts and agreements; and

e) Other requirements to which the organization subscribes.

7.3.5 Discipline-specific Knowledge and Skills of Auditors in Quality Assurance of
PSCs

Knowledge and skills related to the discipline and the application of discipline-specific
methods, techniques, processes, and practices should be sufficient to enable the auditor to
examine the management system and generate appropriate audit findings and conclusions.
Persons conducting QAMS auditing and conformity assessment shall have competencies in
assessing and managing the risks related to PSCs services, functions, and environment in which
they operate. This includes but is not limited to:

a) Understanding the requirements of the ANSI/ASIS PSC.1-2012 quality assurance
management system standard;

b) Understanding the roles and responsibilities of PSC clients, government, and
subcontractors;

c) Managing the risks of undesirable and disruptive events (assess, anticipate, avoid,
prevent, protect, mitigate, respond to, and recover);

10
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Knowledge of the role of human rights and IHL non-governmental organizations;
Terminology, processes, science, and technology relevant to the PSC sector;

Terminology, practice, and understanding of the rule of law and use of force, including
those concerning weapons training and handling, security measures, personnel
protection, and apprehension of persons;

Measures for personal safety and security in theaters of operation;
Methods for information gathering and monitoring;
Human rights impact assessment and risks related to protection of human rights;

Risk assessment (asset identification and valuation; and risk identification, analysis,
evaluation) related to tangible and intangible assets;

Risk treatment (minimize likelihood and mitigate consequences);

Knowledge of incident communications and reporting protocols;

m) Methods and practices for information integrity and sensitivity;

n)
0)
P)
9

Methods for personnel security and protection of persons;
Methods and practices for asset protection and physical security;
Methods and practices for avoidance, prevention, and deterrence management;

Methods and practices for incident mitigation, preparedness, and response crisis
management;

Methods and practices for continuity, emergency, and recovery management; and

Methods and practices for monitoring, measuring, and reporting of performance
(including exercise and testing methodologies).

7.3.6 Training and Experience

Persons conducting QAMS auditing and conformity assessment shall have successfully
completed training and be able to demonstrate competence in the understanding and

application of:

a)
b)
<)
d)
e)

f)

Management systems auditing;

Quality assurance management methodologies;

Risk assessment and management principles;

IHL, legal obligations under human rights law, and other relevant international law;

Legal obligations and good practices described in the Montreux Document and
foundational principles in the ICoC; and

Managing the risks of undesirable and disruptive events.

11
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The certification body shall ensure that persons conducting QAMS auditing and conformity
assessment have the knowledge corresponding to a post-secondary education that includes
language and communications skills.

Persons conducting QAMS auditing and conformity assessment shall be certified ANSI/ASIS
PSC.1-2012 auditors based on the guidance given in the ISO/IEC 17021:2011 and ISO 19011:2011.
Training and certification shall be conducted by an ISO/IEC 17024:2003 accredited training
provider.

The certification body shall ensure that persons conducting QAMS auditing and conformity
assessment have a minimum of five years’ work experience in the PSC-related industry,
including at least two years of work in quality assurance or risk management, or the equivalent.
The number of years of total work experience may be reduced by one year if the person has
completed appropriate and relevant post-secondary education.

The certification body shall establish, document, and maintain a process to evaluate and verify
the training and competence of persons conducting QAMS auditing and conformity assessment,
including appropriate continual training according to their specific qualification requirements
to maintain competence.

NOTE: PSC-related industry experience may include security and human rights work experience.

7.3.7 Monitoring of Competence

The certification body shall ensure the acceptable performance of all personnel involved in its
audit and conformity assessment activities. The certification body shall establish documented
procedures and criteria for monitoring and measurement of the performance of all persons
involved based on the frequency of their usage and the level of risk linked to their activities.
The certification body shall review the competence of its personnel based on their performance
in order to identify training needs.

The monitoring procedures shall include a combination of on-site observation, review of audit
reports, and feedback from clients or other affected parties. Monitoring shall be designed in
such a way as to minimize the disturbance of the normal processes of certification, especially
from the client’s viewpoint.

7.4 Use of Individual External Auditors and External Technical Experts
All the requirements from ISO/IEC 17021:2011, section 7.3, apply.

7.5 Personnel Records

All the requirements from ISO/IEC 17021:2011, section 7.4, apply. In addition, the following
PSC-specific requirements apply.

12
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The certification body shall maintain up-to-date records of relevant qualifications, training,
experience, professional affiliations and memberships, professional status, and competence of
all personnel involved in its audit and conformity assessment activities.

7.5.1 Background Screening and Appropriate and Relevant Security Clearances

Certification bodies shall establish, document, and maintain a procedure for screening and
vetting of all personnel involved in its audit and conformity assessment activities. The
certification bodies shall also ensure that all personnel involved in its audit and conformity
assessment activities meet these requirements.

The process for security vetting and review of personnel involved in its audit and conformity
assessment activities shall be documented in a way that can be accessed by organizations
applying for conformity assessment and, where applicable, other relevant stakeholder
organizations.

All personnel involved in its audit and conformity assessment activities shall be security cleared
by their respective certification bodies. The vetting and clearance process shall include but not
be limited to, the following background checks, interviews, and review of work history.

7.5.1.1 Background Checks

Certification bodies shall carry out criminal, military, and human rights background checks of
all persons working on behalf of the certification body assigned to perform QAMS audits and
conformity assessment in accordance with data protection and privacy legislation. The checks
are to include, as a minimum, a criminal records check (and for ex-services personnel, a military
background check to ensure that the individual concerned has not been dishonorably
discharged), as well as check personal and previous work references to ensure good conduct,
and ethical behavior consistent with respect for human rights. Where practicable, background
checks shall be conducted through national agencies or authorities. Where this is not
practicable, the certification body shall establish, document, and maintain a procedure to check
suitability and integrity by an internal vetting process including records, checks, and interviews
overseen by the organization’s top management. The vetting process shall include review of
documented submissions by the candidate, interviews, and reviews of documents such as
passport, identity cards, work permits, driving licences, and work place references.

7.5.1.2 Interviews

The certification body shall establish an interview procedure, including the hierarchy of
interviewers which shall be overseen by top management. Top management shall appoint a
responsible manager who has been verified by interview and vetting as trustworthy and having
the necessary competence and judgement to vet personnel involved in its audit and conformity
assessment activities. The responsible manager shall assess through review of documentation
submitted by candidates, and interviews and ongoing monitoring, the trustworthiness and

13
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appropriate behavioural characteristics of personnel involved in its audit and conformity
assessment activities.

7.5.1.3 Work History

All personnel involved in its audit and conformity assessment activities shall provide evidence
of at least five full years continuous work history which shall be verified with current or
previous employers. Self-employed candidates shall provide other appropriate documentation
that demonstrates the same level of confidence and trustworthiness as employment records.

Candidates shall provide two work-related references, as well as one probity reference relevant
to your work or local jurisdiction.

7.5.2 Credentials
All personnel involved in its audit and conformity assessment activities shall be issued tamper-
resistant credentials with a unique number showing the following:

a) Photograph;

b) Full legal name;

c) Period of validity; and

d) Name, logo, and contact information of the certification body.

Credentials should be issued based on verifiable government issued identification.

7.5.3 Non-disclosure Agreements

All persons working on behalf of the certification body assigned to perform QAMS audits and
conformity assessment shall sign confidentiality and non-disclosure agreements and a
certification body code of ethics. The certification body shall establish, document, and maintain
procedures on how to respect and protect the integrity of sensitive, confidential, and
proprietary information. The certification body shall periodically review, as part of its own
quality management system, the performance of its personnel with respect to taking
appropriate steps to protect the sensitive, confidential, or proprietary information.

When requested, confidentiality and non-disclosure agreements signed by personnel involved
in its audit and conformity assessment activities shall be made available to organizations
undergoing conformity assessment.

14
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7.5.4 Accountability

The certification body shall establish, document, and maintain procedures to make personnel
involved in its audit and conformity assessment activities aware of infractions that could subject
them to disciplinary actions, civil liability, and criminal prosecutions. The procedures shall
include a process to address infractions or procedures, the code of ethics, and confidentiality
and non-disclosure agreements, including investigation procedure and disciplinary actions.
Records shall be kept of infractions, investigations, and any subsequent disciplinary actions.

7.5.5 Records

The certification body shall establish, document, and maintain procedures to maintain records
of personnel involved in its audit and conformity assessment activities. Records shall be
retained for periods that certification bodies deem appropriate and according to retention
periods designated by national, international, and other legal requirements.

7.6 Outsourcing
All the requirements from ISO/IEC 17021:2011, section 7.5, apply.

8 INFORMATION REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, section 8, apply. In addition, the following PSC-
specific requirements apply.

The certification body shall establish, document, and maintain procedures which ensure a
secure exchange of information regarding the functioning of the PSCs QAMS between the
certification body, its client, and other parties which is permitted access to the information —
such as the PSC’s client. The certification body shall ensure that clients and other parties are
aware of these procedures.

9 PROCESS REQUIREMENTS

All the requirements from ISO/IEC 17021:2011, section 9, apply, as well as guidance provided in
the ISO 19011:2011. In addition, the following PSC-specific requirements apply.

9.1 General Requirements

The certification body shall precisely define the scope of certification in terms of the types of
services the PSC provides and the geographic and technical areas of operations. The
certification body shall not exclude part of the processes, sectors, products, or services from the

15
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scope of certification when those processes, sectors, products, or services have an influence on
the delivery of services and demonstration of respect for human rights.

Risks are unique to each site; therefore, all sites included in an organization’s scope of
certification shall be subject to audit. The PSC organization shall have carried out a risk
assessment for each site and shall implement risk treatments accordingly.

Sampling for organizations that operate multiple sites shall be based on a statistical risk-based
approach, where the activities are substantially the same. Sites included in the scope of
certification shall be audited, taking account of:

a) Reducing the duration of the audit for some sites where there is a similar risk profile or
significantly reduced risk;

b) Consideration of special circumstances due to safety and security related risks of either
the certification body or PSC; and

c) Circumstances where the audit itself will create an intolerable risk for PSC operations.

In these cases, the certification body shall undertake a risk assessment and develop a risk-based
audit program for the sites based on statistical sampling. This process shall ensure that a proper
audit by the certification body of the PSC’s QAMS is conducted. The process and special
consideration in defining the scope of certification shall be justified and documented.

Where the certification body is certifying a multi-site organization under one certificate, the
following conditions apply:

a) Consideration should be given for different legal jurisdictional areas;
b) All sites are operating under one centrally controlled and administered QAMS;
c) Internal audits are conducted on each site within the management system cycle;

d) Following certification, internal audits shall be carried out on each site within the
certification period;

e) The internal audits of all sites shall demonstrate ongoing conformance to the ANSI/ASIS
PSC.1-2012 standard; and

f) Audit findings of the individual sites shall be considered indicative of the entire system
and corrective and preventive actions shall be implemented accordingly.

9.2 Initial Audit and Certification

All the requirements from ISO/IEC 17021:2011, section 9.2, apply. In addition, the following
PSC-specific requirements apply.

9.2.1 Application
All the requirements from ISO/IEC 17021:2011, section 9.2.1, apply.
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9.2.2 Application Review

All the requirements from ISO/IEC 17021:2011, section 9.2.2, apply. In addition, the following
PSC-specific requirements apply.

Before commencing the audit, an agreement (see ISO/IEC 17021, section 5.1.2) shall be
established between the certification body and the applicant organization which:

a) Defines the scope of work to be undertaken, including the intended scope of certification
and site details;

b) Establishes security, safety, and confidentiality arrangements;
c) Identify subcontractors and supply chain partners included in the scope;
d) Identifies the security requirements of the client and persons being protected;

e) Requires the applicant organization to supply any information needed for its intended
certification; and

f) Requires the applicant organization to comply with the requirements for certification.

The audit team shall be appointed (see ISO/IEC 17021, section 9.1.3) and composed of auditors
(and technical experts as necessary) who, between them, have the totality of the competences
identified by the certification body (as set out in ISO/IEC 17021, section 9.2.2.3) for the
certification of the applicant organization. The selection of the team shall be based on the
identification of the competence of persons conducting audit and conformance assessment
made under Clause 7.2 of this Standard and may include use of both internal and external
human resources. The audit team shall have the necessary competence, including sector or
regulatory credentials, to determine whether the QAMS covers all the essential elements in a
manner that gives adequate confidence that the system can be assured to meet specified
requirements.

In certain instances, particularly where there are critical requirements and special procedures,
the background knowledge of the audit team may be supplemented by briefing, specific
training, or addition of non-auditor technical experts. If a certification body does use technical
experts, its management control systems shall include documented procedures for selection and
use of these experts, as well as evaluating and maintaining their competence. The certification
body may rely on outside technical expertise — for example, from industry, human rights, or
professional institutions. The certification body shall ensure that personnel providing technical
expertise are bound by the same requirements as auditors for confidentiality and impartiality.

9.2.3 Initial Certification Audit

All the requirements from ISO/IEC 17021:2011, section 9.2.2, apply, as well as guidance
provided in the ISO 19011:2011. In addition, the following PSC-specific requirements apply.
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The objectives of the stage 1 audit are to provide a focus for planning the stage 2 audit by
acquiring an understanding of the QAMS in the context of the organization’s identified risks to
quality assurance consistent with respect for human rights.

Stage 1 provides insight into whether the policy, risk assessment and objectives, and risk
treatment methods have been effectively defined and interrelated to promote performance
consistent with the ANSI/ASIS PSC.1-2012 standard’s requirements. The stage 1 audit shall
collect and review necessary information within the scope of the QAMS, including but not
limited to:

a) Context of the organization and its operations;

b) Client or other protected parties needs and requirements;

c) Supply chain and sub-contractor node analysis;

d) Risk assessment methodology, outcomes, and treatment methods;

e) Human rights impact assessment, outcomes, and management methods;
f) Services and geographical locations of the organization being audited;

g) Related legal, regulatory, and contractual requirements of the applicant organization's
operation;

h) Validate that risk treatment, implementation, incident management, and evaluation
programs address the issues identified in the policy, risk assessment and objectives;

i) Document that QAMS documents and arrangements are in place for communication
and consultation with internal and external stakeholders;

j)  Document that QAMS documents and arrangements are in place for human resource
management (e.g., vetting and training personnel);

k) Provide evidence of management commitment, review, and continual improvement;

1) Risks introduced by the stage 2 audit process to the organization, its clients, and persons
being protected; and

m) Justify whether to proceed to the stage 2 audit.

Any part of the QAMS that is audited during the stage 1 audit and determined to be fully
implemented, effective, and in full conformity with requirements of the ANSI/ASIS PSC.1-2012
standard may not need to be re-audited during the stage 2 audit, as long as the certification
body has to ensure that the already audited parts of the QAMS continue to conform to the
certification requirements. In this case, the stage 2 audit report shall include these findings and
clearly state that conformity has been established during the stage 1 audit.

Stage 2 audits shall have an audit plan (see ISO/IEC 17021, section 9.1.2). The audit team shall
conduct the stage 2 audit to gather audit evidence that the QAMS conforms to the ANSI/ASIS
PSC.1-2012 and other certification requirements. The audit and conformity assessment process
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shall audit and evaluate a sufficient number of examples of activities of the client organization,
using a documented sampling technique in relation to the QAMS to get a representative and
accurate appraisal of the implementation and effectiveness of the QAMS. As part of the audit,
the audit team shall interview a statistically representative number of the persons working on
behalf of the organization including top management and operational personnel of the audited
facility to provide assurance that the system is implemented and understood throughout the
client organization.

The audit team shall analyze all information and audit evidence gathered during the stage 1
and stage 2 audits to determine the extent of fulfilment of all certification criteria of the
ANSI/ASIS PSC.1-2012 standard and identify any nonconformity — the absence of, or the failure
to implement and maintain, one or more QAMS requirements or a situation which would, on
the basis of available objective evidence, raise significant doubt efficacy of the organization’s
risk treatment plans and their ability to conduct their business consistent with respect for
human rights. The audit team may suggest opportunities for improvement, but shall not
recommend specific solutions.

9.3 Surveillance Activities

All the requirements from ISO/IEC 17021:2011, section 9.3, apply. In addition, the following
PSC-specific requirements apply.

The certification body shall have an established program for carrying out periodic surveillance
audits at sufficiently close intervals to confirm that the certified QAMS continues to fulfill all
certification requirements and to be effective. Surveillance audits shall be conducted at least
once a year. The date of the first surveillance audit following initial certification shall not be
more than 12 months from the last day of the stage 2 audit. The schedule for the surveillance
audits, following initial certification, shall be determined at the end of the initial audit closing
meeting.

The scope and frequency of surveillance audits shall take account of:

a) The level of risk to the PSC and its stakeholders such as PSC clients, subcontractors, and
impacted communities;

b) The complexity of the PSCs operations;
c) The nature of the operational environment;

d) Concerns about the ability of the risk treatment programs in minimizing undesirable
and disruptive events;

e) The size of sampling during the audit;
f) Frequency and reports of incidents and complaints;
g) The number of nonconformities observed at previous audits; and

h) Changes in the organization, products, service, processes, or operating environment.
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When, during a surveillance audit, instances of nonconformity or lack of evidence of conformity
are identified, the certification body shall define time limits for correction and the corrective
actions to be implemented. The audited organization shall be informed if an additional full
audit, an additional limited audit, or documented evidence (to be confirmed during future
surveillance audits) will be needed to ensure effective correction and corrective actions. This
decision will be based on the types and number of nonconformities identified.

9.4 Recertification

All the requirements from ISO/IEC 17021:2011, section 9.4, apply. In addition, the following
PSC-specific requirements apply.

The recertification audit shall include an on-site audit. The recertification audit shall address the
effectiveness of the QAMS in its entirety in the light of internal and external changes, including:

a) Changes in risk profile;
b) Changes in the context of the organization’s operations;

c) Review and verification of the continued effective implementation of corrective action
for every nonconformity from the previous audit;

d) The effective interrelationship between the elements of the QAMS; and
e) The fulfilment of ANSI/ASIS PSC.1-2012 requirements.

NOTE: Factors taken into account as described in Sections 9.2.3 and 9.3 of this Standard apply.

9.5 Special Audits
All the requirements from ISO/IEC 17021:2011, section 9.5, apply.
NOTE: Factors taken into account as described in Sections 9.2.3 and 9.3 of this Standard apply.

9.6 Suspending, Withdrawing, or Reducing the Scope of Certification
All the requirements from ISO/IEC 17021:2011, section 9.6, apply.

9.7 Appeals
All the requirements from ISO/IEC 17021:2011, section 9.7, apply.

9.8 Complaints
All the requirements from ISO/IEC 17021:2011, section 9.8, apply.

9.9 Records of Applicants and Clients

All the requirements from ISO/IEC 17021:2011, section 9.9, apply. In addition, the following
PSC-specific requirements apply.

20



ANSI/ASIS PSC.2-2012

The certification body shall establish, document, implement, and maintain procedures to
protect the integrity and security of clients’ documents and records of a private, security
sensitive, or proprietary nature, as well as the information and data derived from audits such as
auditors’ notes. The procedure shall describe how the documents are classified, accessed,
handled, transported, archived, and subsequently destroyed consistent with their security,
confidentiality, and privacy classification. Documents of any form or type of medium as well as
data and records of a private, security-sensitive, or proprietary nature shall only be accessible to
designated persons with an appropriate level of security clearance working on behalf of the
certification body who have signed non-disclosure agreements.

10 MANAGEMENT SYSTEM REQUIREMENTS FOR

CERTIFICATION BODIES
All the requirements from ISO/IEC 17021:2011, section 10, apply.

10.1 Options

10.1.1 Option 1: Management System Requirements in Accordance with ISO 9001
All the requirements from ISO/IEC 17021:2011, section 10.2, apply.

10.1.2 Option 2: General Management System Requirements
All the requirements from ISO/IEC 17021:2011, section 10.3, apply.
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ANNEX A (NORMATIVE) REQUIRED KNOWLEDGE AND SKILLS
All the requirements from ISO/IEC 17021:2011, Annex A, apply.

This table provides additional areas of knowledge and skills for Table A.1 in Annex A of
ISO/IEC 17021:2011. The following table specifies the knowledge that a certification body shall
define for specific certification functions.

X means the certification body shall define the criteria and depth of knowledge.

X+ indicates a need for deeper knowledge.

Table A.1: Table of Knowledge and Skills

Certification Conducting the application Reviewing | Auditing | Leading

T CtiONS review to determine audit audit the

Knowledge team compet(.ence required, to reportﬁ and audit
. select the audit team members, making T
and skills and to determine the audit certification
time decisions

Management system knowledge and skills X X X+ X+
(7.3.2)
Applicable laws, regulations, and other
requirements relevant to the discipline X X X X+
(7.3.4)
Understanding the requirements of the
ANSI/ASIS PSC.1-2012 quality assurance X X X+ X+
management system standard (7.3.5a)
Understanding of the requirements, roles,
and responsibilities of PSC clients, X X X
government, and subcontractors (7.3.5b)
Managing the risks of undesirable and
disruptive events (zils‘sess, anticipate, avoid, X X+ X+
prevent, protect, mitigate, respond to, and
recover) (7.3.5¢c)
Knowledge of the role of international
human rights non-governmental X X X
organizations (7.3.5d)
Terminology, processes, science, and
technology relevant to the PSC sector X X X
(7.3.5e)
Terminology, practice, and understanding
of the rule of law and use of force including
those concerning weapons training and X X X
handling, security measures, personnel
protection, and apprehension of persons
(7.3.5f)
Measures for personal safety and security in X X

theaters of operation (7.3.5g)
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Methods for information gathering and
monitoring (7.3.5h)

Human rights impact assessment and risks
related to protection of human rights (7.3.5i)

Risk assessment (asset identification and
valuation; risk identification, analysis, and
evaluation) related to tangible and
intangible assets (7.3.5j)

Risk treatment (minimize likelihood and
mitigate consequences) (7.3.5k)

Knowledge of incident communications and
reporting protocols (7.3.5])

Methods and practices for information
integrity and sensitivity (7.3.5m)

Methods for personnel security and
protection of persons (7.3.5n)

Methods and practices for asset protection
and physical security (7.3.50)

Methods and practices for avoidance,
prevention, deterrence, and security X X
management (7.3.5p)

Methods and practices for incident
mitigation, preparedness, and response, and X X
crisis management (7.3.5q)

Methods and practices for continuity,
emergency, and recovery management X X
(7.3.51)

Methods and practices for monitoring,
measuring, and reporting of performance
(including exercise and testing
methodologies) (7.3.5s)

Expertise needs to exist within that team or should be supplemented by a technical expert when
necessary. Where any audit is conducted by a team, the level of skills required should be held
within the team as a whole and not by every individual member of the team.
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ANNEX B (INFORMATIVE) POSSIBLE EVALUATION METHODS
All the guidance from ISO/IEC 17021:2011, Annex B, apply.
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ANNEX C (INFORMATIVE) EXAMPLE OF A PROCESS FLOW FOR

DETERMINING AND MAINTAINING COMPETENCE
All the guidance from ISO/IEC 17021:2011, Annex C, apply.
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ANNEX D (INFORMATIVE) DESIRED PERSONAL BEHAVIORS
All the guidance from ISO/IEC 17021:2011, Annex D, apply.
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ANNEX E (INFORMATIVE) THIRD-PARTY AUDIT AND

CERTIFICATION PROCESS
All the guidance from ISO/IEC 17021:2011, Annex E, apply.
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ANNEX F (INFORMATIVE) CONSIDERATIONS FOR THE AUDIT
PROGRAM, SCOPE, OR PLAN

All the guidance from ISO/IEC 17021:2011, Annex F, apply — with the additional consideration
of risks related to security and the operating environment.
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ANNEX G (INFORMATIVE) BIBLIOGRAPHY

ISO 31000:2009, Risk management — Principles and guidelines. Available at < http://www.iso.org >.

[United Nations Contact Group reference to be added as available: Guidance for PSSCs from the
UN Contact Group on Piracy off the coast of Somalia]
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